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Abstract
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The Role of Space in Russia’s
Operations in Ukraine

THE ROLE OF SPACE IN RUSSIA’S OPERATIONS

IN UKRAINE

The Russian military has spent much of the last
decade attempting to rebuild the capabilities of its
Space Forces (Kosmicheskie voyska Rossii, or KV) after
decades of neglect by upgrading and expanding
its constellations of satellites and ground-based
space infrastructure. The force acquitted itself well
during Russian operations in Syria, providing the
Russian Air Force and other services with intelligence
and targeting data, channels for secure satellite
communications (SATCOM), and global position,
navigation, and timing (PNT) capabilities. However,
the refurbishment of Russia’s military space
capabilities was still a work in progress when Russia’s
“special military operation” (SVO) in Ukraine started
on February 24, 2022. The scale of the operation,
which substantially exceeds that of the operation in
Syria, has stressed the Russian military’s space and
counterspace capabilities beyond their limits.

This paper explores how Russia has employed its
space and counterspace capabilities in Ukraine.
It begins with an overview of Russian theory and
doctrine about the role of space in conflict followed
by an assessment of the roles, missions, and functions
of Russia’s Space Forces. The paper then provides
a detailed analysis of the military’s space-related
capabilities and activities in Ukraine by functional

area (reconnaissance, communications, navigation,
and counterspace). The paper concludes with an
assessment of Russia’s potential future courses of
action in the space domain.

The role of space in war,
according to Russian theory and
doctrine

Many Russian military thinkers describe space as
a nascent theater of military action. Nevertheless,
Russian military doctrine recognizes that space is
a warfighting domain and that maintaining access
to space-based military information, while denying
such access to the adversary, is a decisive factor
in winning modern wars." Controlling access to
space-based information is seen as conferring
enormous advantage in terms of increased
situational awareness and enhanced warfighting
capability, enabling the side possessing this
advantage to conduct effective long-range military
operations and cross-domain attacks while leaving
the adversary disoriented, disorganized, and
vulnerable to defeat? According to the head of
the General Staff Academy, Colonel General V. B.
Zarudnitsky, the space domain will continue to shift
from mostly supporting activities in other domains

I
THE SPACE DOMAIN WILL CONTINUE TO SHIFT
FROM MOSTLY SUPPORTING ACTIVITIES IN OTHER
DOMAINS TO HOSTING ACTIVE OFFENSIVE AND
DEFENSIVE OPERATIONS IN ITS OWN RIGHT.
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to hosting active offensive and defensive operations
in its own right:

"All of this [the shift in activities] predetermines
the need for proactive elaboration of the
theoretical foundations of new forms of warfare
in outer space, in particular, antisatellite combat,
systemic military operations to destroy state
infrastructure facilities, orbital satellite battle,
anti-space operations, and others. During these
operations, the main efforts will be focused on the
disorganization of the enemy control system by
destroying the ground infrastructure supporting
space forces' actions and means. According to
[Russian] military experts, this is one of the most
vulnerable places for the U.S. and NATO. [Stalling
their] aggressive intentions is directly related to
the decommissioning of systems intelligence,
control, and destruction."

Russian observers claim that the factors driving Russia
to develop its space capabilities include actions by
the US and others to militarize space, allegedly in
contravention of international law; the growing
threat of cyberattacks against Russian satellites,
especially Russia’s early warning constellation; the
evolution and rapid development of counterspace
weapons systems; and the growing potential to place
weapons in space for use against terrestrial targets.*

The time-phasing of space operations is critical in
Russian thinking. Space operations—both offensive
(counterspace) and defensive—figure prominently
during the initial period of war, when both sides
are likely to preempt with, in Russian parlance, an
“information strike” to disable adversary command,
control, communications, computers, intelligence,
surveillance, and reconnaissance (C4ISR). Russian
theory posits that this phase, which marks the
transition from threat to armed conflict, will likely be

The Role of Space in Russia’s
Operations in Ukraine

defined by massed aerospace and missile attacks,
aerospace defense, and countering operations,
along with the beginning of strategic operations
in continental (land) and maritime theaters.
Russia’s perceptions in this regard are driven by its
observations of the US approach to warfare and its
actions in conflicts ranging from the Balkans to the
Middle East.

To counter such an attack, the Russian General Staff
has developed a strategic operational concept,
Strategic Aerospace Operations (SVKO). The SVKO
consists of “a set of strategic measures and defensive
offensive actions to identify and repel an enemy
aerospace attack from all directions, to protect the
armed forces and economic facilities from strikes by
ground, air, and space-based strategic strike forces."®
The SVKO is focused primarily on activities in the air
domain, although space operations are considered a
subset of these efforts.

According to an article in the Russian Aerospace
Forces Academy journal, offensive space operations
will precede offensive operations in other domains
as well as actions taken to secure Russia’s
information space:

"Space operations will precede air, naval, and
land offensive operations and will be directed at
gaining supremacy in near-Earth space to ensure
the functioning of Russia’s orbital constellations.
The main missions of space operations will be
to destroy an enemy'’s space infrastructure and
to disrupt their command and control. Once the

supremacy of space information systems and
independent military operations is assured in
strategic space (meaning offensive missions will
predominate to gain the initiative in war), it is
then possible to consider defensive operations
to defend information resources."’
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Figure 1 provides a notional model of the time-phasing of space operations.

Figure 1. Space operations by phase

MAIN PERIODS OF HPE

Initial and subesequent

Purpose of space Peacetime Threatened period periods of war
resources Purposes of application of space capabilities
Information support for | Detection, preparing Provision of information
the ground forces and for enemy attack, and to troops and fleet forces
navy securing information for | for plannng, fighting,
combat planning and and conducting strikes
operations

Warning about missile | Ballistic missile launch detection and missile attack warning
attack

« Operational reconnaissance of the space situation
and the issuance of data for target designation

« Identification (clarification) of the deployment,
combat composition of [adversary] armed
forces, determination of their characteristics and
coordinates

» Uncovering signs of a change in the composition
and location [of adversary armed forces]

» Monitoring the locations of local wars and major
exercises

[Monitoring] compliance
with arms control

. . agreements
Intelligence services 9

» Observation of RES and PU areas, clarification
of their coordinates, issuance of data to the
intelligence, weapons and electronic warfare
control authorities

« Observation of strike, defensive and support
groups of the Navy and the issuance of data for
taret designation to the systems of the Navy
weapons

« Opening measures for operational equipment
of combat areas, regrouping of strike forces and
reserves

Monitoring the results of
strikes
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MAIN PERIODS OF HPE

Initial and subesequent

Purpose of space Peacetime Threatened period periods of war
resources Purposes of application of space capabilities
Information support for | Detection, preparing Provision of information
the ground forces and for enemy attack, and to troops and fleet forces
navy securing information for | for plannng, fighting,
combat planning and and conducting strikes
operations

 Providing combat control of strategic nuclear forces. Ensuring
communication and data transmission in the control systems of the
RF Armed Forces

 Retransmission of intelligence information from space reconnaissance
relay means.

Communications,

combat management
and information

Providing data for navigation of mobile objects of the ground forces and navy
Navigation

+ Collection of meteorological information for the command and control
bodies of troops and weapon systems

» |ssuance of weather forecasts and climate information

Meteorology

Providing data for cretation and updating Clarification of
topographic, digital maps, city plans and the topogeodesic
Cartography photographic documents characteristics of districts
[involved in] combat
Providing data to refine geodesic constants,
Geodesy

parameters of the earth’s navigation field

Ensuring the alignment and calibration of air

ial ri
Special security defense weapon systems
. Mitigating failures in
Containment 'tigating
critical systems
Source: Ministry of Defense of the Russian Federation, https://encyclopedia.mil.ru/encyclopedia/dictionary/details.htm?id=13357@

morfDictionary.
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Space and counterspace capabilities and operations
using kinetic and non-kinetic means to target an
adversary’'s spacecraft and terrestrial infrastructure
can be used for deterrence as well, providing
Russia’s leaders with options to control escalation
over the course of a conflict. Some Russian military
analysts consider space activities to be part of a
larger cross-domain strategic deterrence framework.
A. B. Palitsyn and D. B. Zhilenko note the following:

"To effectively deter a potential adversary
using spacecraft for military purposes, it is
necessary to organize effective, active, and
comprehensive  opposition.  Under these
conditions, one should understand the whole
range of possible countermeasures—from

performing camouflage activities for objects and
troops (passive measures) up to destruction of

elements of the enemy space grouping (both
kinetic and informational) in orbit, as well as
degradation of appropriate infrastructure for its
provision on earth and in space (active measures
against earth and space-based infrastructure for
supporting space activities). Effective countering
of spacecraft will deter or compel [the enemy]
to renounce military action, since without
space-based means they will be ineffective."®

Space could also constitute a separate theater of
military operations in which “orbital groups of space
systems for various purposes are based and function
on a permanent basis, and are also rapidly deployed
and used, depending on the prevailing conditions of
the situation, to solve support and combat tasks.”
In this “space theater,” groupings for forces can
conduct technological and tactical “maneuvers” to
gain information superiority over their adversaries,
as in other theaters.’

The Role of Space in Russia’s
Operations in Ukraine

A. P. Kovaley, S. A. Sotnik, and D. S. Sotnik, writing in
Military Thought, note that the defining characteristics
of conflict in space are its colossal scale as well as its
high tempo of operations:

"Considering the nature of hostilities that can
unfold in outer space, one should note their
features that are also characteristic of modern
combined arms combat: decisiveness, tension,
high tempo of conduct and transience, rapid
and abrupt changes in the situation. However,
in space, all these characteristics will have an
exaggerated new quality, which is determined
by the colossal scope of the space theater, the
space of which contains many millions of cubic
kilometers; cosmic speeds, measured in tens of
thousands of kilometers per hour; time intervals
of combat situations, which will be counted, as a
rule, in seconds, as well as many other factors and
parameters that are unusual for the traditional
human environment.""

Thus, space, more than some other domains,
necessitates “highly automated or even automatic”
adjustments to decision-making, employing
artificial decision-making and “combat algorithms
that have the ability to adapt to changes in
situation.”” The authors recommend, however, that
a human remain in control of space operations
and the implementation of such algorithms,
thereby sidestepping the issue of unintended
escalation in space.™

Although Russian officials often highlight space
as a distinct vulnerability for the US and its North
Atlantic Treaty Organization (NATO) allies, who are
heavily dependent on space-based systems for
communications, intelligence, and navigation, they
also tacitly acknowledge that the development
of military space systems by the United States is
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evidence of a growing gap between the military
capabilities of the two countries.® This gap
undermines Russia’s ability to maintain strategic
parity with the United States and introduces a degree
of instability into the relationship, especially when
paired with perceptions of US/NATO vulnerabilities,
as Bruce McClintock notes in the context of
counterspace operations:

"This makes Russia less concerned about the
potential adverse impacts of orbital debris on the
space domain. Russia’s recognition that space
is more important to the U.S. creates potential
opportunities and greater motivation for Russia
to pursue space weapons designed to attack

U.S. systems. Russia’s history and extensive
experience with electronic warfare, directed
energy weapons and rendezvous and proximity
operations (RPO) make the possibility of highly
effective Russian counterspace weapons tangible
rather than aspirational."

Based on Russian doctrine, strategy, and theoretical
writings, we can deduce the general contours of
conflict in space from a Russian perspective:

« Space control (KPP) is viewed as vital to
maintaining increased situational awareness
and enhanced warfighting capability in
conflict.

« The initial period of war is a critical phase to
establish KPP.

» Space and counterspace capabilities provide
Russian military leaders with options to
manage escalation across the different
phases of conflict.

» Russia anticipates a massed aerospace
attack in a major conflict with the US
and its NATO allies. Russia’s concept of

The Role of Space in Russia’s
Operations in Ukraine

a strategic aerospace operation—which
includes offensive and defensive activities
in space—is designed to counter a massed
aerospace attack and preserve Russia’s
room for maneuver.

In the following sections, we assess Russia's space
capabilities and analyze how they have been
employed in the Ukraine conflict. As we shall see,
there are some areas of overlap with Russian
doctrine and theoretical writings, particularly in
terms of time-phasing. But there are also critical
divergences, most of which stem from the nature
and scope of the Ukraine conflict, the involvement
of third parties and the commercial space sector,
and Russian capability gaps in critical areas.

Organization and inventory

Since the collapse of the Soviet Union, the
military, civilian, and commercial organizations
with space-related functions and responsibilities
have undergone numerous reorganizations.
During the Cold War, Soviet air and space forces
were separate entities under different chains of
command. However, in 2015, the Russian Ministry
of Defense (MOD) merged Russia’s air, space, and
air defense forces under a single chain of command
within the new Aerospace Forces (VKS). According
to Sergei Shoigu, minister of defense, the move
was prompted by a shift in the “combat ‘center of
gravity’ toward the aerospace theater,” a desire to
maximize efficiencies, and the need to counter the
US military’s Prompt Global Strike program.’> The
move also probably stemmed from the evolving
perception by Russia’s military leadership that the
air and space domains are increasingly linked and
therefore necessitate a synchronized response
with a unified chain of command.® The Space
Forces (KV) are therefore a sub-branch of the VKS,
along with the Russian Air Force.
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RUSSIA RANKS THIRD, BEHIND THE US AND CHINA,
IN TOTAL NUMBER OF SATELLITES

5 172
3,433 matellites

satellites

The KV's current missions include space situational
awareness; early warning of ballistic missile attack;
satellite launches and operations, including dual-use
satellites operating under the military’s control;
maintenance of the military’s space infrastructure,
including ground stations and launch sites; and
the detection of threats to Russia in space and
from space (including ballistic missiles) and, if
necessary, fending off these threats.”

The operational component of the KV—which is
responsible for conducting the missions described
above—is the 15th Special Purpose Aerospace
Army, which operates the 820th Main Missile
Attack Warning Center, the 821st Main Space
Reconnaissance Center, and the 153rd Titov Main
Test and Space Systems Control Center.”® The KV
also manages the Plesetsk Cosmodrome, a recently
refurbished spaceport located in the Arkhangelsk
Oblast. Separately, the KV also operates the
A. F. Mozhaisky Military Space Academy, which
trains KV personnel and offers advanced degrees in
aerospace-related sciences.” Civilian space activities
are managed by the Roscosmos state corporation,
a successor to the Russian Federal Space Agency,
which merged with the United Rocket and
Space Corporation in 2015.2°

The KV's operational forces include its “orbital
groupings,” constellations of satellites. According to
the Union of Concerned Scientists, which maintains
a database of more than 5,000 satellites orbiting

& &

451

satellites

earth, as of May 1, 2022, 172 Russian satellites
were in orbit. Russia ranks third, behind the US and
China, in total number of satellites, but it is well
behind the other two countries. For comparison,
the US had 3,433 satellites in orbit and China
had 451. Moreover, many of Russia’s satellites
are operating beyond their shelf life and are due
for replacement.

Of the 172 Russian satellites in the database, 73 are
military, 17 are government, 8 are civil, 39 are
commercial, and 35 are potentially dual-use, either
military-commercial (mostly navigation/PNT) or
civil/government-commercial. A further breakdown
of the military satellites yields 43 communications
(including relay) satellites, 20 earth observation
satellites  (electro-optical (EO) (3), signals
intelligence (SIGINT)/electronics intelligence
(ELINT) (10), synthetic aperture radar (SAR) (2),
and early warning (5)), 2 earth science satellites,
2 space observation satellites, and 6 technology
development satellites.”'

Despite the effect of Western sanctions, the
Russian government has prioritized investment
in its military space capabilities and appears to
be maintaining spending at stable levels, at least
for the near term. Current Duma space-related
budgets for 2023, 2024, and 2025 are $3.97 billion,
$3.93 billion, and $3.92 billion, respectively.??
Russia also continues to launch additional systems
into orbit. In 2022, Russia expanded its arsenal of
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military satellites, launching 14 additional systems
into space:® 3 GLONASS navigation satellites, 2
Lotos-S1 ELINT satellites, a Meridian-M comsat, a
Tundra early warning satellite, 3 inspector satellites
(for space observation but could potentially be used
for co-orbital anti-satellite (ASAT)), a cartography
satellite (Bars-M), 2 small (reportedly experimental)
imagery satellites (EO-MKA or EMKA), and a
Neitron satellite (Russian designation Kosmos 2553)
whose function appears to be radar imaging.
One of the EO-MKA satellites subsequently failed
after its orbit decayed in May, one month after
launch.»> Although this represents a relatively
ambitious launch schedule for 2022, it may not be
indicative of future performance because many of
the launches were scheduled—and paid for—in
previous years.

Russia’s civil and commercial space sectors appear
to be faring worse than its military space program.
Roscosmos’ budget depends heavily on infusions of
cash from foreign companies paying for its launch
services. However, its share of the international
commercial space launch market had been declining
for several years before the invasion of Ukraine
because of a variety of factors, including the rise
of low-cost competitors such as SpaceX, sanctions
stemming from Russia’s last invasion of Ukraine in
2014, aging infrastructure, and a failure to innovate.
Since Russia’s 2022 intervention in Ukraine,
foreign demand for Roscosmos’ launch services
has more or less dried up. Russia’s space industry,
which consists of numerous companies and design
bureaus and is managed by Roscosmos, has also
been negatively affected by sanctions, which have
resulted in loss of revenue and access to critical
high-tech components produced by foreign
companies, especially semiconductor chips, which
play a crucial role in satellite technology.?® The
long-term effect of sanctions on Russia’s space
efforts is difficult to gauge. It will depend on
several factors, including how long the conflict in

The Role of Space in Russia’s
Operations in Ukraine

Ukraine lasts, whether sanctions persist, and to
what degree Russia’s space industry can expand
on its relationships with its remaining international
partners, especially China.?

Reconnaissance

Russia’s KV operates the military’s reconnaissance
satellites (and associated ground stations), most of
which are controlled from the Titov Space Control
Center in Krasnoznamensk near Moscow.22 However,
the collection, processing, and dissemination of
most of the data collected from these satellites is the
responsibility of the Main Directorate (GU—formerly
GRU) of the General Staff, the intelligence branch
of the armed forces?® The intelligence that the
satellites collect is funneled to the GU’s Directorate
of Space Intelligence (K-500), formerly the GRU's
Sixth Directorate, for processing.*® The data are
then shared with organizations such as the Main
Computational Center (GVC) of the General Staff,
which develops targeting solutions for cruise and
ballistic missiles.?

Unfortunately, open-source information on how
space reconnaissance data are then channeled to
lower echelon commands is lacking. However, we can
deduce a fair bit about the quality of the intelligence
provided based on the inventory of Russia’s earth
observation and SIGINT satellites. Compared to the
US and China, Russia has limited capabilities in this
regard, especially in optical reconnaissance. Space
reconnaissance systems were neglected for many
years and have only recently become a priority for
the KV. The KV's capabilities had atrophied so much
in this area that as late as 2015 it was still using film
canister satellites.? Today, the KV has only three
optical imaging satellites in its arsenal: two Persona
satellites and one small experimental high-resolution
EMKA satellite. The Persona satellites are capable
systems, reportedly able to cover a swath of territory
1,300 kilometers wide with a spatial resolution of up
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to 0.5 to 0.3 meters.>* However, they are operating
beyond their intended shelf life and reportedly
rely on outdated Soviet-era hardware and system
architecture.> Their intended replacement will be a
constellation of three Razdan satellites, reportedly
with a resolution capability of around 6 centimeters.*
However, the Razdan program has been plagued by
delays; despite a planned launched date of 2019 for
the first satellite, no Razdan systems have yet been
placed in orbit.

In the interim, the Russian military has developed
the EMKA series of
small  high-resolution
optical reconnaissance
satellites. Reportedly,
these have a resolution
in the range of 0.9
meters in panchromatic
mode.** Three EMKA
satellites have been
launched, but two
failed and only one
remains functional.

Faced with a dearth
of organic optical
reconnaissance

capabilities, the Russian military has tended to rely
heavily on civilian systems operated by Roscosmos,
primarily from the Resurs and Kanopus families
of satellites. Potentially, these two systems could
contribute an additional nine satellites to the
KV's arsenal of systems, but their capabilities are
somewhat limited. They possess low-resolution
imaging capabilities, and their revisit rates hover
between 3 and 15 days.> Colonel Igor Smirnov, a
former commander of the GU’s Space Intelligence
Directorate, noted in an interview that “Resurs
and Kanopus are not capable of conducting either
multispectral reconnaissance or detailed photo
reconnaissance. These satellites can only give one
an idea of the big picture. But on the basis of their

e
THE ABSENCE OF SAR
CAPABILITY IN RUSSIA n

IS NOTABLE, ESPECIALLY
IF CONSIDERED IN
CONTRAST WITH THE
RAPID DEVELOPMENT OF
COMMERCIAL SAR SATELLITES
IN THE WEST.

The Role of Space in Russia’s
Operations in Ukraine

data, it is impossible, for example, to build a target
designation system for Kalibr missiles.”® The military
also operates at least three cartography satellites
(Bars-M) designed to provide high-resolution stereo
images of the earth’s surface?* Although these
systems fall outside of the space reconnaissance
rubric, they could be used to identify large
fixed targets in a conflict.

In addition to its limited number of optical
reconnaissance satellites, Russia possesses a few
radar imaging and SIGINT satellites. Before 2021,

Russia had no SAR

satellites. However,
the Kondor FKA and
Neitron, launched

2023 and 2022,

respectively, have filled
a distinct gap in that
area, along with the
first of two PION-NKS
SAR/SIGINT  satellites
(launched in 2021),
although the latter's
radar is optimized for
detecting targets in
the maritime realm.*
All three systems are
theoretically capable of imaging through cloud and
foliage cover. In terms of radar imaging capacity,
however, Russia is also far behind its competitors. By
comparison, the US government, US military, and US
commercial space companies have fielded at least 30
radar imaging satellites.*' As Pavel Podvig, a scholar
of Russia’s space program, notes, “The absence
of SAR capability in Russia is notable, especially if
considered in contrast with the rapid development
of commercial SAR satellites in the West."#

Although assessing Russia’s space reconnaissance
capabilities is a relatively straightforward process,
analyzing how the Russian military employs

its overhead collections to support its military
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operations is somewhat harder, given the lack of
available sources on the topic. In Syria, the Russian
military reportedly relied on a mix of military and
government reconnaissance satellites to support
its air and ground operations. General Valery
Gerasimov, chief of the General Staff, stated that
“ten imagery and electronic warfare reconnaissance
satellites, including civilian-use spacecraft,” were
used in the operation# These included the two
Persona imagery satellites in the KV’s inventory as
well as several Resurs and Kanopus EO satellites
operated by Roscosmos.# Apparently, the orbits of
some of the satellites were altered to maximize their
coverage over the theater of operations.** Russian
overhead collectors were also used to identify
targets for VKS aircraft, including Su-34s, Su-24Ms,
and Su-25SMs.#¢ In addition to enabling the military’s
“space reconnaissance and target designation
system (KSRTs),” the Russian MOD used satellite
reconnaissance data for political purposes, most
notably when it publicly released satellite and aerial
imagery showing Turkish government involvement
in illicit oil trading with Islamic militant groups in
Syria and lraq.*’

Although the 10 satellites referenced above
were probably sufficient to support operations in
Syria, the scope and scale of the SVO in Ukraine
has challenged the KV in unprecedented ways.
The military’s requirements for remote sensing
data have undoubtedly increased severalfold,
far outpacing the ability of the KV to provide
given the size of the operating area, the numbers
of units involved, and the constraints on other
potential sources of intelligence, surveillance, and
reconnaissance data (e.g., the VKS has had a difficult
time operating manned collection platforms in
Ukrainian-controlled airspace).

Although Ukraine has a large space industry
mainly dedicated to the export market, it lacks
its own fleet of satellites. The Space Agency of

The Role of Space in Russia’s
Operations in Ukraine

Ukraine operates a single small remote sensing
satellite—Sich 2-1—with an estimated ground
resolution of 7.8 meters.” However, the Ukrainians
have been able to acquire commercial imagery
from various foreign providers and lease a SAR
satellite from the Finnish company ICEYE* The
Ukrainians are also reportedly benefiting from
space intelligence-sharing arrangements with
partner governments in the West.*

Russian observers speculate that the support Ukraine
that has received from foreign commercial imagery
providers has given the Ukrainians a select advantage
over the Russians in the space domain, allowing the
Ukrainians to probe Russian defenses along the
line of control for weak spots.”’ Nathan Eismont, a
research at Russia's Space Research Institute, notes
the disparity in Russia-Western capabilities:

"Western countries have more observation
satellites than ours by an order of magnitude.
The more of them, the more often they can fly
over the desired area and collect intelligence
information about the location and movement

of our troops. If our devices fly over some
regions of Ukraine 2-3 times a day, then Western
devices, replacing each other, can “hang” there
almost continuously, transmitting intelligence
information online."?

Russian officials have hinted that the intelligence
support provided by commercial satellite companies
such as Maxar, Planet Labs, and BlackSky to Ukraine
could render the satellites of those companies
viable military targets. For instance, Konstantin
Vorontsov, deputy director of the Department for
Nonproliferation and Arms Control of the Russian
Foreign Ministry, offered a warning in a meeting of
the United Nations (UN) General Assembly:
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"Separately, we would like to emphasize an
extremely dangerous trend that has clearly
manifested itself in the course of events in
Ukraine. We are talking about the use by the

United States and its allies of civil infrastructure
components in space, including commercial ones,
in armed conflicts. Quasi-civilian infrastructure
could be a legitimate target for retaliation."s

Given the relative imbalance in terms of remote
sensing capabilities, it is unsurprising that the
KV has turned to government and commercial
providers to address optical and radar imagery
shortfalls. Referring to the conflict in Ukraine, former
Roscosmos chief executive officer Dmitry Rogozin
noted that Roscosmos was providing intelligence
support to the military “around the clock and
in sufficient resolution.”** Russian commercial
providers have no remote sensing satellites in
their inventories, so the Russians have had to turn
to foreign providers. Sanctions have effectively
closed off avenues to acquire imagery from Western
companies, so Russia has turned to China instead. In
January 2023, the US Department of the Treasury's
Office of Foreign Assets Control sanctioned a
Chinese company—Spacety China—for providing
SAR imagery of Ukraine to Terra Tech, a Russian
technology firm affiliated with the private military
contractor Wagner.>> Presumably, Wagner s
sharing the Chinese SAR data with the Russian
military, although this could not be verified from
open-source reporting.

Sources that address how the Russians are
employing remote sensing data in Ukraine
are lacking; however, we can surmise that the
information is being used to enhance the situational
awareness of the different groupings of forces;
ascertain the disposition of Ukrainian forces;
identify  potential targets, especially those
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outside the effective range of reconnaissance
of unmanned aircraft systems; and conduct
post-strike assessments. The utility of such data
for striking mobile—as opposed to fixed—targets
that employ “shoot-and-scoot” tactics, such as
High Mobility Artillery Rocket System (HIMARS)
batteries, is questionable. Russia’'s much vaunted
reconnaissance strike/reconnaissance fire complex
has turned out to be somewhat inflexible and
unresponsive. Delays of 40 minutes to 4 hours for
indirect fires routinely occur, according to Russian
observers.> In practical terms, such delays have
meant that strike missions often hit their intended
locations with precision accuracy but long after
their intended targets have moved on or dispersed.
In addition, remote sensing data, especially
imagery, require time for processing before they
can be used to develop targeting solutions, thus
contributing to latency issues.”’

Communications

Russia operates a diverse array of military®® and
commercial communications satellites (comsats)
that can provide mobile and fixed SATCOM services
at a variety of latitudes. The military satellites
make up the Integrated Satellite Communication
System (ESSS), an important component of Russia’s
integrated command and control system. The ESSS
consists of at least 46 comsats* but, as Pavel Luzin
points out, more than 30 of these, including many
Strela-3 and Rodnik systems, have exceeded the
warranted lifetime and are probably degraded
by now.® Two constellations are the mainstays of
the ESSS: six Meridian comsats in highly elliptical
orbit (HEO), designed to enable communications
between units operating in the Arctic, Siberian, and
Far East regions, and three Raduga-1M comsats,
operating in geo-stationary earth orbit (GEO).
The Russian military is beginning to field its third
generation of comsats (ESSS-3), the mainstay of
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which will be the Sfera-S and Sfera-V, which are
intended to operate in HEO and GEO, respectively.
Roscosmos launched the first Sfera comsat into
orbit in October 2022—a demonstrator that will
test communication protocols for broadband
internet connectivity.®’

The Sfera multi-spectrum constellation is intended
as a counterpoint to Starlink, providing broadband
access to its users all over the world. Russian
military commentator Dmitry Kornev highlights the
importance of satellites for Russian communications:

"For the military, at least two main aspects of
satellites are important in terms of organizing
communications. Firstly, it is the transfer of
commands of the strategic level, the nuclear
missile triad....The second is a big direction, which
is the provision of operational communications
between units and units of the conventional

armed forces. Both civilian satellites and dual-use
satellites are used here. Probably, over the past
two decades, our lag behind the United States
and the European Community in terms of the
number of satellites in orbit has grown. 'Sfera’
is one of these projects that should compensate
for this lag and bring us to the top three [of
countries] in matters of space communications."®

The Russian government’s goal of fielding more
than 600 Sfera satellites in only a few years is
probably overly ambitious®® and will likely be
constrained by sanctions and lack of access
to critical high-tech components from foreign
providers. In the meantime, the Russian military can
utilize Russian civilian SATCOM systems, including
14 Express geostationary satellites belonging to
the state-owned Russian Satellite Communication
Company and 18 Gonets-M comsats operated
by Roscosmos.*

s | € Role of Space in Russia’s
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In addition to the systems noted above, the KV
operates two large constellations of “store-and-
dump” low-orbital communications  systems,
Rodnik (Strela-3M) and Strela. These systems are
designed to facilitate communications in remote
areas where alternative transmission means may
be lacking. As noted above, some of the satellites
in these constellations may no longer be operating
because of their age.®

Another important component of the KV's
communications network is its constellations of
geostationary data relay satellites, which provide
contact between mission control and low-orbiting
satellites when they fly out of direct view of ground
stations.®® The newest generation of relay satellites
is Garpun 11L and Garpun 12L, developed by
ISS Reshetnev and launched in 2011 and 2015,
respectively. The Garpuns provide data relay for
military reconnaissance satellites operating in low
earth orbit (LEO), such as Persona and Bars-M,
as well as the Liana constellation. Garpuns also
support the military’'s Command and Relay System,
also known as Rassvet.” Another constellation of
four data relay satellites, Blagovest, apparently
handles non-sensitive military traffic.s

Russian units in Ukraine appear to be using the
MK VTR-016, a ground-based mobile video
transmission system, to connect with military and
commercial comsats. The MK VTR-016, which was
first produced in 2014 and previously used by
Russian troops in Syria, employs very small aperture
terminaltechnologyandisdesignedtoworkindifficult
field conditions. It is reportedly compatible with
non-Russian commercial networks, including Intelsat
and Eutelsat, although Russian forces are unlikely
to have access to such networks.® The transmitter/
receiver for the MK VTR-016 is the Auriga 1.2V
(see Figure 2), a portable system that handles
high-speed duplex channels of communications
with satellites operating in the C band (5.925-6.425
GHz uplink/3.7-4.2 GHz downlink) and Ku-band
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(14 GHz uplink/10.9-12.75 GHz downlink).”
In April 2022, the Ukrainian military captured
an Auriga 1.2V. lts capture confirms that the
Russians are using SATCOM and high-frequency
(3 MHz to 30 MHz) radio for trunk communications
in Ukraine.™

Whether Russia’'s SATCOM networks (military
and commercial) are sufficient for the military’'s
purposes in Ukraine is unclear. Russia has
terrestrial communications alternatives, such as
encrypted military-grade mobile phones, but
there are times when satellite communications are
preferred, especially in a degraded environment.
The scale of the operations, with more than
190,000 troops operating on multiple fronts, would
seem to necessitate the widespread distribution
of MK VTR-016 systems (or a similar alternative),
which is unlikely given the Russian military’s
resource constraints and logistical challenges.
Also, Russia’'s comsat constellations are only

Source: Officer Enclave, Twitter, https://twitter.com/OfficerEnclave/status/1508874253575282696%lang=en.

marginally better than its remote sensing ones,
and the Russian military is still far behind the US
and China in this area. Until the Sfera constellation
is operational, the Russian military is still relying on
dated systems, such as Gonets and Meridian, which
suffer from low-bandwidth/high-latency issues.”
Poor communications security practices, stemming
from the tendency of Russian troops to rely on
unencrypted commercial radios and personal cell
phones for field communications, could indicate a
lack of viable communication alternatives, although
such practices could also stem from other factors,
such as poor training. Finally, the Ukrainians have
conducted cyber and jamming attacks against
Russian SATCOM networks, degrading their
capabilities periodically.”

Over the course of the conflict in Ukraine, SATCOM
networks have been a focus for counterspace
operations by both sides. On the first day of
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the conflict, February 24, 2022, Russian forces
attempted to disrupt Ukrainian command and
control by launching a “disorganizing” cyberattack
on Viasat's KA-SAT satellite network. Using a new
strain of wiper malware called AcidRain, GU actors
were able to disrupt Ukrainian military and civilian
access to Viasat's broadband network for several
weeks.”* Russian electronic warfare (EW) troops
have also jammed commercial comsat (including
Starlink) downlinks and uplinks using systems such
as the mobile Tirada-2S.”> The Ukrainians have also
attempted to disrupt Russian command and control
with attacks on Russian commercial satellites.”
So far, the effects of these operations appear to
be temporary.

Navigation

Russia’s satellite navigation system—GLONASS—
first reached limited operational capability in 1993.
GLONASS became fully functional two years later,
but because of declining budgets, the system was
allowed to deteriorate to such an extent that it
was unreliable for much of the 2000s. In 2011,
the system was restored to full capacity, and in
2016, the Russian military formally accepted it into
service.”” As of May 2022, there were 28 GLONASS
satellites in orbit, 25 of which were operational,
designed and built primarily by ISS Reshetnev
but operated by the KV.® In addition, there is a
GLONASS ground segment, mostly located within
Russia, consisting of upload stations, laser ranging
stations, monitoring and measuring stations, and
multiple telemetry, tracking, and command centers.
Russia is currently fielding its latest generation of
GLONASS  satellites—the = GLONASS-K—but s
apparently  experiencing problems acquiring
space-grade radiation-resistant electronics from
foreign suppliers because of sanctions.” GLONASS
is reportedly accurate up to 3 meters, which is
comparable to GPS.%

The Role of Space in Russia’s
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GLONASS is a dual-use system, like GPS—that is,
it has both commercial and military applications.
The Russian military actively employs GLONASS
both for PNT functions and for targeting. The
PNT component of GLONASS is likely handled
by the Military Topographic Directorate of the
General Staff and the 945th Main Center for Space
Geodesy, Navigation and Cartography of the
Russian MOD.®" The Russian military’s Strelets
reconnaissance, control, and communications
system has a GLONASS satellite receiver for
navigation and can likely use US GPS signals as
well.82 Russian military topographers operating
in Ukraine have used GLONASS high-precision
navigation receivers to carry out geodetic binding
for the launch positions of Iskandar-M and other
missile systems.

Military cartographers also use GLONASS—and
GPS—to create 3D maps, using automated tools
such as TRONA-1 and 1T134M topographic
surveyors to increase the accuracy of missile,
rocket, and artillery strikes® In addition, many
Russian precision strike systems are equipped
with  GLONASS and GPS satellite navigation
guidance systems in addition to inertial guidance
and, in some cases, terrain contour-matching
guidance systems.®

Russian forces engaged in some jamming of GPS
in Ukraine® although not as much as might have
been expected given past instances of GPS jamming
(e.g., in Syria). Dana Goward, writing in C4ISRNET,
offers several reasons for this, including the
fact that high-power terrestrial jammers, such
as R-330Zh Zhitel, are easily targeted and, more
compelling, that Russian forces are, in fact, heavily
dependent on GPS themselves. As evidence of the
latter, he notes that captured Russian systems have
featured commercial off-the-shelf GPS receivers,
which are plentiful and cheap to acquire. GLONASS
receivers and the Russian military’'s terrestrial
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navigation system Chakya (equivalent to Loran)®’
may not be available in sufficient quantities to
deployed Russian forces.®

Counterspace

In the context of the Ukraine conflict, Russia’s
counterspace activities appear to have been
limited to jamming satellite transmissions and
conducting at least one high-profile cyberattack
on a commercial SATCOM network. True to Russian
doctrine and theoretical writings, these activities
escalated rapidly in the early phase of the conflict
(the initial period of war). Russia has not managed
to achieve space control, nor is it likely to, given
the strategic imbalance in capabilities between its
space forces and those of Ukraine’s allies. However,
Russia retains several counterspace options that it
could use depending on how the conflict plays out.
These options are explored in more detail in the
next section. In this section, we analyze Russia’s
counterspace capabilities and activities to date by
category.

Electronic warfare/jamming

The Russian military views EW as an important
tool for disrupting adversary C4ISR-T and
achieving information superiority.®® Russian forces
have developed a range of fixed and mobile
EW systems that could jam or spoof the signals of
comsats (Tirada-2S and Bylina-MM), counter
radar reconnaissance satellites and airborne radar
reconnaissance systems (Krasukha-4, Krasukha-2,
and Divnomorye), and jam satellite navigation
systems (Zhitel and Borisoglebsk-2).** Some of
these systems, including Zhitel, have been
deployed—and used—widely in Ukraine, whereas
others, notably the Bylina-MM, do not yet appear
to have been fielded. To date, Russia has employed
jamming extensively in Ukraine to disrupt signals
from the GPS constellations, with a noticeable

The Role of Space in Russia’s
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effect on Ukrainian munitions and drones that
rely on satellite navigation.’ Russian forces have
also intermittently jammed GPS signals over
Russian territory, especially over regions bordering
Ukraine and major cities, such as Moscow and
St. Petersburg.? Russian sources also claim to have
used the Tirada mobile jamming system to disrupt
SpaceX's Starlink constellation.* As noted above,
some observers have suggested that Russian
jamming efforts have not been as extensive as
expected in Ukraine, possibly because the Zhitel
and other high-power jammers are easily targeted
and Russian forces are heavily dependent on GPS
themselves.®* Nevertheless, Russian EW troops have
successfully disrupted Ukrainian precision-guided
weapon systems and drone operations fairly
regularly. For the Russians, at this stage in the
conflict, jamming is probably the most viable
counterspace option, given Russia’s extensive EW
capabilities and the fact that jamming attacks are
non-kinetic and deniable and thus unlikely to be
perceived as escalatory or cause space debris.

Cyberattacks

Russia has also employed offensive capabilities in
support of its counterspace operations in Ukraine.
On February 24, 2022—the first day of Russia’s
invasion—hackers believed to be affiliated with the
GU conducted a malware attack against modems
and routers that communicate with the broadband
network of US satellite company Viasat.*® The GU
employed a form of destructive wiper malware
known as AcidRain, which effectively erased all
the data on the systems, permanently disabling
them when they rebooted.®® The Ukrainian
military, which used the Viasat network, was the
obvious target, but the attack had spillover effects,
disrupting civilian systems throughout Western
Europe.”” Cyberattacks, like jamming and other
EW efforts, are a core component of Russia’s tools
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for engaging in “information confrontation.” Like
jamming, cyberattacks are advantageous, assuming
that Russia seeks to avoid escalation, in that they
offer plausible deniability and their effects are
generated by non-kinetic means (although in this
instance the effects were not as transitory in nature
and were not limited to their intended targets).

Direct ascent ASAT

Russia is also developing kinetic direct ascent
(DA)-ASAT systems, a couple of which are in the
advanced stages of development or are being
fielded. The PL-19 Nudol, which is part of the
A-235 missile defense complex, is a mobile
ground-launched ballistic missile that can destroy
not only missiles but also satellites in LEO. The
Nudol program has been maturing rapidly, and
its ASAT capabilities were aptly demonstrated on
November 15, 2021, when the missile was used
to destroy an inactive Russian ELINT satellite,
Kosmos-1408, inthe process creating an orbital debris
field.”® Whether the Nudol has been fielded is unclear,
although the program, run by VKO Almaz-Antey,
is evidently at a mature stage. Reportedly, the
S-500 mobile air defense system, which was
recently fielded,”® can also target satellites in
LEO." At |least one other kinetic ASAT system, the
Burevestnik air-launched rocket (designed to be
launched from a MIG-31 interceptor aircraft) is
still in development.’® As of June 2023, Russia had
not used its DA-ASAT capabilities in the context
of the Ukraine conflict, although some Russian
writers have suggested that it remains an option.
As mentioned above, Konstantin Vorontsov, deputy
director of the Department for Nonproliferation
and Arms Control of the Russian Foreign Ministry,
stated at a UN General Assembly meeting that
commercial satellites that are used to support
Ukraine could become a legitimate target for
Russian ASAT systems.'®

The Role of Space in Russia’s
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Directed energy weapons

Russia has developed several ground-based systems
that can dazzle or blind satellite sensors. The most
notable of these is the Peresvet laser weapon,
one of the six "new types of strategic weapons”
unveiled by Russian President Vladimir Putin in
2018. According to Russian sources, Peresvet
systems can target satellites up to 1,500 kilometers,
covering most of the region of LEO." An upgraded
version of the Peresvet, the Zadir, has reportedly
been deployed in Ukraine, although there is no
evidence that it has been used in a counterspace
role.™ Russia is also experimenting with airborne
ASAT lasers, although there is no evidence that
such systems have been fielded.’ A. V. Skrypnik,
writing in the Russian journal Armaments and
Economics, notes some of the advantages of
directed energy weapons compared to kinetic
counterspace systems. According to him, directed
energy weapons can be quicker, more selective,
and precise and likely minimize the potential for
orbital debris. He also argues that their utility for
deterrence in the earlier phases of conflict is greater
because they are more "humanitarian.”'%

Co-orbital ASAT

Russia is also developing on-orbit capabilities that
could be used to kinetically target satellites. Since
2013, the KV has launched several dual-purpose
micro-inspector satellites that are ostensibly
designed to survey and possibly fix damaged
spacecraft. To date, four “Nivelir” satellites, designed
by the Central Research Institute of Chemistry and
Mechanics, have been placed in orbit. These satellites
have conducted proximity operations around US
satellites that have convinced US officials that their
function is offensive in nature.’” In the context of the
Ukrainian conflict, the Russian MOD stated that KV's
Directorate of Space Intelligence has been using
inspector satellites to “monitor the composition and
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condition of orbital constellations of foreign space
systems, as well as conducting experiments in orbit
with the spacecraft of foreign states."*®

Space situational awareness

Space situational awareness—specifically the
ability to track spacecraft in orbit—is an important
component of counterspace operations. Russia’s
space surveillance network is managed by the
KV's 821st Main Space Reconnaissance Center. It
consists of numerous telescopes, radars, and other
sensors designed to detect and monitor satellites
in earth orbit. A Defense Intelligence Agency
report clarifies its abilities:

The Role of Space in Russia’s
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"This network allows Russia to support its various
missions including intelligence collection,
counter-space targeting, spaceflight safety,

satellite anomaly resolution, and space debris
monitoring. Some of these sensors also perform
a BMEW [ballistic missile and early warning]
function as their primary mission."'%

Russia also benefits from a diverse array of bilateral
and multilateral scientific partnerships dedicated to
tracking objects in space.

C NA | www.cna.org 17



http://www.cna.org

s | € Role of Space in Russia’s

Operations in Ukraine

RUSSIA’S SPACE AND COUNTERSPACE OPTIONS

Russian observers generally concede that in the
space domain, Russia has been operating at a
disadvantage since the start of the conflict in Ukraine,
primarily because of the support (commercial and
military) provided to Ukraine by the United States
and its allies. An article in Nezavisimaia Gazeta notes
one example of this disadvantage:

"The development of the special military
operation (SVO) in Ukraine has demonstrated
[the role played by] space intelligence data
and its close link to targeting by high-precision
weapons, reliable secure communications and
electronic warfare (EW) systems, [controlling]
satellite-controlled drones, and the use of
the internet for organizing coordination

during battle, and [sustaining] motivation and
continuous training of personnel. All this, with
the support of the information war organized
in the media and social networks, is included
in the list of factors that determined the course

of hostilities in Ukraine. The Russian Army and
the Armed Forces of Ukraine, by and large
in February 2022, were not ready to take
into account these important factors. The
United States and NATO improved the situation
for the Armed Forces of Ukraine not only by
mass deliveries of modern weapons, but also
by deploying Starlink satellite internet terminals
there in March 2022. Their delivery...allowed
the Armed Forces of Ukraine to be relatively
independent from the effects of electronic
warfare and have reliable closed communications
in their units up to the battalion level.""°

By contrast, the author notes that the Russian
military has had to limit its maneuvers to a depth
of 60 to 70 kilometers, despite having a numerical
advantage in armor and artillery.™

The stark disparity in Russian versus US satellite
systems is noted in an article in Moskovskii
Komsomolets:

"It is no coincidence that on Cosmonaut Day,
the president spoke about the need for a sharp
increase in the number of our satellites. We
have about 150 of them, maybe a little more.
That's all together—civil, military, scientific,

communications, navigation, and surveillance.
By comparison, China has 300-400 systems,

including about a hundred military ones. The
United States until recently had 1,400 systems.
But since Elon Musk implemented his Starlink
low-orbit satellite communications project,
the number of American devices in orbit has
exceeded 4,000. Western countries have an
order of magnitude more [satellites] than ours,
including observation satellites."'"?

From the Russian perspective, the involvement of
Western commercial space companies, including
SpaceX, Maxar Technologies, Planet Labs, and
BlackSky, in the Ukraine conflict has been a decisive
enabler for Ukraine's C4ISR-T efforts.” As noted
above, Russia has assiduously been attempting to
address gaps in its capabilities by doubling down
on the development, production, and launch of new
satellites, especially earth observation, ELINT, and
communications satellites. Last year alone, the KV
added 14 satellites to its inventory."™ However, this
number is dwarfed by the production and fielding
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capacity of Western companies such as SpaceX. On
March 24, 2023, SpaceX conducted its 20th launch of
theyear,adding56satellitestoits Starlink constellation
in a single launch.”™ Russia simply cannot compete
at this rate. Moreover, as the conflict in Ukraine
drags on, Western sanctions will likely exacerbate
the endemic inefficiencies of Russia’s space industry,
further constraining the ability of the KV to address
its gaps. Russia’s inability to import advanced
radiation-resistant microchips because of sanctions
has been particularly problematic for Russian
satellite development and production since the
2014 Ukraine crisis."®

Russia can use its counterspace capabilities to
address the space imbalance and has been doing
so using EW methods and offensive cyber tools.
Russia has a demonstrated DA-ASAT capability,
which it could use to further diminish Ukraine's
advantages and deter Western space-related
collaboration with Ukraine. Indeed, some Russians
have argued that such a step would be justified
and should remain on the table for consideration.
The justification by Konstantin Vorontsov at the
Russian Foreign Ministry was noted above, but
there are other examples as well. For instance,
State Duma Deputy Mikhail Sheremet suggested
that Russia use its counterspace capabilities to
“extinguish” NATO constellations because of the
support that they provide to Ukrainian troops
conducting HIMARS multiple launch rocket system
strikes on Russian troops."”

If Russia wishes to escalate short of employing
nuclear weapons, DA-ASAT could be an option.
But it is also fraught with risks. As Victor Litovkin,
the head of the military news editorial office at
the TASS news agency, notes, “We have the means
to deal with enemy satellites, but all attempts to
seriously influence them directly will lead to an
open military conflict between Russia and the
United States—in fact, to a third world war.”"® There

The Role of Space in Russia’s
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is also a problem of scale. Russia cannot selectively
target all the relevant satellites operating in LEO
that are supporting Ukraine—it does not have the
capacity.”” Furthermore, if Russia were even to
attempt to do so, it would create a debris field that
would interfere with the constellations of neutral
countries, such as China.

In an article in the online newspaper Vzglyad
titled "How Russia Can Deprive Ukraine of Support
from Space,” Mikhail Kotov, a journalist who
specializes in space issues, makes an interesting
analogy while referring to Vorontsov's call to arms.
According to Kotov, the situation is reminiscent
of attacks on commercial shipping during the
First and Second World Wars:

"The logic is about the same: a civilian ship can
carry out military tasks—to transport weapons or
military personnel. True, at that time there was
a full-fledged world war, whereas an attempt to
shoot down an enemy spacecraft could easily
become just a casus belli to start such a war.
But the main problem lies elsewhere. Hunting
for enemy transports, in addition to destroying
them, forced the enemy to complicate logistics,
develop new [and] less convenient and longer
routes, and divert warships to provide security.
In the case of a satellite, the destruction of
one of them will not stop and practically will
not affect the operation of the others. [So] the
only purely military and most radical option to
eliminate this threat is the massive destruction of
satellites in orbit."™
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Kotov goes on to note that extensive kinetic
strikes on satellites would lead to destruction on
a massive scale, not just for Russia’s enemies but
also for Russia and its allies. Kotov concludes that
this is not a viable option. For want of a better
solution, his recommendation is for Russia “to
become space leaders ourselves in conditions
when orbital groupings have become the basis of
modern space.”"!
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CONCLUSION

The conflict in Ukraine is a useful case study for
providing insights into how the Russian military
utilizes its space capabilities in support of operations
in other domains. Space has played a critical role as
an enabler for Russian forces in the SVO, for instance,
by facilitating theater precision strikes, enabling
encrypted communicationsatthetactical-operational
level, and providing a means of navigation for
ground, air, and naval units. Russian forces
have also selectively employed counterspace
capabilities—jamming and cyberattacks—to
degrade Ukrainian C4ISR-T. But the performance
of the KV in Ukraine indicates that significant
gaps remain in its capabilities, especially in the
areas of earth imaging and reconnaissance.

The Role of Space in Russia’s
Operations in Ukraine

As the conflict continues to evolve, Russia retains
several options for escalating in the space domain,
should it choose to do so. Russian doctrine and
theoretical writings suggest that counterspace
operations could be a useful tool for deterrence and
signaling intent. Russian officials have suggested
that Russia could escalate in space—for instance, by
conducting a DA-ASAT strike against a commercial
constellation—and that such a move would be
justified, from their perspective, given the support
provided by Western governments and companies
to the Ukrainian military. Whether Moscow chooses
to escalate in space will probably be influenced
by several factors, including its threat perceptions,
the successes or failures of its operations on the
ground in Ukraine, and actions taken by Ukraine
and its partners in space.

C NA | www.cna.org 21



http://www.cna.org
https://twitter.com/OfficerEnclave/status/1508874253575282696?lang=en. 

The Role of Space in Russia’s

Operations in Ukraine

REFERENCES

1. President of the Russian Federation, The Military 6. Kofman et al., Russian Military Strategy: Core

Doctrine of the Russian Federation, Dec. 25,
2014, No. Pr. 2976, https://web.archive.org/
web/20150721195150/http://www.rusemb.org.

uk/press/2029.

P. V. Kaminsky, “Determination of the Methods
of Disorganization of Enemy Command

and Control” [OMNPEAE/IEHVE CNOCOBOB
AE30PTAHV3ALM YIIPABNEHNA
BOVICKAMW N OPYXXMEM MPOTUBHIKA],
Voennaia Mysl’ 11 (2017), pp. 32-36.

V. B. Zarudnitsky, “The Nature and Content
of Military Conflicts in Modern Conditions
and the Foreseeable Future” [XAPAKTEP
COAEPXAHWE BOEHHbLIX KOHOJIMKTOB B
COBPEMEHHbIX YC/TOBMAX 1 OBO3PUMOV
MEPCMEKTWBE], Voennaia Mysl’ 1 (2021),

pp. 34-44. Whether Russia would actually
prioritize strike on terrestrial infrastructure
would probably depend on the nature of the
conflict. Striking ground components is likely
to be highly escalatory, whereas attacking
infrastructure in space—depending on the
systems—is probably less so.

N. P. Romashkina, “Space as a Part of the Global
Information Space in the Period of Military
Actions” [KOCMOC KAK YACTb rMMTOBA/IBHOIO
NHOOPMALIMOHHOIO MPOCTPAHCTBA B
MEPVO/ BOEHHbIX AEVCTBUW], Voprosy
kiberbezopasnosti 6 (2022), pp. 100-111.

Michael Kofman et al., Russian Military Strategy:
Core Tenets and Operational Concepts, CNA,
DRM-2021-U-029755-Final, Aug. 2021.

10.

12.

Tenets and Operational Concepts.

Igor Morozov, Sergey Baushev, and Oleg
Kaminskiy, “Space and the Character of Modern
Military Activities,” Vozdushno-kosmicheskaya i
Oborona (Air and Space Defense) 4 (2009), pp.
48-56.

A. B. Palitsyn and D. B. Zhilenko, "Analysis

of Traditional and Future Tasks of the
Aerospace Defense System of Russia: Problems
and Approaches to Solutions” [AHAJ/IN3
TPAANLINOHHBIX N MEPCMEKTBHbBIX 3A4AY
CUCTEMbI BO34YLLIHO-KOCMUYECKOW
OBOPOHbI POCCUIW: MPOBJIEMbI N MYT UX
PELLEHWA], Voennaia Mysl' 9 (2020), pp. 6-17.

A. P. Kovaley, S. A. Sotnik, and D. S. Sotnik,
“Space as a New Sphere of Armed Struggle”
[Kocmoc kak HoBasi chpepa BOOPY>KEHHOM
60pb6bl], Voennaia Mysl’ 3 (2023), pp. 35-52.

A. P. Kovalev, S. A. Sotnik, and D. S. Sotnik,
“Armed Struggle in Space: Continuity

and Differences in Principles of Tactics”
[Boopy>eHHas 6bopbba B KOCMOCe:
NPeeMCTBEHHOCTb M Pa3ivumns NpUHLMMNOB
TakTmKku], Voennaia Mysl’ 4 (2023).

. Kovalev, Sotnik, and Sotnik, “Armed Struggle in

Space: Continuity and Differences in Principles
of Tactics.”

Kovalev, Sotnik, and Sotnik, “Armed Struggle in
Space: Continuity and Differences in Principles
of Tactics.”

C NA | www.cna.org 22



http://www.cna.org
https://web.archive.org/web/20150721195150/http://www.rusemb.org.uk/press/2029
https://web.archive.org/web/20150721195150/http://www.rusemb.org.uk/press/2029
https://web.archive.org/web/20150721195150/http://www.rusemb.org.uk/press/2029

13.

14.

15.

16.

17.

Sergey Valchenko, “Satellite Warfare on Earth
and in Orbit” [CnyTHWKOBbIE BOVHbI Ha 3eme U
Ha op6uTe], Moskovskii Komsomolets 85 (2023),
p. 5; Pavel Podvig, “Russia and Military Uses of
Space,” in Russian and Chinese Responses to
U.S. Military Plans in Space, ed. Pavel Podvig
and Hui Zhang (American Academy of Arts

and Sciences, 2009), https://www.amacad.org/
publication/russian-and-chinese-responses-us-
military-plans-space/section/3.

Bruce McClintock, “Russia’s National Security
Space Strategy: How to Avoid Repeating
History,” Italian Institute for International
Political Studies, Rome MED Dialogues,

Nov. 19, 2020, https://www.ispionline.it/en/
publication/russias-national-security-space-
strategy-how-avoid-repeating-history-28335.

Matthew Bodner, “Russian Military Merges Air
Force and Space Command,” Moscow Times,
Aug. 3, 2015, https://www.themoscowtimes.
com/2015/08/03/russian-military-merges-air-
force-and-space-command-a48710.

Kovalev, Sotnik, and Sotnik, “Space as a New
Sphere of Armed Struggle.”

Pavel Podvig, “Russian Space Systems and
the Risk of Weaponizing Space,” in Advanced
Military Technology in Russia (Chatham
House, 2021), https://www.chathamhouse.
org/2021/09/advanced-military-technology-
russia/04-russian-space-systems-and-risk-
weaponizing-space. See also Vasily Dolgov
and Yuri Podgornikh, “Space as a Theater of
War,” [Kocmoc kak TeaTp BOEHHbIX AeUCTBUM],
Vozdushno-kosmicheskaia Sfera 2 (2013), pp.
7-14.

18.

19.

22.

23.

24.

25.

26.

The Role of Space in Russia’s
Operations in Ukraine

Russian Ministry of Defense, https://structure.
mil.ru/structure/forces/cosmic/structure.htm;
Defense Intelligence Agency, Challenges to
Security in Space: Space Reliance in an Era of
Competition and Expansion, 2022, https://www.
dia.mil/Portals/110/Documents/News/Military
Power Publications/Challenges_Security

Space 2022.pdf.

Russian Military Space Academy, http://vka.mil.
ru/.

. "Putin Signed a Decree on the Abolition of the

Federal Space Agency” [[yTuH noagnucan ykas
06 ynpa3gHeHun OesepanbHOro KOCMUYECKOTO
areHtcTBal, RIA Novosti, Dec. 28, 2015, https://
ria.ru/20151228/1350445947.html.

.21 "UCS Satellite Database,” Union of

Concerned Scientists, https://www.ucsusa.org/
resources/satellite-database.

Pavel Luzin, “Russia’s Military Space Program:
2022 Results,” Eurasia Daily Monitor 19, no. 187
(2022), https://jamestown.org/program/russias-
military-space-program-2022-results/.

Luzin, “Russia’s Military Space Program: 2022
Results.”

“Neitron (14F01),” Gunter's Space Page, https://
space.skyrocket.de/doc_sdat/neitron.htm.

“Soyuz-2-1v Rocket Launches Military
Payload,” Russian Space Web, https://www.
russianspaceweb.com/emka2.html.

Jeremy Grunert, “Sanctions and Satellites: The
Space Industry After the Russo-Ukrainian War,”
War on the Rocks (blog), June 10, 2022, https://
warontherocks.com/2022/06/sanctions-and-
satellites-the-space-industry-after-the-russo-

ukrainian war/.

C NA | www.cna.org 23


http://www.cna.org
https://www.amacad.org/publication/russian-and-chinese-responses-us-military-plans-space/section/3
https://www.amacad.org/publication/russian-and-chinese-responses-us-military-plans-space/section/3
https://www.amacad.org/publication/russian-and-chinese-responses-us-military-plans-space/section/3
https://www.ispionline.it/en/publication/‌russias-national-security-space-strategy-how-avoid-repeating-history-28335
https://www.ispionline.it/en/publication/‌russias-national-security-space-strategy-how-avoid-repeating-history-28335
https://www.ispionline.it/en/publication/‌russias-national-security-space-strategy-how-avoid-repeating-history-28335
https://www.themoscowtimes.com/2015/08/03/russian-military-merges-air-force-and-space-command-a48710
https://www.themoscowtimes.com/2015/08/03/russian-military-merges-air-force-and-space-command-a48710
https://www.themoscowtimes.com/2015/08/03/russian-military-merges-air-force-and-space-command-a48710
https://www.chathamhouse.org/2021/09/advanced-military-technology-russia/04-russian-space-systems-and-risk-weaponizing-space
https://www.chathamhouse.org/2021/09/advanced-military-technology-russia/04-russian-space-systems-and-risk-weaponizing-space
https://www.chathamhouse.org/2021/09/advanced-military-technology-russia/04-russian-space-systems-and-risk-weaponizing-space
https://www.chathamhouse.org/2021/09/advanced-military-technology-russia/04-russian-space-systems-and-risk-weaponizing-space
https://structure.mil.ru/structure/forces/cosmic/structure.htm
https://structure.mil.ru/structure/forces/cosmic/structure.htm
https://www.dia.mil/Portals/110/Documents/News/Military_Power_Publications/Challenges_Security_Space_2022.pdf
https://www.dia.mil/Portals/110/Documents/News/Military_Power_Publications/Challenges_Security_Space_2022.pdf
https://www.dia.mil/Portals/110/Documents/News/Military_Power_Publications/Challenges_Security_Space_2022.pdf
https://www.dia.mil/Portals/110/Documents/News/Military_Power_Publications/Challenges_Security_Space_2022.pdf
http://vka.mil.ru/
http://vka.mil.ru/
https://ria.ru/20151228/1350445947.html
https://ria.ru/20151228/1350445947.html
https://www.ucsusa.org/resources/satellite-database
https://www.ucsusa.org/resources/satellite-database
https://jamestown.org/program/russias-military-space-program-2022-results/#:~:text=During%202022%2C%20Russia%20launched%2014,2562%20launched%20in%20October%3B%20four
https://jamestown.org/program/russias-military-space-program-2022-results/#:~:text=During%202022%2C%20Russia%20launched%2014,2562%20launched%20in%20October%3B%20four
https://space.skyrocket.de/doc_sdat/neitron.htm
https://space.skyrocket.de/doc_sdat/neitron.htm
https://www.russianspaceweb.com/emka2.html
https://www.russianspaceweb.com/emka2.html
https://warontherocks.com/2022/06/sanctions-and-satellites-the-space-industry-after-the-russo-ukrainian war/#:~:text=The%20current%20sanctions%20expand%20upon,Russia's%202014%20annexation%20of%20Crimea
https://warontherocks.com/2022/06/sanctions-and-satellites-the-space-industry-after-the-russo-ukrainian war/#:~:text=The%20current%20sanctions%20expand%20upon,Russia's%202014%20annexation%20of%20Crimea
https://warontherocks.com/2022/06/sanctions-and-satellites-the-space-industry-after-the-russo-ukrainian war/#:~:text=The%20current%20sanctions%20expand%20upon,Russia's%202014%20annexation%20of%20Crimea
https://warontherocks.com/2022/06/sanctions-and-satellites-the-space-industry-after-the-russo-ukrainian war/#:~:text=The%20current%20sanctions%20expand%20upon,Russia's%202014%20annexation%20of%20Crimea

27.

28.

29.

30.

31.

32.

33.

34.

Timothy Goines, Jeffrey Biller, and Jeremy
Grunert, “The Russia-Ukraine War and the Space
Domain,” Articles of War (blog), Mar. 14, 2022,
https://lieber.westpoint.edu/russia-ukraine-war-
space-domain/.

Alexander Kondrashov and Igor Smirnov,

“At the Forefront of Star Wars” [B aBaHrapgae
"3BEé34HbIX BOMH"], Argumenty Nedeli 14 (2018),
p. 20.

The navy likely possesses its own channels—
separate from the GU—for processing data
from the Liana constellation of satellites,
mirroring the construct followed in the Soviet
period.

30 Alexander Kondrashov and Igor Smirnov,
“Baikonur—Plesetsk—East,” [6alikoryp -
naeceuk - BOCTOuHbIn], Argumenty Nedeli
(2016), p. 29; Alexander Kondrashov and Igor
Smirnov, “Russian Satellites Save Erdogan”
[Pycckme CnytHUKM Cnacam dpaoranal,
Argumenty Nedeli (2016), p. 13; Kondrashov and
Smirnov, “At the Forefront of Star Wars,” p. 20.

For more information on the GVC, see Christo
Grozev, “The Remote Control Killers Behind
Russia’s Cruise Missile Strikes on Ukraine,”
Bellingcat, Oct. 24, 2022, https://www.bellingcat.
com/news/uk-and-europe/2022/10/24/the-
remote-control-killers-behind-russias-cruise-
missile-strikes-on-ukraine/.

"Kobalt-M Reconnaissance Satellite
Series,” Russian Space Web, http://www.
russianspaceweb.com/kobalt_ m.html.

Kondrashov and Smirnov, “At the Forefront of
Star Wars,” p. 20.

Anatoly Zak, Russian Military and Dual-Purpose
Spacecraft: Latest Status and Operational
Overview, CNA, IOP-2019-U-020191-Final, June
2019.

35.

36.

37.

38.

39.

40.

41.

42.

43.

44,

45.

The Role of Space in Russia’s
Operations in Ukraine

Jaganath Sankaran, “Russia’'s Anti-Satellite
Weapons: A Hedging and Offsetting
Strategy to Deter Western Aerospace
Forces,” Contemporary Security Policy

43, no. 3 (2022), pp. 436-463, doi:
10.1080/13523260.2022.2090070.

Bart Hendrickx, “Upgrading Russia’s Fleet

of Optical Reconnaissance Satellites,” The

Space Review, Aug. 10, 2020, https://www.
thespacereview.com/article/4006/1.

Pavel Luzin, “Russia’s Space Satellite Problems
and the War in Ukraine,” Eurasia Daily Monitor
19, no. 76 (2022), https://jamestown.org/
program/russias-space-satellite-problems-and-
the-war-in-ukraine/.

38 Kondrashov and Smirnov, “Baikonur—
Plesetsk—East,” p. 29.

Zak, Russian Military and Dual-Purpose
Spacecraft: Latest Status and Operational
Overview.

Complimenting the PION-NKS satellite are six
Lotus-S ELINT satellites, which are part of the
Liana constellation and therefore optimized for
collecting signals in the maritime environment.

"UCS Satellite Database.”

Podvig, “"Russian Space Systems and the Risk of
Weaponizing Space.”

"Russia Involves 10 Reconnaissance Satellites in
Syria Operation—General Staff,” Tass, Nov. 17,
2015, https://tass.com/science/837273.

Kondrashov and Smirnov, “Russian Satellites
Save Erdogan,” p. 13.

"Russia Involves 10 Reconnaissance Satellites in
Syria Operation—General Staff.”

C NA | www.cna.org 24


http://www.cna.org
https://lieber.westpoint.edu/russia-ukraine-war-space-domain/
https://lieber.westpoint.edu/russia-ukraine-war-space-domain/
https://www.bellingcat.com/news/uk-and-europe/2022/10/24/the-remote-control-killers-behind-russias-cruise-missile-strikes-on-ukraine/
https://www.bellingcat.com/news/uk-and-europe/2022/10/24/the-remote-control-killers-behind-russias-cruise-missile-strikes-on-ukraine/
https://www.bellingcat.com/news/uk-and-europe/2022/10/24/the-remote-control-killers-behind-russias-cruise-missile-strikes-on-ukraine/
https://www.bellingcat.com/news/uk-and-europe/2022/10/24/the-remote-control-killers-behind-russias-cruise-missile-strikes-on-ukraine/
http://www.russianspaceweb.com/kobalt_m.html
http://www.russianspaceweb.com/kobalt_m.html
https://www.thespacereview.com/article/4006/1
https://www.thespacereview.com/article/4006/1
https://jamestown.org/program/russias-space-satellite-problems-and-the-war-in-ukraine/
https://jamestown.org/program/russias-space-satellite-problems-and-the-war-in-ukraine/
https://jamestown.org/program/russias-space-satellite-problems-and-the-war-in-ukraine/
https://tass.com/science/837273

46.

47.

48.

49.

50.

51.

52.

53.

Yuri Gavrilov, “Fighters Lose People and
Shells” [BoeBuKkn TepatoT ntoaen 1 cHapsagbl],
Rossiiskaia Gazeta 230 (2015), p. 8.

Zak, Russian Military and Dual-Purpose
Spacecraft: Latest Status and Operational
Overview.

“Sich 2-1," Gunter's Space Page, https://space.
skyrocket.de/doc_sdat/sich-2-1.htm.

Mike Wall, “Ukrainian Charity Buys Radar
Satellite Services to Help Fight Russian
Invasion,” Space.com, Aug. 19, 2022, https://
www.space.com/ukraine-radar-satellite-
services-russian-invasion.

Mark Krutov and Sergei Dobrynin, “In Russia's
War on Ukraine, Effective Satellites Are Few
and Far Between,” RFERL, Apr. 11, 2022, https://
www.rferl.org/a/russia-satellites-ukraine-war-
aps/31797618.html; Andra Erwin, “As Russia
Prepared to Invade, U.S. Opened Commercial
Imagery Pipeline to Ukraine,” Space News,

Apr. 6, 2022, https://spacenews.com/as-russia-
prepared-to-invade-u-s-government-and-
satellite-imagery-suppliers-teamed-up-to-help-
ukraine/.

Kirill Kurbatov, “Alexey Leonkov: In Response

to the Breakthrough of the Armed Forces of
Ukraine near Kherson, Russia Needs to Trample
the Kiev Regime into the Stone Age,” Ukraina.ru,
https://ukraina.ru/20221004/1039376978.html.

Valchenko, “Satellite Warfare on Earth and in
Orbit,” p. 5.

“Russia Warned the US About the
Consequences of Using Satellites in Ukraine”
[Poccuna npeaynpeanna CLUA o nocneactBusax
NCrNoNb30BaHMA CNYTHUKOB Ha YKpauHe], Lenta,
Oct. 27, 2022, https://lenta.ru/news/2022/10/27/
vorontsov_sputniki/.

54.

55.

56.

57.

58.

59.

60.

The Role of Space in Russia’s
Operations in Ukraine

“Russian Satellites of at Least Three Types Can
Monitor the Territory of Ukraine” [Poccuiickme
CAYTHMKWN KaK MUHUMYM TpeX BNAOB MOTYT
HabatogaTth 3a TeppuTopmen YkpanHbl], Tass,
July 8, 2022, https://tass.ru/kosmos/15171675.

Department of the Treasury, “Treasury Sanctions
Russian Proxy Wagner Group as a Transnational
Criminal Organization,” Jan. 26, 2023, https://

home.treasury.gov/news/press-releases/jy1220.

Pavel Shishkin, “Ha3BaHa cepbe3Has npobiema
POCCUCKMX BONCK Ha YkpaunHe,” Oct. 26, 2022,
https://voennoedelo.com/posts/id33025-
h5uaidTmavyivgpgp2agpb.

In the maritime environment, utilizing

the Liana constellation, V. Bychkov and V.
Cherkashin have assessed that for "urgent
reconnaissance, designed to solve the tasks
of detailed reconnaissance in specified areas
of the theater of operations and the issuance
of control centers to carriers of strike missile
weapons systems,” delays of 1.5 hours or less
from overhead sensor to shooter are required.
The Russian navy is in the process of optimizing
its targeting complexes to work with the

Liana constellation, for instance by enabling
direct downlinks from Lotos-S and Pion-NKS
SIGINT/SAR satellites to targeting units. See

V. Bychkov and V. Cherkashin, “Marine Space
Intelligence and Target Designation System”
[cMcTeMa MOPCKOM KOCMUYECKOW pa3BesKuM U
ueneykasaHwusa], Morskoi Sbornik 2 (2021).

Defense Intelligence Agency, Challenges to
Security in Space: Space Reliance in an Era of
Competition and Expansion.

"UCS Satellite Database.”

Luzin, “Russia’s Space Satellite Problems and the
War in Ukraine.”

C NA | www.cna.org 25



http://www.cna.org
https://space.skyrocket.de/doc_sdat/sich-2-1.htm
https://space.skyrocket.de/doc_sdat/sich-2-1.htm
http://Space.com
https://www.space.com/ukraine-radar-satellite-services-russian-invasion
https://www.space.com/ukraine-radar-satellite-services-russian-invasion
https://www.space.com/ukraine-radar-satellite-services-russian-invasion
https://www.rferl.org/a/russia-satellites-ukraine-war-gps/31797618.html
https://www.rferl.org/a/russia-satellites-ukraine-war-gps/31797618.html
https://www.rferl.org/a/russia-satellites-ukraine-war-gps/31797618.html
https://spacenews.com/as-russia-prepared-to-invade-u-s-government-and-satellite-imagery-suppliers-teamed-up-to-help-ukraine/
https://spacenews.com/as-russia-prepared-to-invade-u-s-government-and-satellite-imagery-suppliers-teamed-up-to-help-ukraine/
https://spacenews.com/as-russia-prepared-to-invade-u-s-government-and-satellite-imagery-suppliers-teamed-up-to-help-ukraine/
https://spacenews.com/as-russia-prepared-to-invade-u-s-government-and-satellite-imagery-suppliers-teamed-up-to-help-ukraine/
http://Ukraina.ru
https://ukraina.ru/20221004/1039376978.html
https://lenta.ru/news/2022/10/27/vorontsov_sputniki/
https://lenta.ru/news/2022/10/27/vorontsov_sputniki/
https://tass.ru/kosmos/15171675
https://home.treasury.gov/news/press-releases/jy1220
https://home.treasury.gov/news/press-releases/jy1220
https://voennoedelo.com/posts/id33025-h5uaid1mayivqpqp2gpb
https://voennoedelo.com/posts/id33025-h5uaid1mayivqpqp2gpb

61.

62.

63.

64.

65.

66.

67.

68.

69.

"Russia Orbits First Sfera Constellation
Satellite,” Aviation Week, Oct. 24, 2022, https://
aviationweek.com/defense-space/space/russia-
orbits-first-sfera-constellation-satellite?check
logged_in=1; Yevgeny Bersenyov, “Space as a
Weapon. Why Satellite Data Becomes Decisive
on the Battlefield” [Kocmoc kak opy>ue.
MNouemy faHHble CMYTHMKOB CTAHOBATCA
pewatownmm Ha none 60s], Octagon Media,
Oct. 18, 2022, https://octagon.media/vojna/
kosmos_kak _oruzhie pochemu dannye
sputnikov_stanovyatsya reshayushhimi na
pole boya.html.

Sergey Bobrov, "How Does Russia Respond to
Elon Musk and His Starlink in Ukraine,” Krasnaya
Vesna, Apr. 9, 2023, https://rossaprimavera.ru/
article/c6d6c741.

“Russia to Start Deploying New Cluster of Sfera
Next-Generation Satellites from 2021,” Tass, Oct.
28, 2020, https://tass.com/science/1217351.

Luzin, “Russia’s Space Satellite Problems and the
War in Ukraine.”

“Rodnik Military Communications
Satellites,” Russian Space Web, https://www.
russianspaceweb.com/rodnik.html.

Zak, Russian Military and Dual-Purpose
Spacecraft: Latest Status and Operational
Overview.

“Garpun (14F136),” Gunter's Space Page, https://
space.skyrocket.de/doc_sdat/garpun.htm.

Podvig, “Russian Space Systems and the Risk of
Weaponizing Space.”

“Russian Communications System and
Separatists,” Minsk Monitor, Oct. 14, 2018,
https://medium.com/dfrlab/minskmonitor-
russian-communications-system-and-
separatists-7c6bf102362c¢.

70.

71.

72.

73.

74.

75.

76.

77.

78.

79.

80.

The Role of Space in Russia’s
Operations in Ukraine

Thomas Withington, “Look What I've Found!,”
Armada International, Apr. 6, 2022, https://www.
armadainternational.com/2022/04/ukraine-
captures-russian-satcom-system/.

Withington, “Look What I've Found!”

Bobrov, “How Does Russia Respond to Elon
Musk and His Starlink in Ukraine.”

Joseph Menn, “Satellite System Used by
Russian Military Is Hacked,” Washington Post,
June 30, 2022, https://www.washingtonpost.
com/technology/2023/06/30/satellite-hacked-
russian-military/.

“Case Study: Viasat,” Cyber Peace Institute, June
2022, https://cyberconflicts.cyberpeaceinstitute.
org/law-and-policy/cases/viasat.

Bobrov, "How Does Russia Respond to Elon
Musk and His Starlink in Ukraine.”

“"Foreign Ministry Accused Ukraine of
Influencing Russian Communications Satellites”
[MWA 06BMHMA YKpanHy B BO34EACTBUM Ha
poccuiickme cnyTHukm cesasm], RBC, Apr. 5,
2022, https://www.rbc.ru/politics/05/04/2023/
642d95ce9a7947e9162aadchb.

Podvig, “"Russian Space Systems and the Risk of
Weaponizing Space.”

"UCS Satellite Database.”

Podvig, “Russian Space Systems and the Risk of
Weaponizing Space.”

Podvig, “"Russian Space Systems and the Risk of
Weaponizing Space.”

C NA | www.cna.org 26



http://www.cna.org
https://aviationweek.com/defense-space/space/russia-orbits-first-sfera-constellation-satellite?check_logged_in=1
https://aviationweek.com/defense-space/space/russia-orbits-first-sfera-constellation-satellite?check_logged_in=1
https://aviationweek.com/defense-space/space/russia-orbits-first-sfera-constellation-satellite?check_logged_in=1
https://aviationweek.com/defense-space/space/russia-orbits-first-sfera-constellation-satellite?check_logged_in=1
https://octagon.media/vojna/kosmos_kak_‌oruzhie_pochemu_dannye_sputnikov_stanovyatsya_reshayushhimi_na_pole_boya.html
https://octagon.media/vojna/kosmos_kak_‌oruzhie_pochemu_dannye_sputnikov_stanovyatsya_reshayushhimi_na_pole_boya.html
https://octagon.media/vojna/kosmos_kak_‌oruzhie_pochemu_dannye_sputnikov_stanovyatsya_reshayushhimi_na_pole_boya.html
https://octagon.media/vojna/kosmos_kak_‌oruzhie_pochemu_dannye_sputnikov_stanovyatsya_reshayushhimi_na_pole_boya.html
https://rossaprimavera.ru/article/c6d6c741
https://rossaprimavera.ru/article/c6d6c741
https://tass.com/science/1217351
https://www.russianspaceweb.com/rodnik.html
https://www.russianspaceweb.com/rodnik.html
https://space.skyrocket.de/doc_sdat/garpun.htm
https://space.skyrocket.de/doc_sdat/garpun.htm
https://medium.com/dfrlab/minskmonitor-russian-communications-system-and-separatists-7c6bf102362c
https://medium.com/dfrlab/minskmonitor-russian-communications-system-and-separatists-7c6bf102362c
https://medium.com/dfrlab/minskmonitor-russian-communications-system-and-separatists-7c6bf102362c
https://www.armadainternational.com/2022/04/ukraine-captures-russian-satcom-system/
https://www.armadainternational.com/2022/04/ukraine-captures-russian-satcom-system/
https://www.armadainternational.com/2022/04/ukraine-captures-russian-satcom-system/
https://www.washingtonpost.com/technology/2023/06/30/satellite-hacked-russian-military/
https://www.washingtonpost.com/technology/2023/06/30/satellite-hacked-russian-military/
https://www.washingtonpost.com/technology/2023/06/30/satellite-hacked-russian-military/
https://cyberconflicts.cyberpeaceinstitute.org/law-and-policy/cases/viasat
https://cyberconflicts.cyberpeaceinstitute.org/law-and-policy/cases/viasat
https://www.rbc.ru/olitics/05/04/2023‌/642d95ce9a7947e9162aadc6
https://www.rbc.ru/olitics/05/04/2023‌/642d95ce9a7947e9162aadc6

81.

82.

83.

84.

85.

Alexey Zakvasin and Elizaveta Komarova,
"'Provide a Perfect Hit": What Is the Specificity
of the Service of Military Topographers of the
Russian Army” [«O6ecneunBatoT ngeanbHoe
nonagaHve»: B Yém cneunduka cny>xbol
BOEHHbIX TONorpadoB POCCUNCKON apMuK],

RT, Feb. 8, 2023, https://russian.rt.com/russia/
article/1107918-voennaya-topografiya-istoriya-

SVO.

Lester W. Grau and Charles K. Bartles, The
Russian Reconnaissance Fire Complex Comes of
Age (The Foreign Military Studies Office, May
2018).

Mikhail Abroskyn, “Perfect Hit: How Military
Surveyors Provide Iskander Guidance

During a Special Operation” [MaeanbHoe
nonagaHue: Kak BOEHHbIE reoAe3ncTbl
obecrneunBatoT HaBegeHWe «/ckaHaepos»

B Xxoze cneuonepaumu], TV Zvezda, June 14,
2022, https://tvzvezda.ru/news/2022614555-
guk30.html; Sakina Nurieva, “The Ministry of
Defense of the Russian Federation Showed
Footage of the Work of Military Topographers
and Iskander Complexes” [MuHo6opoHbI PO
nokasano Kazpbl paboTbl BOEHHbIX Tonorpados
n komnnekcos «Vckanaep»], Gazeta, June

14, 2022, https://www.gazeta.ru/army/
news/2022/06/14/17927222.shtml.

Abroskyn, “Perfect Hit: How Military Surveyors
Provide Iskander Guidance During a Special
Operation.”

Bart Hendrickx, “The Secret Payloads of
Russia’s Glonass Navigation Satellites,” The
Space Review, Dec. 19, 2022, https://www.
thespacereview.com/article/4502/1.

86.

87.

88.

89.

90.

91.

The Role of Space in Russia’s
Operations in Ukraine

“Russia Is Attacking Space Satellites: An
American General Explained What Is
Happening” [Poccua aTtakyeT kocMuyeckme
CMYTHUKW: aMEePUKaHCKUIA reHepan NosCHUA, 4To
npouncxoauT], Apostrophe, May 11, 2022, https://
apostrophe.ua/news/politics/2022-05-11/
rossiya-atakuet-kosmicheskie-sputniki-
amerikanskiy-general-poyasnil-chto-
proishodit/268695.

Tracy Cozzens, “Russia Expected to Ditch
GLONASS for Loran in Ukraine Invasion,” GPS
World, Feb. 17, 2022, https://www.gpsworld.
com/russia-expected-to-ditch-glonass-for-
loran-in-ukraine-invasion/.

Dana Goward, “Why Isn't Russia Doing More to
Jam GPS in Ukraine?,” C4ISRNET, June 22, 2022,
https://www.c4disrnet.com/opinion/2022/07/22/
why-isnt-russia-jamming-gps-harder-in-
ukraine/.

Thomas Withington, “Russia’s Electronic Warfare
Capabilities Have Had Mixed Results Against
Ukraine,” The War Zone, June 16, 2022, https://
www.thedrive.com/the-war-zone/this-is-
whats-happened-so-far-in-ukraines-electronic-
warfare-battle.

Bobrov, "How Does Russia Respond to Elon
Musk and His Starlink in Ukraine”; Podvig,
“Russian Space Systems and the Risk of
Weaponizing Space.”

Krutov and Dobrynin, “In Russia's War on
Ukraine, Effective Satellites Are Few and Far
Between”; "The Ability of the Russian Army to
Influence Objects in Space Was Appreciated”
[CnocobHocTb apmun Poccnm BAnATL Ha
0b6bekTbl B KOCMOce oueHunu], Lenta, Feb. 17,
2023, https://lenta.ru/news/2023/02/17/sptnk/.

C NA | www.cna.org 27



http://www.cna.org
https://russian.rt.com/russia/article/1107918-voennaya-topografiya-istoriya-svo
https://russian.rt.com/russia/article/1107918-voennaya-topografiya-istoriya-svo
https://russian.rt.com/russia/article/1107918-voennaya-topografiya-istoriya-svo
https://tvzvezda.ru/news/2022614555-guk30.html
https://tvzvezda.ru/news/2022614555-guk30.html
https://www.gazeta.ru/army/news/2022/06/14/17927222.shtml
https://www.gazeta.ru/army/news/2022/06/14/17927222.shtml
https://www.thespacereview.com/article/4502/1
https://www.thespacereview.com/article/4502/1
https://apostrophe.ua/news/politics/2022-05-11/rossiya-atakuet-kosmicheskie-sputniki-amerikanskiy-general-poyasnil-chto-proishodit/268695
https://apostrophe.ua/news/politics/2022-05-11/rossiya-atakuet-kosmicheskie-sputniki-amerikanskiy-general-poyasnil-chto-proishodit/268695
https://apostrophe.ua/news/politics/2022-05-11/rossiya-atakuet-kosmicheskie-sputniki-amerikanskiy-general-poyasnil-chto-proishodit/268695
https://apostrophe.ua/news/politics/2022-05-11/rossiya-atakuet-kosmicheskie-sputniki-amerikanskiy-general-poyasnil-chto-proishodit/268695
https://apostrophe.ua/news/politics/2022-05-11/rossiya-atakuet-kosmicheskie-sputniki-amerikanskiy-general-poyasnil-chto-proishodit/268695
https://www.gpsworld.com/russia-expected-to-ditch-glonass-for-loran-in-ukraine-invasion/
https://www.gpsworld.com/russia-expected-to-ditch-glonass-for-loran-in-ukraine-invasion/
https://www.gpsworld.com/russia-expected-to-ditch-glonass-for-loran-in-ukraine-invasion/
https://www.c4isrnet.com/opinion/2022/07/22/why-isnt-russia-jamming-gps-harder-in-ukraine/
https://www.c4isrnet.com/opinion/2022/07/22/why-isnt-russia-jamming-gps-harder-in-ukraine/
https://www.c4isrnet.com/opinion/2022/07/22/why-isnt-russia-jamming-gps-harder-in-ukraine/
https://www.thedrive.com/the-war-zone/this-is-whats-happened-so-far-in-ukraines-electronic-warfare-battle
https://www.thedrive.com/the-war-zone/this-is-whats-happened-so-far-in-ukraines-electronic-warfare-battle
https://www.thedrive.com/the-war-zone/this-is-whats-happened-so-far-in-ukraines-electronic-warfare-battle
https://www.thedrive.com/the-war-zone/this-is-whats-happened-so-far-in-ukraines-electronic-warfare-battle
https://lenta.ru/news/2023/02/17/sptnk/

92.

93.

94.

"Russia Jails Ex-Soldier 13 Years for Treason—
State Agencies,” Moscow Times, May 5, 2023,
https://www.themoscowtimes.com/2023/05/05/
russia-jails-ex-soldier-13-years-for-treason-
state-agencies-a81051; "GPS Jam,” accessed
June 22, 2022, https://gpsjam.orqg/.

The website of the Russian MOD reported

that “the crews of the Tirada complex worked
out the detection of satellite communication
channels that provide a cycle of combat control
and data transmission by reconnaissance
aircraft and sabotage groups of the enemy.
Having identified the channel and belonging to
a space satellite, the Tirada crews suppressed

it and set up controlled interference that
prevented the passage of the signal.” See Oleg
Koryakin, “Satellite Communications Killers:
What Is Known About the Tirada and Rudolph
Complexes” [Youinubl CNyTHUKOBOW CBA3M: UTO
M3BeCTHO O KoMmmiekcax "Tupaga” n "Pygonbd”],
Rossiyskaya Gazeta, Oct. 15, 2022, https://
rg.ru/2022/10/15/ubijcy-sputnikovoj-sviazi-
chto-izvestno-o-kompleksah-tirada-i-rudolf.
html.

Goward, "Why Isn't Russia Doing More to

Jam GPS in Ukraine?”; “In the United States,
They Answered the Question ‘Why Is Russia
Not Jamming GPS in Ukraine More?"” [B CLLA
OTBETMAN Ha BOMPOC «no4vemy Poccusa He
raywut GPS Ha YkpavHe cunbHee?»], Lenta, July
23, 2022, https://lenta.ru/news/2022/07/23/

gps/.

95.

96.

97.

98.

99.

The Role of Space in Russia’s
Operations in Ukraine

Andy Greenberg, "Ukraine Suffered More Data-
Wiping Malware Last Year Than Anywhere,
Ever,” Wired, Feb. 22, 2023, https://www.wired.
com/story/ukraine-russia-wiper-malware/;
Patrick Howell O'Neill, “Russia Hacked an
American Satellite Company One Hour Before
the Ukraine Invasion,” MIT Technology Review,
May 10, 2022, https://www.technologyreview.
com/2022/05/10/1051973/russia-hack-viasat-
satellite-ukraine-invasion/.

O'Neill, “Russia Hacked an American Satellite
Company One Hour Before the Ukraine
[nvasion.”

David T. Burbach, “Early Lessons from the
Russia-Ukraine War as a Space Conflict,”
Atlantic Council, Aug. 30, 2022, https://www.
atlanticcouncil.org/content-series/airpower-
after-ukraine/early-lessons-from-the-russia-
ukraine-war-as-a-space-conflict/.

Valery Sharifulin, “The Russian Defense

Ministry Announced the Successful Defeat

of an Inactive Russian Satellite During Tests”
[MO P® coobuimno 06 ycnewHoM nopaxeHunm
HeAelCTBYHOLLEro POCCUNCKOrO CNYTHUKA B
xogae ncnbitanui], Tass, Nov. 16, 2021, https://
tass.ru/armiya-i-opk/12938485; US Space
Command Public Affairs Office, “"Russian
Direct-Ascent Anti-Satellite Missile Test Creates
Significant, Long-Lasting Space Debris,” Nov. 15,
2021, https://www.spacecom.mil/Newsroom/
News/Article-Display/Article/2842957/russian-
direct-ascent-anti-satellite-missile-test-creates-
significant-long-last/.

“First Regiment of S-500 Air Defense Systems
to Defend Moscow,” Tass, Oct. 12, 2021, https://
tass.com/defense/1348691.

C NA | www.cna.org 28



http://www.cna.org
https://www.themoscowtimes.com/2023/05/05/russia-jails-ex-soldier-13-years-for-treason-state-agencies-a81051
https://www.themoscowtimes.com/2023/05/05/russia-jails-ex-soldier-13-years-for-treason-state-agencies-a81051
https://www.themoscowtimes.com/2023/05/05/russia-jails-ex-soldier-13-years-for-treason-state-agencies-a81051
https://gpsjam.org/
https://rg.ru/2022/10/15/ubijcy-sputnikovoj-sviazi-chto-izvestno-o-kompleksah-tirada-i-rudolf.html
https://rg.ru/2022/10/15/ubijcy-sputnikovoj-sviazi-chto-izvestno-o-kompleksah-tirada-i-rudolf.html
https://rg.ru/2022/10/15/ubijcy-sputnikovoj-sviazi-chto-izvestno-o-kompleksah-tirada-i-rudolf.html
https://rg.ru/2022/10/15/ubijcy-sputnikovoj-sviazi-chto-izvestno-o-kompleksah-tirada-i-rudolf.html
https://lenta.ru/news/2022/07/23/gps/
https://lenta.ru/news/2022/07/23/gps/
https://www.wired.com/story/ukraine-russia-wiper-malware/#:~:text=7%3A00%20AM-,Ukraine%20Suffered%20More%20Data%2DWiping%20Malware%20Last%20Year%20Than%20Anywhere,of%20different%20data%2Ddestroying%20programs
https://www.wired.com/story/ukraine-russia-wiper-malware/#:~:text=7%3A00%20AM-,Ukraine%20Suffered%20More%20Data%2DWiping%20Malware%20Last%20Year%20Than%20Anywhere,of%20different%20data%2Ddestroying%20programs
https://www.technologyreview.com/2022/05/10/1051973/russia-hack-viasat-satellite-ukraine-invasion/
https://www.technologyreview.com/2022/05/10/1051973/russia-hack-viasat-satellite-ukraine-invasion/
https://www.technologyreview.com/2022/05/10/1051973/russia-hack-viasat-satellite-ukraine-invasion/
https://www.atlanticcouncil.org/content-series/airpower-after-ukraine/early-lessons-from-the-russia-ukraine-war-as-a-space-conflict/
https://www.atlanticcouncil.org/content-series/airpower-after-ukraine/early-lessons-from-the-russia-ukraine-war-as-a-space-conflict/
https://www.atlanticcouncil.org/content-series/airpower-after-ukraine/early-lessons-from-the-russia-ukraine-war-as-a-space-conflict/
https://www.atlanticcouncil.org/content-series/airpower-after-ukraine/early-lessons-from-the-russia-ukraine-war-as-a-space-conflict/
https://tass.ru/armiya-i-opk/12938485
https://tass.ru/armiya-i-opk/12938485
https://www.spacecom.mil/Newsroom/News/Article-Display/Article/2842957/russian-direct-ascent-anti-satellite-missile-test-creates-significant-long-last/#:~:text=15%2C%202021-,Russian%20direct%2Dascent%20anti%2Dsatellite%20missile%20test%20creates,significant%2C%20long%2Dlasting%20space%20debris&text=Russia%20tested%20a%20direct%2Dascent,field%20in%20low%2DEarth%20orbit
https://www.spacecom.mil/Newsroom/News/Article-Display/Article/2842957/russian-direct-ascent-anti-satellite-missile-test-creates-significant-long-last/#:~:text=15%2C%202021-,Russian%20direct%2Dascent%20anti%2Dsatellite%20missile%20test%20creates,significant%2C%20long%2Dlasting%20space%20debris&text=Russia%20tested%20a%20direct%2Dascent,field%20in%20low%2DEarth%20orbit
https://www.spacecom.mil/Newsroom/News/Article-Display/Article/2842957/russian-direct-ascent-anti-satellite-missile-test-creates-significant-long-last/#:~:text=15%2C%202021-,Russian%20direct%2Dascent%20anti%2Dsatellite%20missile%20test%20creates,significant%2C%20long%2Dlasting%20space%20debris&text=Russia%20tested%20a%20direct%2Dascent,field%20in%20low%2DEarth%20orbit
https://www.spacecom.mil/Newsroom/News/Article-Display/Article/2842957/russian-direct-ascent-anti-satellite-missile-test-creates-significant-long-last/#:~:text=15%2C%202021-,Russian%20direct%2Dascent%20anti%2Dsatellite%20missile%20test%20creates,significant%2C%20long%2Dlasting%20space%20debris&text=Russia%20tested%20a%20direct%2Dascent,field%20in%20low%2DEarth%20orbit
https://tass.com/defense/1348691
https://tass.com/defense/1348691

100. Anastasia Sviridova, “The Contribution of the
Aerospace Forces to Ensuring the Country's
Defense Capability Cannot be Overestimated
Today” [Bknag BKC B obecneueHnue
060pOoHOCNOCOBHOCTM CTPaHbl CerofHs
nepeoLeHUTb HEBO3MOXHO], Krasnaya
Zvezda, Mar. 7, 2020, http://redstar.ru/chtoby-
gospodstvo-v-vozduhe-ostavalos-za-nami/;
“Total Security. How Does the Russian Army
Protect the Borders from Enemy Missiles,
Nuclear Warheads and Aircraft?,” Lenta, Nov.

17, 2022, https://lenta.ru/articles/2022/11/17/
pvo/.

101. "Russia Will Create Anti-Satellite Systems Based
on the MiG-31 and Il-76" [Poccus co3aact
NPOTMBOCMYTHUKOBbIE KOMMNEKCHI Ha Ha3e
Mwul-31 n in-76], RIA, Apr. 7, 2023, https://ria.
ru/20230407/mig-31-1863635732.html.

102. “Russia Warned the US About the
Consequences of Using Satellites in Ukraine.”

103.“The Russian Army Will Receive Laser and
Electromagnetic Weapons” [Poccuinckas apmus
MONYYUT Na3epHOE N 31eKTPOMarHMTHoe
opyxwue], Mar. 18, 2022, https://smotrim.ru/
article/2749087.

104.The Peresvet and the Zadir are primarily
designed to be air defense systems, although
they can theoretically be used to damage
satellite sensors. See “Russia Has Used a New
Laser in Ukraine, Which Is More Powerful Than
‘Peresvet™ [Poccma npumMeHmna Ha YkpanHe
HOBbI N1a3ep, KOTOpbI MoLLHee "[MepecBeTa”],
Vestry, May 18, 2022, https://www.vesti.ru/
article/2749957.

105. “Russia Will Create Anti-Satellite Systems Based
on the MiG-31 and II-76."

s | € Role of Space in Russia’s

Operations in Ukraine

106.A. V. Skrypnik, “On a Possible Approach to
Determining the Role and Place of Directed
Energy Weapons in the Mechanism of Strategic
Deterrence Through the Use of Force,”
Armaments and Economics 3 (2012).

107."The Pentagon Suspected Russia of Launching
a ‘Killer Satellite’ into Space” [[MeHTaroH
3anogo3pwun Poccumio B BbIBEAEHUN B KOCMOC
"cnyTHuUKa-ybumnubl'], Interfax, July 20, 2015,
https://www.interfax.ru/world/454789.

108. Bersenyov, “Space as a Weapon. Why Satellite
Data Becomes Decisive on the Battlefield”;
“The Ministry of Defense Spoke About the
Experiments of Russia with Foreign Satellites”
[MuHo6opoHbI pacckasano 06 akcnepumMeHTax
Poccum ¢ MHOCTpaHHbLIMY CNYyTHUKaMK],

Lenta, Oct. 18, 2022, https://lenta.ru/

news/2022/10/04/expp/.

109. Defense Intelligence Agency, Challenges to
Security in Space: Space Reliance in an Era of
Competition and Expansion.

110.“The World Has Seen What the War of the
Future Will Be” [Mup yBugen, kakon okaxeTcs
BOVHa byayuero], Nezavisimaia Gazette, Dec.
23,2022, p. 11.

111."The World Has Seen What the War of the
Future Will Be,” p. 11.

112. Valchenko, "Satellite Warfare on Earth and in
Orbit," p. 5.

113.Sergey Valchenko, “Space Intelligence of the
West Terribly Revived Before the New Year:
Attacks Are Being Prepared” [Kocmuueckas
pa3Bejka 3anaga CTpalHO OXMBUAACH
nepes HoBbIM rogoM: roTOBATCA aTaku],
MK.RU, Dec. 30, 2022, https://www.mk.ru/
politics/2022/12/30/kosmicheskaya-razvedka-
zapada-strashno-ozhivilas-pered-novym-

godom-gotovyatsya-ataki.html.

C NA | www.cna.org 29



http://www.cna.org
http://redstar.ru/chtoby-gospodstvo-v-vozduhe-ostavalos-za-nami/
http://redstar.ru/chtoby-gospodstvo-v-vozduhe-ostavalos-za-nami/
https://lenta.ru/articles/2022/11/17/pvo/
https://lenta.ru/articles/2022/11/17/pvo/
https://ria.ru/20230407/mig-31-1863635732.html
https://ria.ru/20230407/mig-31-1863635732.html
https://smotrim.ru/article/2749087
https://smotrim.ru/article/2749087
https://www.vesti.ru/article/2749957
https://www.vesti.ru/article/2749957
https://www.interfax.ru/world/454789
https://lenta.ru/news/2022/10/04/expp/
https://lenta.ru/news/2022/10/04/expp/
https://www.mk.ru/politics/2022/12/30/kosmicheskaya-razvedka-zapada-strashno-ozhivilas-pered-novym-godom-gotovyatsya-ataki.html
https://www.mk.ru/politics/2022/12/30/kosmicheskaya-razvedka-zapada-strashno-ozhivilas-pered-novym-godom-gotovyatsya-ataki.html
https://www.mk.ru/politics/2022/12/30/kosmicheskaya-razvedka-zapada-strashno-ozhivilas-pered-novym-godom-gotovyatsya-ataki.html
https://www.mk.ru/politics/2022/12/30/kosmicheskaya-razvedka-zapada-strashno-ozhivilas-pered-novym-godom-gotovyatsya-ataki.html

s | € Role of Space in Russia’s
Operations in Ukraine

114. Luzin, “Russia’s Military Space Program: 2022
Results.”

115. Mike Wall, “SpaceX Launches 56 Starlink
Satellites, Lands Rocket on Ship at Sea,” Space.

com, Mar. 24, 2023, https://www.space.com/

spacex-starlink-satellites-group-5-5-launch.

116.Burbach, "Early Lessons from the Russia-
Ukraine War as a Space Conflict.”

117.Bersenyov, “Space as a Weapon. Why Satellite
Data Becomes Decisive on the Battlefield.”

118. Quoted in Bersenyov, “Space as a Weapon.
Why Satellite Data Becomes Decisive on the
Battlefield.”

"

119. Yuri Baranyuk and Irina Romaliyskaya, “'Guys,
You Are Tormented to Shoot Them Down!" Why
Moscow Is Unlikely to Dare to Destroy Foreign
Satellites Helping Ukraine to Fight” ["PebsTa,
Bbl 3amMyy4aeTecb 1x cbmBaTb!" NMouemy MockBa
BPAS IV PELUNTCA YHUUTOXUTb MHOCTPaHHbIE
CNYTHWKM, MOMOraroLwme YKpanHe BoeBaTb],
Current Time TV, Oct. 28, 2022, https://www.
currenttime.tv/a/rebyata-vy-zamuchaetes-
ih-sbivat-pochemu-moskva-vryad-li-
reshitsya-unichtozhit-inostrannye-sputniki-

pomogayuschie-ukraine-voevat-/32104297.
html.

120. Mikhail Kotov, “How Russia Can Deprive
Ukraine of Support from Space” [Kak
Poccun amwntb YkpanHy noaaep>Kku ns
kocmoca], Vzglyad, Dec. 1, 2022, https://vz.ru/
society/2022/12/1/1189111.html.

121. Kotov, "How Russia Can Deprive Ukraine of
Support from Space.”

C NA | www.cna.org 30



http://www.cna.org
http://Space.com
http://Space.com
https://www.space.com/spacex-starlink-satellites-group-5-5-launch
https://www.space.com/spacex-starlink-satellites-group-5-5-launch
https://www.currenttime.tv/a/rebyata-vy-zamuchaetes-ih-sbivat-pochemu-moskva-vryad-li-reshitsya-unichtozhit-inostrannye-sputniki-pomogayuschie-ukraine-voevat-/32104297.html
https://www.currenttime.tv/a/rebyata-vy-zamuchaetes-ih-sbivat-pochemu-moskva-vryad-li-reshitsya-unichtozhit-inostrannye-sputniki-pomogayuschie-ukraine-voevat-/32104297.html
https://www.currenttime.tv/a/rebyata-vy-zamuchaetes-ih-sbivat-pochemu-moskva-vryad-li-reshitsya-unichtozhit-inostrannye-sputniki-pomogayuschie-ukraine-voevat-/32104297.html
https://www.currenttime.tv/a/rebyata-vy-zamuchaetes-ih-sbivat-pochemu-moskva-vryad-li-reshitsya-unichtozhit-inostrannye-sputniki-pomogayuschie-ukraine-voevat-/32104297.html
https://www.currenttime.tv/a/rebyata-vy-zamuchaetes-ih-sbivat-pochemu-moskva-vryad-li-reshitsya-unichtozhit-inostrannye-sputniki-pomogayuschie-ukraine-voevat-/32104297.html
https://www.currenttime.tv/a/rebyata-vy-zamuchaetes-ih-sbivat-pochemu-moskva-vryad-li-reshitsya-unichtozhit-inostrannye-sputniki-pomogayuschie-ukraine-voevat-/32104297.html
https://vz.ru/society/2022/12/1/1189111.html
https://vz.ru/society/2022/12/1/1189111.html

This report was written by CNA’s Strategy, Policy, Plans, and Programs Division (SP3).

SP3 provides strategic and political-military analysis informed by regional expertise to support operational
and policy-level decision-makers across the Department of the Navy, the Office of the Secretary of Defense,
the unified combatant commands, the intelligence community, and domestic agencies. The division
leverages social science research methods, field research, regional expertise, primary language skills, Track
1.5 partnerships, and policy and operational experience to support senior decision-makers.

Any copyright in this work is subject to the Government's Unlimited Rights license as defined in DFARS 252.227-7013 and/or DFARS
252.227-7014. The reproduction of this work for commercial purposes is strictly prohibited. Nongovernmental users may copy
and distribute this document noncommercially, in any medium, provided that the copyright notice is reproduced in all copies.
Nongovernmental users may not use technical measures to obstruct or control the reading or further copying of the copies they make

or distribute. Nongovernmental users may not accept compensation of any manner in exchange for copies.

All other rights reserved. The provision of this data and/or source code is without warranties or guarantees to the Recipient Party
by the Supplying Party with respect to the intended use of the supplied information. Nor shall the Supplying Party be liable to the
Recipient Party for any errors or omissions in the supplied information.

This report may contain hyperlinks to websites and servers maintained by third parties. CNA does not control, evaluate, endorse, or
guarantee content found in those sites. We do not assume any responsibility or liability for the actions, products, services, and content

of those sites or the parties that operate them.

ABOUT CNA

CNA is a nonprofit research and analysis organization dedicated to the safety and security of the nation. It operates the
Center for Naval Analyses—the federally funded research and development center (FFRDC) of the Department of the
Navy—as well as the Institute for Public Research. CNA develops actionable solutions to complex problems of national
importance. With nearly 700 scientists, analysts, and professional staff, CNA takes a real-world approach to gathering
data. Its unique Field Program places analysts on aircraft carriers and military bases, in squad rooms and crisis centers,
working side by side with operators and decision-makers around the world. CNA supports naval operations, fleet
readiness, and strategic competition. Its non-defense research portfolio includes criminal justice, homeland security,
and data management.



Dedicated to the Safety and Security of the Nation

WWW.Cha.org

IOP-2023-U-035989-1Rev © 2023 CNA Corporation


http://www.cna.org

	The Role of Space in Russia’s Operations in Ukraine
	Counterspace
	Navigation
	Communications
	Reconnaissance 
	Organization and inventory
	Russia’s space and counterspace options
	Conclusion
	References

