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Abstract

Goodhart’s Law states that “when a measure becomes a target, it ceases to be a good measure.” In other words, when
we use a measurement to reward performance, we have provided an incentive to manipulate the measurement in order
to receive the reward. The result can sometimes be actions that actually damage the effectiveness of the measured
system while paradoxically improving the measurement of system performance. This report provides examples of
Goodhart’s Law in defense analysis and offers analysts and the organizations that employ them techniques to identify
and mitigate the pervasive and pernicious effects of measurement manipulation.
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Executive Summary

Goodhart’s Law states that “when a measure becomes a target, it ceases to be a good measure.”
In other words, when we use a measure to reward performance, we provide an incentive to
manipulate the measure in order to receive the reward. This can sometimes result in actions
that actually reduce the effectiveness of the measured system while paradoxically improving
the measurement of system performance.

[llustrative examples of Goodhart’s Law include the experience of British officials in colonial
India. They offered a bounty on cobra skins to reduce the cobra population, only to have
entrepreneurial citizens actually breed cobras for their skins and then turn them loose when
their fraud was discovered, thus increasing, rather than decreasing, the cobra population.

Examples of Goodhart’s Law abound in defense analysis. They include manipulated measures
of performance as diverse as body counts in Vietnam, modern day fighter aircraft readiness
rates, and the use-it-or-lose-it “rule” in Department of Defense program management.

The manipulation of measures resulting from Goodhart’s Law is pervasive because direct
measures of effectiveness (MOEs), which are more difficult to manipulate, are also more
difficult to measure, and sometimes simply impossible to define and quantify. As a result,
analysts must often settle for measures of performance (MOPs) that correlate to the desired
effect of the MOE. MOEs are difficult to measure and difficult to manipulate. MOPs are easier to
measure, but also easier to manipulate. Thus, the negative impacts of Goodhart’s Law are
commonplace.

These negative effects can sometimes be avoided. When they cannot, they can be identified,
mitigated, and even reversed. Analysts, and the organizations that employ them, often in
partnership with the customer organizations that receive their analytical products, can take
concrete actions to avoid or mitigate the negative effects of Goodhart's Law. This report
recommends that analysts do the following:

e Use MOEs instead of MOPs whenever practicable and possible

e Use the scientific method to generate new measurement data, rather than harvesting
existing and possibly compromised data

e Help customers establish authoritative and difficult-to-manipulate definitions for
measures

o Identify and avoid the use of manipulated data and data prone to manipulation
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e Use measurement data not generated by the organization being measured
o Collect data secretly or after a measurable activity has already occurred
e Measure all relevant system characteristics rather than just a representative few
¢ Randomize the measures used over time
e Wargame or red team potential measures
This report recommends that the organizations that employ analysts should do the following:
e Return to the roots of operational research to focus more on direct measurements in
the field

e Answer the questions that should be answered, rather than the questions that can be
answered simply because the required data are already available

e Train analysts on MOEs, MOPs, and Goodhart’s Law and how they are interrelated

e Make recognition of Goodhart’s Law part of the internal peer review process and part
of all delivered analytical products

o Identify and share mitigation best practices

Organizations that use data and develop measures that have consequences—both positive and
negative—for the persons, organizations, and processes they are charged with measuring and
improving should act on these recommendations to identify, understand, avoid, mitigate, or
reverse the effects of Goodhart’s Law.

Implementing these recommendations will benefit individual analysts, the organizations that
employ them, and the organizations that they support. Admittedly, these recommendations
constitute additional burdens on project managers already stressed by limited budgets and
tight schedules. Because the negative outcomes of not assuming these burdens will not occur
until a future date, they may go unrecognized, or it may be tempting to dismiss them if
recognized. Therefore, institutionalizing these additional actions by including them in an
already required process (such as peer review) is essential to avoid the pervasive and
pernicious effects of Goodhart’s Law.
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Introduction

Objective

Although this report seeks to advance the state-of-the-art in defense analysis—analysts from
other disciplines can certainly use it to improve their craft. The target audience of this report
is the analysts and analytical organizations that seek to improve either the effectiveness of
military operations or the efficiency of the business processes used by these militaries to
design, develop, field, and sustain their forces. The improvement sought is to inculcate within
the defense analytical establishment an ability to avoid (or to identify and mitigate) instances
where the accuracy of analytical results is diminished because the measures used to
characterize the operation or process under study were manipulated by the effects of
Goodhart’s Law.

What is Goodhart's Law?

It is axiomatic that we cannot, without great difficulty, improve the performance of systems
unless we can measure them [1]. The persons and organizations responsible for system
performance often employ operations researchers and analysts of all types to carry out these
measurements and to make recommendations on how to improve system performance based
on what the measurements tell them about the system under study.

To improve performance, some measures must be maximized, some minimized, and others
optimized to a specific value. For example:

e To improve readiness, a military service will maximize the percentage of military
equipment that is in working order and available for combat.

e To improve profits, a corporation will minimize production costs.

e Toimprove crop yield, a farmer will optimize fertilizer use, adding enough to promote
plant growth, but not so much that the fertilizer burns the root and kills the plant.

In these instances, the value of the measurement becomes a proxy representation for the
performance of the measured system. The persons and organizations responsible for system
performance therefore have a powerful incentive to move the measurement in the direction
indicative of improved performance. They can do so by legitimate means—by actually
improving the attributes of the system being measured—but they can also manipulate the
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measure in a way that paradoxically improves the value of the measured attribute while failing
to improve the performance of the underlying system. Such manipulation demonstrates
Goodhart’s Law, which states:

“When a measure becomes a target, it ceases to be a good measure.”

This quote is actually a popular rephrasing of a statement made by Charles Goodhart [3]. The
original statement appeared in a 1975 paper examining the relationship between money
supply and inflation in the United Kingdom [2]: “Any observed statistical regularity will tend
to collapse once pressure is placed upon it for control purposes.” Social scientist Donald
Campbell similarly (and more clearly) stated: “The more any quantitative social indicator is
used for social decision-making, the more subject it will be to corruption pressures and the
more apt it will be to distort and corrupt the social processes it is intended to monitor” [3].

To achieve the objective of this report, we first present occurrences of Goodhart’s Law from
outside the defense analysis sector to demonstrate its widespread prevalence. We then present
examples of Goodhart’s Law within defense analysis to demonstrate the significant costs that
militaries may incur if they are not aware of its negative effects.

We then discuss measures of effectiveness (MOEs) and measures of performance (MOPs)
because choosing these measures incorrectly—or being forced by circumstance to use MOPs
over MOEs—significantly affects the analyst’s ability to avoid, or identify and mitigate, the
negative effects of Goodhart’s Law.

We conclude this report with recommendations—some directed at individual analysts (and
teams of analysts) and others directed at the analytical organizations that employ them. Some
recommendations from each of these categories will best be implemented in partnership with
the military organizations that leverage defense analysis to improve their military operations
and their supporting business processes.
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Goodhart's Law in Action

The desire to measure human and organizational behaviors in order to improve performance
is so prevalent that examples of Goodhart’s Law can be found in most, if not all, fields of human
endeavor.! The following is therefore just a representative sampling of Goodhart’s Law in
action, assembled to illustrate its pervasive nature.

Pest eradication

Seeking to reduce the population of cobras in colonial India, British authorities put a bounty
on cobra skins. Entrepreneurial citizens began to breed cobras for the money. When the
authorities discovered this and ended the program, cobra breeders released their now-
worthless cobras, and their population in the wild actually increased [3]. French colonial
authorities in Indochina had a similar experience with rats in Hanoi. Needing only the tails for
proof of a kill, enterprising bounty hunters would not actually kill the rats, but would amputate
the live rats’ tails, leaving them to breed additional rats with valuable tails. Rats were also bred
in the countryside and smuggled into Hanoi [4]. The US Army attempted to eradicate feral hogs
from the grounds of Fort Benning, Georgia, asking only for the tails as proof of a kill, with
equally disastrous results [5].

Academic testing

The No Child Left Behind Act sought to improve the academic achievement of disadvantaged
students [6]. To achieve this goal, it created a dependence on standardized testing to measure
the “adequate yearly progress” of students. Test scores were in turn used to assess the
performance of teachers and schools, with implications for student promotion, teacher
retention, and school closures. This led school teachers and administrators to cheat by
providing test answers or by changing poor test scores [7]. Additionally, although it cannot
technically be considered cheating, students were also “taught to pass the test” [8] instead of
being taught to master all of the material required to have a well-rounded education. Evidence
suggests that this act actually retarded the yearly progress of gifted students [9] simply
because they required no additional instruction to pass the now-paramount annual

» o«

1 Entering the terms “Goodhart’s Law,” “Campbell’s Law,” “the cobra effect,” “gaming the system,” or “the law of
unintended consequences” into any internet search engine will return multiple additional examples of measure
manipulation.
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standardized test. They were left under-instructed and unchallenged by teachers and
administrators who shifted their attention away from these students who they already knew
would pass the test. Gifted students from all backgrounds were left behind by the No Child Left
Behind Act.

Search engine optimization

Internet search engines use algorithms to rank the “relevance” of web pages and display the
highest-ranked pages first. Because a high page rank creates more page views, web masters
seek to get their pages ranked as highly as possible. The entire search engine optimization
industry (and occupation) was created by this desire to manipulate the measurement of web
page relevance. This manipulation sometimes takes the form of reverse engineering the page-
ranking algorithms [10]. Manipulation tactics also include keyword spamming, generating
massive numbers of low-quality pages, creating artificial link networks, and creating deceptive
web pages that appear differently to users and search engines [11]. As a result, page-ranking
algorithms are by necessity constantly updated and closely guarded proprietary secrets [12].

Package and mail deliveries

The US Postal Service has a contract with Amazon to deliver packages. Contract renewal is
contingent on their on-time delivery rates. The delivery time is measured by scanning the
packages at the time of delivery. However, mail carriers in Atlanta state that they were told to
“pull your truck over to the side of the road and scan every single one of your [still-undelivered]
Amazon packages” at 7:15 p.m. so they are not counted as late deliveries [13]. The US Postal
Service also contracts airlines for on-time delivery of overseas mail. Three airlines recently
paid over $80 million in fines for falsifying on-time mail delivery documents [14].

Coronavirus deaths

Determining whether a patient “with” a coronavirus infection died “of” that infection depends
on the clinical discretion of the physician completing the death certificate [15]. Political
incentives sway that determination, with accusations of both fraudulent overcounting [16] and
undercounting [17]. In at least one instance, a financial incentive exists to falsify these records:
a Louisiana county coroner noted that family members of deceased patients who argued
against citing coronavirus as a cause of death sometimes reversed course when told that the
federal government pays burial expenses for coronavirus victims [17].
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Health care providers

Heart and organ transplant surgeons who are evaluated based on the survivability rate of their
patients may not operate on seriously ill patients who are more likely to die [8, 18]. Similarly,
fertility clinics that are evaluated on the rate of successful pregnancies may decline to take the
hardest cases [19] and, in extreme examples, may even take patients with no fertility problems
just to boost their pregnancy success rates.

Airline schedules

Airlines began being rated based on their on-time arrival rates in the 1980s. As a result, they
simply increased the estimate of their flight times, artificially driving up their “on-time” rates

[8].

Agile software development

All of the previous examples contain an element of corruption, but a person need not be corrupt
to be corrupted by Goodhart’s Law [20]. In agile software development, teams estimate point
values for proposed work modules and are (sometimes) assessed based on points completed.
A team that consistently “underperforms” compared to others based on this system may
honestly ask themselves if they are undervaluing the degree of difficulty of their own work
when they assign point values. They may then assign more points to proposed future work to
bring their (measured) performance into line with expectations and norms.

We say “sometimes assessed” because agile software development teams are run by scrum
masters, who use these point assignments with varying levels of formality. At one extreme,
points completed can serve as an input to formal compensation and promotion decisions. At
the other extreme, points are used by the scrum master only to schedule work assignments
and track progress. Between these two extremes, public disclosure of points completed during
team meetings can serve as a team motivational tool, or as a subtle form of peer pressure. The
potential for recourse to Goodhart’s Law depends on the consequences associated with scrum
points.
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Social credit scores

Though most measurements of human behavior seek to incentivize and reinforce desirable
behavior, some measurements may seek to punish behaviors deemed undesirable by the
measuring entity. Social credit systems such as those used in China fall into this category [21].
These systems are not limited to authoritarian governments [21], or even to governments.

The US company AirBnB patented what can be considered a social credit scoring system [22]
that calculates a trustworthiness score of a person based on an analysis of online and offline
documents about, or authored by, that person. The AirBnB “dictionary of behavior or
personality traits” includes “badness, anti-social tendencies, goodness, conscientiousness,
openness, extraversion, agreeableness, neuroticism, narcissism, Machiavellianism, and
psychopathy.” Though the correlation with trustworthiness is intuitively obvious for some of
these terms (psychopathy), the correlation with others (extraversion) is less so.

“Untrustworthy persons” are presumably banned from the AirBnB platform. Some individuals
deliberately and openly employ Goodhart's Law to counter this sort of real or perceived
discrimination, noting that “these systems are flawed, and we should do everything we can to
game them. After all, hacking is just lying to the machine, and in this world, it is often our moral
duty to do so” [23].
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Goodhart’s Law in Defense Analysis

Goodhart and Campbell studied measure manipulation in economics and social programs,
respectively, and the previous section provides examples from other disciplines. We should
not be surprised, then, to find examples of measure manipulation in the defense sector as well.

Body counts in Vietnam

Military leaders fighting the insurgency in Vietnam could not use “territory liberated” as a
measure of military progress as they had done in previous wars. Then-defense secretary
Robert McNamara’s emphasis on quantitative measures led to the counting of enemy soldiers
killed in action—body counts—as one measure of progress. Higher body counts equated to
greater progress in this paradigm, and military leaders were graded harshly on achieving
progress in this unpopular war. According to retired LTG Robert Gard Jr., who served in
Vietnam: “If body count is your measure of success, then there’s a tendency to count every body
as an enemy soldier” [24]. Evidence of body count inflation exists in mismatches between
“enemy soldiers” killed or captured and enemy weapons recovered. For example, the US Army
9th Infantry Division recorded 10,899 enemy Kkilled, 2,579 enemy captured, but only 748
recovered weapons [24].

Fighter aircraft readiness

In September 2018, then-defense secretary James Mattis directed the Navy and Air Force to
increase the mission-capable rates for fighter aircraft to 80 percent [25-26]. Although the Navy
declared success before the September 2019 deadline [27], the Air Force never did [28].

An analysis by the Government Accountability Office (GAO) questioned the validity of the Navy
analysis, noting that the Navy tracks aircraft readiness using two separate databases—one that
records daily aircraft status at a certain time each day—the Aviation Maintenance Supply
Readiness Report (AMSRR), and another that records the percentage of the total time an
aircraft is available—DECision Knowledge Programming for Logistics Analysis and Technical
Evaluation (DECKPLATE) [29]. Even though Navy officials acknowledged that DECKPLATE
data provide a “more comprehensive measure” of aircraft health, they used AMSRR data, which
showed that three aircraft types met the 80 percent goal, while only one did using DECKPLATE
data [29].
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Individual Marine Corps aviation squadrons also counted mission-capable aircraft differently.
Some used a prior 30-day average, others used a specific point in time, and still others used a
7-day forecast [30]. In these examples of Goodhart’s Law, behavior is not modified to
manipulate the measure, but rather the definition of the measure itself is manipulated.

Collapse of the Afghan national defense and
security forces

The growth and development of the Afghan national defense and security forces became a
precondition for reducing the US presence in Afghanistan [31] and, thus, had to be measured.
In a manner similar to the previous description of how unscrupulous entrepreneurs leveraged
the bounty on cobras [3] and rats [4] by breeding them, corrupt Afghan officials created “ghost
soldiers” [32], who existed only on paper, to collect their paychecks. Though the inflated and
fictitious number of actual soldiers is not likely the sole cause of the Afghan Army’s rapid
collapse in August of 2021, it is very probably a contributing factor. This focus on the quantity
rather than the quality of solders did result in their having significant deficiencies as a fighting
force [31]. This occurred despite warnings from the Special Inspector General for Afghanistan
Reconstruction dating back to at least 2016 [33].

Ship maintenance delays

Not all “beneficial adjustments” to measurements are corrupt manipulations. In some
instances, adjustments are warranted. For example, the Naval Sea Systems Command, which is
responsible for scheduling shipyard maintenance and ensuring that ships finish their
maintenance availabilities on time, recently redefined how they calculate the amount of time a
ship will remain in the yard [34]. These new (longer) estimates reduced the number of “days
lost” due to maintenance overruns from 7,000 to just 1,100.

The improved measurement resulting from this redefinition of maintenance availability times
might appear to be an instance of Goodhart's Law in action. In reality, though, the Naval Sea
Systems Command commissioned an analysis that showed they had previously been packing
an unrealistic amount of maintenance work into the availability timeframes, making schedule
overruns inevitable [34]. Unlike the artificial extension by the airlines of estimated flight times
described earlier, this schedule extension is legitimate and defensible by analysis.
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Technology transition

The issue of technology transition—ensuring that investments in basic and applied research
eventually turn into viable products—is not limited to government-funded military research
and development. Private companies also fund product development research. We include it
here under defense analysis examples because technology transition is a major concern within
the Department of Defense (DOD) [35-36].

Governments around the world spend heavily on defense research. The US alone spends over
$100 billion in annual military research expenditures [37]. Each country seeks to measure the
return on its research investments; China provides an example[38]. The Chinese government
sought to measure both their research output and their technology transition rate. However,
they noted a significant disconnect between their chosen measures for each. They measure
research production by counting research publications and citations—a number that is
increasing rapidly. They measure technology transition by counting commercialized patents,
and this number languishes at about 10 percent of awarded patents.

Further investigation into these quantitative measures showed that Chinese academics were
purposely publishing “garbage papers” to boost their Science Citation Index (SCI) scores [38].
This practice became so prevalent that the Chinese military published an article titled “Military
Research Should Guard Against ‘SCI Worship.” In this way, a measure designed to measure
research productivity was manipulated by researchers seeking career advancement.

The use-it-or-lose-it “rule”

One method that federal comptrollers use to manage accounts is reprogramming. They identify
and recoup funds allocated to programs that have not yet been spent and provide those funds
to other (related) programs that need them. Reprogramming happens continuously, but it is
the most pronounced at the end of the federal fiscal year [39]. The use-it-or-lose-it “rule”
incentivizes program managers to spend money for fear that they will lose it, and that failure
to spend it will justify decreasing their budget for the next year. It is technically illegal to not
spend appropriated funds [40], but about 1.6 percent are returned to the treasury each year
[41]. This fact (and the paperwork required to return unspent funding) provides additional
incentive to quickly spend any soon-to-expire funds.

Spending in the last few weeks of the year is almost five times higher than average and is often
wasteful or inefficient [42]. Thus, the allocated budget becomes a target and is no longer a good
measure of what the program manager actually needs to execute the program. With this “rule”
in effect, analysts can measure how much was spent but not how much money was needed
[43]. Ironically, the only time the data are accurate under these circumstances is when a budget
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is overrun. Federal government program managers are put in the untenable position of not
being permitted to go over or under budget—they may only break even.

The 355-ship fleet

Despite the fact that different naval vessels provide different forms of combat power in
different ways, the number of ships in the fleet is now an accepted measure of the “combat
power” of the US Navy. Perhaps part of the attractiveness of this measure is that it is easily
grasped by the public and by the political leaders who fund the construction, operation, and
maintenance of ships. In 2017, attainment of a 355-ship fleet became national policy [44].

An accurate ship count is so important that the Secretary of the Navy publishes an instruction
[45] on what ships can and cannot be counted. This instruction—dating to before the advent
of plausible unmanned US Navy ships—does not require US Navy ships to be crewed. Coupled
with the policy requirement for a 355-ship fleet, the downward budget pressures, the upward
spiral of new ship construction costs, and the (perceived) relative inexpensiveness of
unmanned ships, this omission tempted the invocation of Goodhart’s Law by adding unmanned
ships to the official US Navy ship count.

Indeed, in 2020, then-secretary of defense Mark Esper stated that “unmanned will enable us to
grow the US Navy well beyond 355 ships” [46]. Though this approach would help satisfy the
policy requirement to get to a 355 ship fleet, it did not necessarily lead to a fleet with increased
combat power (which is the real goal) because these ships remain untested.

Chief of Naval Operations (CNO) Admiral Michael Gilday stated as much: “There are a lot of
assumptions that go along with unmanned because they're pretty much conceptual
[capabilities right now]. And so the final [official ship count] numbers that will come out in a
couple of weeks ... will not include unmanned” [47]. Unlike many of the previous examples in
this report, this is a refreshing example of principled resistance to the corrupting influence of
Goodhart’s Law.

This extensive and wide-ranging list of instances of Goodhart’s Law leads us to the question,
What are the forces that drive analysts to choose measures that are so easy to manipulate? We
turn to that question in the next section.
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Measures of Effectiveness and
Measures of Performance

The previous examples of Goodhart’s Law all have three things in common: there is a desired
effect to be achieved, there is a need to measure the degree to which that effect is being
achieved, and direct measurement of the desired effect is either difficult or impossible. The
analyst must then identify some other attribute of the system under study that is not difficult
or impossible to measure, and whose value correlates in some known way with achievement
of the desired effect. The analyst is stuck measuring this proxy variable.

In these examples, measurement of the proxy variable is also a measure of the performance of
some person or organization. Sometimes this person or organization is actually responsible for
achieving the underlying desired effect, and the measurement is made for accountability
purposes. Other times they are measured and rewarded in order to incentivize a behavior that
achieves the desired effect.

Thus, two related but very different concepts are to be measured here: effectiveness and
performance. In our examples, the former cannot be measured, but the latter can be. We will
now show that understanding each and (more importantly) the relationship between them can
help the analyst recognize and mitigate the negative consequences of Goodhart’s Law.

Definitions

Unfortunately, multiple accepted definitions for measures of effectiveness (MOE) and measures
of performance (MOP) exist across the DOD. The Defense Acquisition University provides
definitions applicable to the development of military equipment and systems (quoted):

e MOE: The data used to measure the military effect (mission
accomplishment) that comes from using the system in its expected
environment. That environment includes the system under test and all
interrelated systems, that is, the planned or expected environment in
terms of weapons, sensors, command and control, and platforms, as
appropriate, needed to accomplish an end-to-end mission in combat [48].

e MOP: System-particular performance parameters such as speed,
payload, range, time-on-station, frequency, or other distinctly
quantifiable performance features. Several MOPs may be related to
achieving a particular Measure of Effectiveness (MOE) [49].
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Note that the latter definition requires the MOP (but not the MOE) to be “distinctly
quantifiable,” and that the MOP is “related to” (i.e., correlated with) achieving a particular
effect.

Joint Publication 1-02, the Department of Defense Dictionary of Military and Associated Terms
[50], provides definitions for MOEs and MOPs that are instead more applicable to military
operations and military forces (quoted):

e MOE: A criterion used to assess changes in system behavior, capability,
or operational environment that is tied to measuring the attainment of
an end state, achievement of an objective, or creation of an effect.

e MOP: A criterion used to assess friendly actions that is tied to measuring
task accomplishment.
Here, the link from the MOP to the MOE is not explicitly stated, nor is the requirement that the
MOP be quantifiable. This publication in turn references Joint Publication 3-0 Joint Operations
[51], which does not define these terms but does state the intention of MOEs and MOPs
succinctly by posing two questions (quoted):

e MOEs help answer the question, “Are we creating the effect(s) or
conditions in the operational environment that we desire?”

e MOPs help answer the question, “Are we accomplishing tasks to
standard?”
We direct the reader to consider these two questions as we demonstrate that a thorough
understanding of MOEs and MOPs can help analysts identify and mitigate the negative effects
of Goodhart’s Law. We do so by using a specific example and then by extrapolating these
specific observations to the more general case.

A specific example

Consider the previously mentioned case of cobra eradication in British India. The desired effect
was a reduction in the number of cobras. A suitable MOE would be to simply count the cobra
population directly before and after some eradication program to see whether that program
was indeed effective. Unfortunately, employment of this MOE has two very clear disadvantages.
First, periodically counting all the cobras would be labor intensive (and dangerous). Second, if
there is more than one eradication program, or more than one person executing an eradication
program, then it becomes difficult to attribute (and reward) reduced cobra counts to any one
program or person, making it difficult to incentivize whatever behavior may have resulted in
fewer cobras.
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The beauty of directly measuring the effect (counting remaining cobras in this case) is that it
cannot be manipulated. The effect is the effect. Either the cobra population is declining as
desired, or itis not. Directly measuring the effect itself is a measure of effectiveness—an MOE—
of the program or person eradicating cobras.?

Unfortunately, the two disadvantages noted above drove British officials away from the use of
this direct MOE and toward the use of a MOP that served as a convenient and reasonable proxy
measurement of the desired effect. They reasoned that one cobra skin was equivalent to one
less live cobra, and that the person presenting that skin had killed the cobra and was thus
entitled to the agreed upon bounty for killing a cobra. We know now that though these
assumptions were perfectly reasonable, they turned out to be false, thanks to Goodhart’s Law.

Generalizing this specific example

The logic applied to the “cobra effect” example can be applied to all of our examples, showing
that a common theme runs through them (indeed, it runs through much of the field of
operations research as currently practiced). The desired effect is known, but it is difficult or
impossible to make a direct measurement of the desired effect; therefore, we identify some
more-easily measurable item or activity that is directly correlated with the desired effect, and
we measure that. When that measurement also measures the performance of some person or
organization (as is often the case), we have then moved from a measure that is difficult to make
and difficult to manipulate (the MOE) to a measure that is easier to make but also easier to
manipulate (the MOP).

We must note here that MOEs may not be available for reasons beyond impracticality.
Sometimes effectiveness simply cannot be measured. How, for example, does one measure a
child’s educational attainment, or the combat power of a naval fleet? No underlying theory
exists to describe how these (dependent) output variables relate to their (independent and
modifiable) input variables. This larger issue is more suitable to a report examining MOEs and
MOPs specifically. We note it here, though, because shifting from MOPs to MOEs to mitigate the
effects of Goodhart's Law is not an available option if no theory exists to articulate and quantify
the MOE for a particular case.

We also note another consideration briefly alluded to in the section on the use-it-or-lose-it
“rule” when we noted that federal program managers are not supposed to make (or lose)
money. Private-sector business examples are notably absent from our list, which makes sense
upon closer examination. Businesses literally have a “bottom line” that serves as a perfect MOE.

2 Assuming, of course, that all other variables remain constant. For example, there is no disease, increase in the
mongoose population (a cobra predator), or habitat destruction that could reduce the cobra population.
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Businesses are designed to make money. Any proposed changes to business operations can be
immediately and ruthlessly evaluated based on how they affect profits. The simplicity of this
MOE is a luxury that business analysts enjoy but that other operations analysts may not.

The need to resort to reasonable and convenient proxy MOPs instead of direct MOEs invites
the emergence of Goodhart’s Law. The typical analyst who seeks to mitigate the negative effects
of Goodhart’s Law would therefore be wise to understand the differences between MOEs and
MOPs, their availability, and their relationship to each other. The analyst can use MOEs
whenever possible and practicable to mitigate Goodhart’s Law, and MOPs may be used only if
and when they must be. The informed analyst is now better equipped to identify and mitigate
the negative consequences of Goodhart’s Law.
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Recommendations

Having demonstrated the pervasive and pernicious effects of Goodhart’s Law in the preceding
examples, and having discussed the differences and interrelationships between MOEs and
MOPs, we now turn to recommendations for how to avoid or mitigate the effects of Goodhart’s
Law. We provide recommendations for individual analysts (and for their analytical teams) and
for the organizations that employ them. Some recommendations will be best implemented in
partnership with the customer organizations supported by the analysts. Many are applicable
to all analysts and all analytical organizations. Others are applicable only to public-sector
analysis, while still others are applicable only to defense analysis.

We note here that the utility of these recommendations depends on the individual analyst’s
circumstances. It is entirely possible that implementing a recommendation to avoid or mitigate
the effects of Goodhart’s Law may introduce some other problem or impracticality. These
recommendations should be read with this caution in mind.

Recommendations for analysts

Paraphrasing an observation by 19th-century French economist Frédéric Bastiat:3

There is only one difference between bad analysts and good analysts: bad
analysts confine themselves to the visible effect; good analysts take into
account both the effect that can be seen and those effects that must be
foreseen [52].
To be a good analyst, one must have (among many other skills) the ability to foresee the
corrupting influences of Goodhart’s Law and to recognize that they can exist in the past, the
present, and the future:

e Past. Analysts must recognize that the pre-existing data they are preparing to use may
have already been corrupted by Goodhart’s Law.

e Present. When developing measures that are to become part of their delivered
analysis, analysts should endeavor to identify and avoid the use of measures that may
result in the emergence of Goodhart’s Law after delivery.

3 We replace “economist” with “analyst,” and we use the gender-neutral plural rather than the masculine singular.
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o Future. When the use of potentially corruptible measures cannot be avoided, the
analyst must communicate this possibility to customers and also provide advice on
how the customer can identify and mitigate the corrupting effects of Goodhart’s Law.

What, then, are the potential mitigation techniques available to the analyst (the “concrete steps
we can—and must—take” [53]) to avoid the corrupting effects of Goodhart’'s Law—past,
present, and future? We recommend the following.

Use MOEs whenever practicable

A problem avoided is a problem solved. Given that Goodhart's Law often emerges when we
resort to the use of MOPs over MOEs, choosing to directly measure effects rather than
indirectly measuring performance solves the problem of Goodhart’s Law. Unfortunately, as we
noted in the previous section, Goodhart’s Law is pervasive partly because MOEs are inherently
difficult to measure and sometimes impossible to even quantify. Still, the analyst should
consider the feasibility of using a directly measured MOE before resorting to the proxy MOP
and its accompanying difficulties.

Use the scientific method

In the scientific method, a testable hypothesis leads to a question, the scientist designs an
experiment that will generate the data needed to answer the question, the experiment is
conducted, the data are collected and analyzed, the question is answered, and the hypothesis
is verified or refuted. The data are tailored to the question, rather than the question being
tailored to the available data. The deliberate choice and collection of data provides an
additional opportunity to ensure that the data measure an effect rather than performance, and
are thus not subject to the corrupting influences of Goodhart’s Law.

Help customers establish defensible authoritative definitions
for measures

Perhaps the easiest way to manipulate a measure is to manipulate its definition. When then-
secretary of defense Mattis directed the US Navy and Air Force to achieve 80 percent [25]
readiness rates without providing an authoritative definition of readiness, he invited
manipulation of the measure by manipulation of its definition [29-30].

The US Navy’s decision to use AMSRR instead of DECKPLATE data to measure readiness [29]
provides an example. Though it might appear that this was a judicious choice of a database, it
was actually a judicious choice of a definition, as each database aggregates the data within it to
arrive at different definitions of aircraft availability.
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Despite acknowledging to the GAO in 2020 that DECKPLATE data provide a “more
comprehensive measure” [29] of fighter aircraft readiness, the Navy declared in response to a
follow-up report in 2022 [54] that AMSRR is its authoritative data source for fighter aircraft
readiness calculations. The response noted that readiness calculations using DECKPLATE are
based on “out of date targets” [54] and that they now measure “number of mission capable
aircraft required, vice a percentage goal” [54]. The Air Force rejected the 80 percent readiness
target as an improper metric in 2019, but the Navy waited until 2022 to do so.

Because of the definitional disagreement between the Navy and the GAO, knowing the true
state of fighter aircraft readiness remains elusive. A solution to this conundrum would be to
establish a transparent, justifiable, and defensible definition and to make it the authoritative
definition. The recalculated shipyard maintenance availability time discussed earlier is a good
example of how this could be accomplished.

Technically, defense analysts do not have the authority to establish an authoritative
definition—their customers hold this power. However, defense analysts (at least the ones
aware of Goodhart's Law) do have the skills and abilities needed to make the authoritative
definition defensible. Analysts who are unaware of Goodhart’s Law may blindly accept the
problematic measure and measure it.

If Navy and GAO analysts had been more aware of Goodhart’s Law in 2019, then they might
have joined the Air Force in pushing back against Mattis’ insistence on using this incongruous
MOP as a proxy for the true desired effect of fighter aircraft. The Air Force did so then, and CNO
Admiral Gilday pushed back against then-secretary of defense Esper’s similar attempts to
count experimental unmanned vessels as part of the fighting fleet in 2020 [47].

Identify decoupling opportunities

If the person or organization being measured has no power to manipulate the measure being
used to evaluate their performance, then Goodhart's Law is mitigated. A recent study on
operation and support costs for ships and aircraft [43] provides an example. The military
services collect data on these costs using authoritative definitions and databases. But using
these data to predict future costs is inadvisable because the data can be manipulated by the
forces of the use-it-or-lose-it “rule” [43].

Using a machine learning technique, the study identified a strong correlation between the
numbers of personnel assigned to ships and aircraft and their operation and support costs
[43].4 In the US Navy, personnel accounts are funded by the Deputy Chief of Naval Operations
for Manpower, Personnel, Training, and Education (OPNAV N1), and platform operation and

4 Personnel costs do make up the majority of operations and support costs, but this correlation existed even for
platforms with no crew, and for costs not associated with personnel.
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support accounts are funded by the Deputy Chief of Naval Operations for Warfighting
Requirements and Capabilities (OPNAV NO9). Any attempt by OPNAV N9 to manipulate the
measurement of operation and support costs5 by changing the numbers of personnel assigned
to ships and aircraft would provoke an immediate reaction and a demand for justification from
OPNAV N1, because it would upset their carefully crafted personnel management plans and
budgets. In fact, one could postulate that any wild deviations from the manpower-to-operation
and support costs relationship could serve as an indicator that the budgets for operation and
support costs are being manipulated by the use-it-or-lose-it “rule.”®

Avoid the use of manipulated data

Good analysts already verify the quality of the data they need to use. The data must be, among
other things, accurate, auditable, complete, consistent, credible, current, and timely [56]. Pre-
existing data that may have been manipulated by the effects of Goodhart’s Law may not be
accurate or credible. Identifying and discarding manipulated data is a worthwhile investment
of an analyst’s time as failure to do so results in a “garbage-in-garbage-out” analytical product.

Avoid the use of data prone to manipulation

One way to “pre-validate” a data source against prior manipulation is to identify who collected
the data and determine whether their performance was assessed based on that data. Data
collected by unaffected and thus disinterested persons are preferable to data collected by
affected persons. With exceptions, data collected by machines are to be preferred over data
collected by humans.

Collect or analyze data secretly

Ifthe persons or organizations being measured are not aware of the data being used to evaluate
their performance, then they cannot manipulate that data. The primary example of this
technique is the constant back-and-forth actions of internet search engines and the search
engine optimization industry [57]. It is no secret that the search engines collect data on web
page relevance; but how they calculate the resulting relevance rankings is kept secret [3].

5 This is not to imply that OPNAV N9 would do such a thing. This is merely an illustrative example of a decoupling
opportunity familiar to the authors.

6 We must note here that because personnel costs are such a large portion of total operations and support costs,
the Navy has sought to reduce crew sizes for new ship classes for the past three decades. As a result, the interests
of the personnel resource sponsors and the platform resource sponsors are not always cleanly decoupled—at
least not during the acquisition phase. The limited success in reducing operations and support costs by reducing
crew sizes is the subject of multiple reports by the Naval Research Advisory Council [55].
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A variation on this technique might be to openly collect multiple types of data but not divulge
which data are used to measure performance. Alternatively, a combination of public and
private measures—public measures to drive behavior in the desired direction and “secret”
private measures held back as a corruption check may present an acceptable balance.

Secrecy presents other problems that might limit its utility as a mitigation technique. Sunshine
laws exist to prevent secrecy [58], and in some cases, secretly collecting data about an
individual or their activities might break privacy laws [59]. Analysts would be wise to seek
legal counsel before using secrecy as a mitigation technique.

Avoid suboptimization

Choosing measures (or collections of measures) that represent all aspects of the system under
study mitigates the effects of Goodhart’s Law simply because it is more difficult to manipulate
all measures than it is to manipulate just one or two [3, 53].

By not measuring overall performance, analysts might actually do more harm than good; for
example, a focus on one measure that incentivizes resources to flow toward fixing that measure
may negatively affect other measures in a resource-constrained environment.

Choosing math and reading as the subjects covered on standardized tests is one example. The
effects of Goodhart’s Law mean that these tests will be poor measures of overall educational
attainment if the arts and sciences are subsequently slighted in the curriculum: “That schools
have focused an ever-increasing number of hours on these subjects, to the near-exclusion of all
else, is a reasonable, if undesirable, response” [53].

Fighter aircraft readiness measures provide another example. The flight-worthiness of the
aircraft is not the only requirement for military readiness [60]. A flyable military aircraft with
a poorly trained pilot may be a ready aircraft, but it is not a ready combat capability. The same
is true of an aircraft that can fly but has only one operable sensor or weapons system.”

Although suboptimization in educational measurements might be merely detrimental—
producing students who could thrive as mathematicians but would fail as artists or scientists—
suboptimization in fighter aircraft readiness measurements can be catastrophic. This is
because the fighter aircraft, its subsystems, and its crew make up a kill chain, and all links in

7 Fighter aircraft mission capable rates are defined as the percentage of time an aircraft can fly and perform at
least one mission [29].
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the chain are required to achieve the desired effect. Strengthening one link in the chain at the
expense of the others may result® in a more-easily broken chain—and mission failure.

We must also note that sometimes suboptimization may be doing the right thing—just for the
wrong reasons. Returning to our two examples, if math happens to be a student’s weakest
subject, then focusing on math in order to pass a math test has the fortuitous—if unintended—
side effect of focusing additional instructional resources where they will do the most good for
overall educational attainment. Similarly, if airframe readiness is the weakest link in the
military kill chain, then the demonstrated maintenance improvements that came out of the
attempt to meet the 80 percent readiness rate [62] focused scarce resources precisely where
they would do the most good—if only by happenstance instead of deliberate design.

Focusing on just one or a few measures is attractive for many reasons: available analytical
resources may be limited, some measures are easier to quantify and understand than others,
and the data for some measures may be more difficult to obtain. We recognize the natural
desire to suboptimize because of these considerations, but the analyst must also recognize that
this choice makes manipulated measures more probable.

Randomize measures over time

As noted above, it is preferable, but not always possible, to use all relevant measures. When
this is not possible, one mitigation technique might be to randomize the use of the suboptimal
measures. Returning to the example of standardized testing, if the objective is to improve the
quality of education overall, and not just in math and reading, then the other subjects of interest
should also be measured. Randomly (and secretly) picking which subjects will be measured on
the next standardized test would force educators to cover all potentially testable subjects. Math
and art proficiency could be measured one year, reading and science the next.

In the military readiness example, aircraft availability could be measured one year, pilot
proficiency the next, and weapons or sensor systems the next (though not in a predictable
order or combination). We acknowledge that randomized measures have the obvious
drawback that it then becomes more difficult to track adequate yearly progress in every
educational or readiness category, as not all categories are tested each year.

Use post hoc measures

When a measure is chosen after all actions are taken (post hoc), then it is effectively secret [63].
The measure cannot be manipulated because it does not yet exist as a measure. This technique

8 Investments in individual kill chain links are sometimes synergistic rather than mutually exclusive. For example,
better aircraft maintenance leads to more available aircraft, which in turn leads to more flying hours for pilots,
resulting in higher pilot readiness [61].
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may be of limited utility to most analysts because they are engaged in taking measures in order
to improve future performance, rather than just to assess past performance. Another potential
issue is that historical data can lose context as circumstances in the measured environment
change over time. Post hoc measures may not be applicable to current operations.

Wargame or red team potential measures

Although a wargame has many definitions [64], one definition from the Marine Corps
Warfighting Laboratory, Wargaming Division makes it clear that wargames need not be limited
to analyzing the conduct of war: “A method wherein the human intellect uses a synthetic
construct that replicates a conflict and requires decisions for resolution in order to consider a
real problem” [64].

A person or organization whose performance is being measured is presented with a potential
conflict when they are made aware of the measures used to evaluate them. This requires a
decision on how to respond. This response may include manipulation of that measure, so
wargaming and red-teaming activities are a good way to identify the incentives and
opportunities that may lead to manipulated measures [63].

Such activities could be conducted with the customer of the analysis before the final analytical
product is delivered. In this way, the potential for manipulation can be discovered before it
occurs, and in an environment free of negative recriminations. Once identified, measures
subject to potential corruption can be replaced or tracked to halt attempted manipulation.

Recommendations for analytical organizations

We contend that arming analysts with the knowledge of Goodhart’s Law and the mitigation
techniques above to combat it is not sufficient. The effects of Goodhart’s Law are so pernicious
and pervasive that analytical organizations should institutionalize these mitigation techniques
[53]. We provide six institutional-level recommendations to that effect.

Return to the roots of operations research

This first of our organizational recommendations supports the first two recommendations
above for analysts: to use MOEs whenever practicable, and to use the scientific method. The
typical analyst faces significant barriers in attempting to implement these two
recommendations that require some effort by their employing organizations to remove.
Consider the following barriers:

e Analytical questions often arrive with short deadlines, and annual government
contracting practices limit the time available to answer them—Iet alone collect the
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required data. As a result, defense analysts (and perhaps others) become accustomed
to answering the question at hand with the data at hand.

e Although not strictly limited to military culture, the officers who are the recipients of
defense analysis are trained to, are accustomed to, and are comfortable with making
quick decisions based on imperfect information. Matching this culturally ingrained
decision speed forces the analysts to answer the question at hand with the data at hand.
Critical questions for which no data exist beforehand go unanswered.

o The recent pervasiveness of data analytics approaches often operates on an implicit
assumption and expectation that an organization is awash in exploitable data. This is
not always so [65]. This limits the analyst to questions that can be answered (based on
data availability) rather than the questions that should be answered.

Many analysts have a scientific background. Rather ironically (or perhaps not), the field of
operations research as pioneered before and during World War II by the British and US
militaries is predicated on sending scientists to the field to practice the scientific method in the
field by collecting and analyzing the data required to solve operational problems [66]. Some
organizations still do this—at least temporarily—with many or all of their analysts [67]. This
field presence gives analysts the opportunity to identify and collect data on direct and less
manipulatable MOEs, rather than having to rely on indirect or proxy MOPs. More importantly
though, they need not limit themselves to the data at hand. Limiting analysis to MOPs and the
data at hand can increase the chances that the data have been, or could be, manipulated by the
perverting incentives present in Goodhart’s Law.

If analysts are to use MOEs, and the scientific method more extensively, their employing
organizations must reduce, and preferably remove, the three barriers listed above. Specifically:

e Analytic organizations under contract to the US government should communicate the
data collection limitations created by rigid annual contracting cycles to their
government contracting officers. They should further communicate the potential
benefits of increased use of MOEs (versus MOPs) and the scientific method and seek to
either create, or expand, multi-year contracting relationships.

e Analytic organizations with customers for whom quick decision-making based on
imperfect information is the cultural norm should work with these decision-makers to
strike an appropriate balance between rapid, data-sparse analysis and deliberate, data-
rich analysis, rather than reflexively acquiescing to the cultural norm that limits
analytically supported decisions to those with the (often inadequate) data at hand.

e Analytical organizations that provide data analytics services should do two things:

o Help their supported organizations expand and mature their in-house data
infrastructure so that they actually are “awash in exploitable data,” thereby greatly
expanding the opportunities to leverage data analytics [56, 68].
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o Help their supported organizations recognize that quick-turn data analytics is
limited to the data at hand, which may cause decision-makers and the analysts who
support them to limit themselves to the questions that can be answered, rather
than seeking out the questions that should be answered.

Train analysts on MOEs and MOPs

Some newly hired analysts may have a degree in operations research that would provide them
with previous exposure to the concepts of MOEs and MOPs, but most newly hired analysts,
even if they are being hired into a position with the title of operations researcher, come from
the hard sciences or social sciences where they have had no such previous exposure. Given the
strong connection between MOEs, MOPs, and Goodhart’s Law, some instruction in this area
would seem appropriate. Even when MOPs do not result in measure manipulation via
Goodhart’s Law, an understanding of MOEs and MOPs is still clearly of value to the operations
researcher.

Train analysts on Goodhart's Law

Simply making analysts aware of Goodhart’s Law is a necessary, but not sufficient, first step to
mitigate its effects. A good next step might be to expose new analysts to Goodhart’s Law use
cases—the examples in this report would suffice—and then conduct a training exercise in
which they must identify an instance of Goodhart’s Law from their own personal experience or
observations.

Alternatively, analysts could be presented with a use case, instructed to assume as a null
hypothesis that Goodhart’s Law is affecting the measure used, and then prove that it is not. The
training cohort could then discuss all identified instances and postulated mitigation
techniques—a procedure that we should expect them to conduct as members of future
analytical teams.

Organizations that hire analysts trained in the hard sciences (e.g., physics, chemistry) may have
to pay particular attention to Goodhart’s Law as a training requirement. Unlike analysts from
the social sciences (e.g., economics, sociology), their professional training is with elements of
the natural world that are incapable of manipulating measures. Social scientists, in contrast,
are more likely to already have professional analytical experiences that dealt with measuring
potentially manipulative human beings. Organizations that hire analysts from both the hard
sciences and the social sciences can leverage the latter group to help the former group
acclimate to the potential instances of Goodhart’s Law.
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Make MOEs, MOPS, and Goodhart’'s Law part of the peer review
process

Presumably, any good analytical organization has some form of a peer review process. These
processes often have “required elements”—issues that must be addressed before an analytical
product is approved for release to the customer. Examples include verifying that conclusions
are traceable to findings and verifying that previous work is properly cited.

To truly institutionalize the techniques that mitigate manipulation of measures, they must be
part of an institutionalized process. Asking questions during the peer review process regarding
the three past, present, and future implications of Goodhart’s Law would accomplish this:

e Did the analyst examine the data used in the study to determine whether it might be
subject to (prior) manipulation by the original data collector?

e Did the analyst use MOEs that cannot be manipulated, or MOPs?
e Did the analyst identify any MOPs used that are vulnerable to future manipulation?

This recommendation has the added advantage of being relatively easy and inexpensive to
implement.

Make the potential consequences of Goodhart’s Law a required
part of delivered analysis

Naturally, if Goodhart’s Law is part of the peer review process, and that process identifies
potential consequences for the customer’s organization, then the analyst is obliged to
communicate this danger to the customer. Additionally, actions that the customer organization
can take to identify when their measures are being manipulated, or actions they can take to
prevent this manipulation, should be communicated in the final analytical product.

Given that various time and resource constraints often affect analysis, it may not always be
possible to follow this and the other recommendations we have made. In such situations,
analysts should still explicitly communicate any mitigation steps that could not be taken and
the resultant effects that Goodhart’s Law may have on their delivered analysis.

Identify and share best practices

The mitigation techniques described in this report come from a brief literature review [2-3, 5,
8, 23, 53, 63, 69-70] and from the collective analytical experience of the authors. If the
preceding recommendations are taken by an analytical organization, then their analysts are
likely to discover and develop additional mitigation techniques. When new techniques appear
in the peer review process, they can be captured and injected into the analyst training process.
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Conclusion

Mitigating the negative effects of something that rarely occurs might not be worth the effort of
institutionalizing the use of mitigation techniques. The same is true for negative effects that
are minor. Goodhart’s Law, however, has been shown to be both pervasive and pernicious—so
much so that the corrupting influence of Goodhart’s Law should be treated as the null
hypothesis (i.e., only dismissed when it can be explicitly demonstrated to not be present). It
can exist in any system in which humans have a vested interest in measurements and have the
means to manipulate these measurements. It can have significant negative effects if not
mitigated. In defense analysis, these negative effects may include (and have included)
unintentional death.

The observations made in this report might seem rather dire. The pervasive and pernicious
effects of Goodhart’s Law might lead one to conclude that analysis in pursuit of improved
operational effectiveness is futile. Our analysis (of analysis) indicates that this need not be the
case. Analysts, analytical organizations, and even analytics customers can take steps
(recommended here) to avoid the circumstances that lead to measure manipulation. When
unavoidable, other steps (also recommended here) can be taken to recognize, mitigate, and
even reverse its emergence. These steps should be coupled with penalties for knowingly
engaging in measure manipulation and an organization-wide understanding (by analysis
providers and their customers) that such activities are being monitored and will be called out.
Doing so can greatly reduce the occurrence of measure manipulation, thereby greatly
increasing the value of the customer organization’s investments in analytical support. The
negative effects of Goodhart’s Law are only dire for those who remain ignorant of it, and who
ignore the recommendations in this report.

Organizations that use data and develop measures that have consequences—both positive and
negative—for the persons, organizations, and processes they are charged with measuring and
improving should therefore act on these recommendations to identify, understand, avoid,
mitigate, or reverse the effects of Goodhart’s Law.

The recommendations we have offered for individual analysts and for the organizations that
employ them can prevent or otherwise mitigate the effects of Goodhart’s Law, benefiting the
analysts and the organizations that they support. Admittedly, these recommendations
constitute additional burdens on project managers already stressed by limited budgets and
tight schedules. Because the negative outcomes of not assuming these burdens will not occur
until a future date, they may go unrecognized, or it may be tempting to dismiss them if
recognized. Therefore, institutionalizing these additional actions by including them in a
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required process (like a peer review) is essential to avoid the pervasive and pernicious effects
of Goodhart’s Law.
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