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Executive Summary

The Russian leadership views the ability to innovate as one of the hallmarks of a great power
and sees military innovation as essential to Russia’s overall defense posture in a changing
threat environment. The goals of Russia’s artificial intelligence (AI) and autonomous
ecosystem are best understood within the context of Russia’s economic development and
modernization efforts, and include those initiatives aimed at the improvement of the well-
being of Russian citizens as well as the conditions for business and entrepreneurial activity.

The following report details the Russian Al ecosystem and is part of a yearlong effort,
conducted on behalf of the Department of Defense Joint Artificial Intelligence Center (JAIC), to
understand the evolving field of Al and autonomy in Russia. While focusing on Al and
autonomy, the report also seeks to place Al within the larger technological environment in
Russia.

Governance and legal aspects of Al in Russia

The Russian government is building the structural legal and governance framework necessary
to develop and compete in the rapidly growing field of Al and autonomy. It is attempting to
implement nationwide strategies with goals and metrics to promote an environment
supportive of digital—particularly Al—development in Russia. Implementation of these
efforts, however, is largely government driven through state-owned businesses. And while Al
initiatives are taking hold across the Russian government, the lack of emphasis on private
initiatives could hurt Russian efforts in the future. While many Russians are looking to the
benefits of greater digitization across Russia, there is also some criticism of government efforts
to increase access to private data. Russian citizens are weary of unchecked Al development and
its potential impacts on society.

Russia’s Al ecosystem

Russia’s Al ecosystem consists of clusters of interlinked activities between government, state-
corporate, military, academic, and private actors. However, a key feature of Russia’s Al
ecosystem is its leadership by state-owned companies and the large portion of federal funding
for the Al sector. These state-owned companies include incubators, funders, and initiatives
aimed at facilitating Al development. The heavy reliance on federal funding has some in Russia
concerned that it undermines initiative and technological risk-taking and growth. While
surveys and international rankings (such as article surveys and institution rankings) of
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Russia’s place in the field of Al suggest that it lags behind other, larger players, it is making
some improvement.

Al-related academic entities, training and
education

Russia faces a shortage of technically proficient experts across its commercial, industrial, and
defense sectors, and this is particularly the case in the field of Al. Causes for this include the
exodus of technologically trained professionals to high-paying jobs abroad, lingering impacts
from the fall of the Soviet Union and the time after that, and the disparate demographics across
Russia’s vast landscape. The Russian government recognizes these challenges and is taking
steps to mitigate them. These steps include numerous programs targeting broad sets of
demographics, ranging from encouraging trained tech experts to educating the broader
populace on Al-related technologies. Despite these steps, education and training weaknesses
are likely to challenge Russia’s attempts at technological innovation for some time, depending
on how the new measures detailed in this report take effect and how long it takes them to
do so.

Private sector Al in Russia

Technological developments and growth in the Russian Al private market are driven primarily
by state-backed R&D efforts, although private demand for Al solutions is increasing. In general,
the private Al market has been dominated by a focus on exploiting advancements in Natural
Language Processing (NLP) and other forms of automated data analysis, although interest in
computer vision and other types of recognition and prediction capabilities is growing. Outside
of broad automated NLP applications for financial and retail purposes, the most important Al
technologies that have gained private market attention are in facial recognition software,
facility and perimeter security, driverless cargo transportation and agribusiness, public
transportation control systems and railway network integration, automated platforms for
training neural nets and other Al methods, and automated medical analysis.

Military Al in Russia

Judging from senior political and military statements and professional military writings, the
consensus of Russian security experts and policy-makers is that the development and use of Al
is essential to the future success of Russia’s armed forces and key to its military power. While
military Al has followed many of the same trends in Russia that it has in other developed
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militaries, the Russian military establishment does emphasize specifically the areas on which
it is already focusing, such as information management for decision-making and autonomy.
Russian military strategists have placed a premium on establishing what they refer to as
“information dominance on the battlefield,” and Al-enhanced technologies promise to take
advantage of the data available on the modern battlefield to protect Russia’s own forces and
deny that advantage to the adversary. That being said, there is also an ongoing discussion in
the Russian military as to the ultimate goal of military Al. There is a prevalent view that an
operator needs to stay in the decision cycle to avoid unintended consequences, both militarily
and ethically, but also discussions that predict total autonomy as an inevitable feature of future
conflict, in part fueled by interpretations of US Al-related intentions.

International cooperation

Despite the challenges mentioned above, Russia is seeking to be one of the key thought leaders
in the field of Al. Russian leaders emphasize the promise Al has for the lives of ordinary citizens,
from medical innovations to improved economic performance. However, the Russian
leadership also emphasizes the danger Al can pose in the wrong hands or with the wrong
intentions. Perhaps more than anyone else, Russian leaders focus on the need to protect
traditions and the internal stability of their society, reflecting a longstanding Russian concern
over outside interference in Russian affairs. Russia is seeking beneficial partnerships in
technology and Al development across the globe; for example, it has entered into substantial
agreements with China and South Korea through Huawei and Samsung. However, China and
South Korea are more the exception than the rule. The geopolitical interests of working with
Russia often do not outweigh the commercial benefits available in other ecosystems such as
the United States and the European Union. Despite this, we expect its growing relationships
with other mature technological societies to yield some benefit.
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Figure 1.  Graphic depicting Al-enhanced fighter engineering
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Source: "EddEKTMBHOCTb U BHELLIHEE (KOHLENTyalbHOE) MPOEKTUPOBaHME aBNaLIMOHHbIE
komnnekcoB” [efficiency and external (conceptual) design of aviation complexes], TocHNWAC [GosNIIAs],
https://gosniias.ru/index.htm.
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Methodology and Structure

This report is the result of the work of the CNA Russia Studies Program over the past year to
map out and understand the Al ecosystem in Russia. First, the team developed and
implemented a biweekly newsletter highlighting ongoing developments within the field of
technology, Al, and autonomy in Russia. These newsletters also featured spotlights focusing on
various military Al-related initiatives and key Al organizations. They also performed a critical
role in mapping out the Al ecosystem in Russia and provided keys to areas in need of deeper
research. Through this research, we were able to understand the relationships between
various organizations across the public, private, and military sectors.

We collected data from a wide range of Russian-language sources, to include legal documents,
official statements, industry product information, Russian professional military journals,
conference proceedings, and individual publications. The significance of each source varied
between sections. For example, the government section relied heavily on the many official
documents available whereas the military section relied more on open source Russian news
reports. The research had to balance the need to collect as much information as possible with
the acknowledgment that many of the sources who speak and write about Al do not necessarily
understand the complicated and vast field that falls under the umbrella of artificial intelligence
and autonomy. To that end, the CNA team worked with CNA’s Center for Autonomy and
Artificial Intelligence to understand better some of the technological significance of various
reports. Note, however, that the emphasis of our report is not a technical review of Al
developments in Russia.

The first section of this report provides an overview to assist the reader in understanding
Russia and the various metrics by which analysts often evaluate it. This portion of the report is
unique in that it does not address Al or autonomy in particular but we feel provides essential
context that will enrichen the discussion of Russian technological innovation, Al, and
autonomy. Specifically, this section will be of greatest use to readers whose primary
background is on Al and autonomy rather than Russia specifically.

The subsequent sections describe the efforts that the Russian government is taking to create
an atmosphere in Russia conducive to technological advancement. It covers the broader
“digitization” efforts and situates Al within that broader framework. The section serves as the
backdrop and context for the following sections. The third section focuses on the Al-specific
ecosystem in Russia, its key players, and interactions. After that, four sections examine Al
related to Russia’s education, private sector, military, and international cooperation in order
to give some granularity to our discussion of the Russia Al ecosystem.

CNA Research Memorandum | 1



Russian Power in Perspective

This section offers a perspective on Russian state capacity and Russian power in the international
system to provide a context for Russian investments in artificial intelligence and autonomous
systems.! Though we feel all readers can benefit, this section will be of greatest use to readers who
come to the topic of Russian Al and Autonomy from an Al or non-specialized international
relations background. Readers who already possess a deep understanding of Russian national
security issues may wish to proceed directly to the next section. This background can help set
expectations on whether Russia is likely to be a long-term strategic rival. Can it develop
indigenously or absorb advanced technologies produced by others? Is it a country in stagnation,
decline, or resurgence? In this section we place emphasis on economic, military, demographic, and
technological dimensions of Russia. This chapter does not seek to provide comprehensive
coverage of the subject, as it is not the focus of this report, but offers a lens on Russia, with a
modicum of historical context.

Russia is best conceived of as a relatively weak great power, with weak signifying its position
relative to the United States and China, rather than an absolute description of the state’s ability
to influence world affairs. On balance, it is one of the most powerful states in the international
system, and an enduring power, which historically has defied secular trends of rise or decline.
Russia has a tremendous capacity for resurrecting itself, having undergone periods of
resurgence, stagnation, decline, or even state collapse.? Indeed, it was able to recover within
one generation after the Russian civil war in the inter-war period, and following the collapse
of the USSR in 1991. Russia has featured prominently in the great power conflicts of the last
three centuries, and within post-war struggles over the structuring of international order. The
country’s national elite see Russia as a hereditary great power, entitled to status; with a seat at
the decision-making table in major international organizations, and in extraterritorial
geopolitical space where Russian interests predominate.

Contemporary Russia is neither a rising nor a declining power, but best conceived of as a nation
in stagnation. Following a precipitous decline after the collapse of the Soviet Union in 1991, by
most meaningful measures Russian power and state capacity had been resurgent from 2000-

1 Parts of this section are derived from, or informed by Michael Kofman et al,, Russia’s State Capacity in 2030, CNA
Occasional Paper, Aug. 2020.

2 A good discussion can be found on this subject in Stephen Kotkin, “Russia’s Perpetual Geopolitics: Putin Returns
to the Historical Pattern,” Foreign Affairs 95, no. 3 (2016),
https://www.foreignaffairs.com/articles/ukraine/2016-04-18/russias-perpetual-geopolitics.
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2014. Therefore, economic stagnation is a relatively recent development (post-2012) due to
structural economic challenges, domestic political ossification, and exigent external factors
such as global energy prices. Nonetheless, Russian power relative to that of the United States
is not set to decline in an appreciable way in the near term. The country has significant
economic resources, strong human capital, a large and modernized conventional military, and
is in a league only with the United States when it comes to its diverse nuclear arsenal.
Moreover, it is useful to separate different resources a state has as measures of power, versus
power ‘in practice,’ and what it can get other countries to do that they would otherwise not.3
In this latter category, Russia performs well in the ability to determine outcomes in
international affairs relative to its available means.

Russia has historically been saddled with a political and economic system that is retrograde
and profligate, i.e. the country has tremendous potential in its natural and human resources,
but is rarely able to realize it. The economy and society are both dominated by the state, which
is inefficient, corrupt, and often ineffective at implementing strategic planning. This enduring
reality was summarized by historian Vasily Klyuchevsky with the comment, “the state grew fat,
but the people grew lean.”4 Thus, the country has often struggled to attain a sustainable model
of economic development without succumbing to stagnation or requiring state coerced
mobilization. Throughout history, the issue of power transition has also been difficult in
Russian politics.5

Military

The Russian military consists of roughly 850,000-900,000 active-duty personnel, composed of
400,000 contract servicemen, some 250,000 conscripts, and perhaps 200,000 officers.
Conscripts are distributed unevenly, concentrated in the ground forces and the airborne, while
contract servicemen and warrant officers perform more complex tasks and are expected to fill
battalions that are generated to participate in any conflict. The Russian National Guard
constitutes another force which is 180,000 strong, and there are paramilitary security agencies
such as the FSB border guard and coast guard. The Russian armed forces are functionally

3 Robert A. Dahl, “The concept of power,” Behavioral Science 2, no. 3 (1957),
https://onlinelibrary.wiley.com/doi/10.1002/bs.3830020303.

4 Kotkin, “Russia’s Perpetual Geopolitics: Putin Returns to the Historical Pattern.”

5 Thomas E. Graham, “The Sources of Russian Conduct: Kennan'’s Long Telegram needs an update for Putin’s
Russia,” The National Interest, Aug. 24, 2016, https://nationalinterest.org/feature/the-sources-russian-conduct-
17462.
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divided into General Purpose, Strategic Deterrence (select conventional and nuclear
capabilities) and Quick Reaction (high readiness/mobility) forces.

The Russian defense budget appears deceptively small. Although market exchange rates
suggest a Russian defense budget of $60 billion, in reality this is a highly misleading figure, and
observably cannot account for the size and scope of Russia’s military. Organizations that
compare defense spending, such as the IISS annual report ‘The Military Balance,” show Russian
expenditure to be a paltry $45 billion based on constant 2010 market exchange rates, less than
that of the United Kingdom. These are remarkable assertions that generate an obvious input-
output problem. Russian armed forces, including conventional and nuclear components, are
vastly larger in size, greater in fielded capability, and in a higher state of readiness than those
of France or the United Kingdom.é

Since material, labor, and various other input costs vary dramatically across countries, a more
appropriate comparison for autarkic defense industries - where trade flows are heavily
restricted by geopolitical dynamics and national regulations - would use import-adjusted
purchasing power parity (PPP).” Indeed, market exchange rates are most useful to capture the
value of trade, but do a poor job of accounting for domestic economic activity taking place.
Using such measures, Russian military expenditure is actually in the range of $150-180 billion
USD, amounting to roughly 4 percent of Russian GDP.8 This is a conservative estimate given
that some expenditure is classified or spent on civilian organizations involved in the nuclear
enterprise with military applications.

Although it is a commonly held belief that the US defense spending exceeds Russia’s by 10 to
one ($700 billion to $60 billion),? it is actually closer to four to one when accounting for how
much less expensive equivalent military goods and services are to produce and provide in

6 Michael Kofman and Richard Connolly, “Why Russian military expenditure is much higher than commonly
understood (as is China’s),” War on the Rocks, Dec. 16, 2019, https://warontherocks.com/2019/12 /why-russian-
military-expenditure-is-much-higher-than-commonly-understood-as-is-chinas/.

7 The main difference in PPE and ME GDP estimates is that market exchange rates do a good job estimating the
size of Russia’s oil and gas sector because those commodities and the assets and services that produce them can -
to a far greater extent - be freely traded. The international market price converges to the local price. With defense
technology, however, both imports and exports are heavily restricted by nearly all countries. As a result, the
market exchange price fails to converge to the local price, and exchange rate derived analyses fail to account for
the true value of Russia’s military hardware and personnel investments.

8 Kofman and Connolly, “Why Russian military expenditure is much higher than commonly understood (as is
China’s).”

9 For example see the latest defense spending comparisons released in International Institute for Strategic Studies,
The Military Balance 2021 (Routledge, 2021), https://www.iiss.org/publications/the-military-balance.
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Russia when purchased in local currency. A much larger share of the Russian budget is spent
on procurement vice personnel, when compared to Western militaries. Approximately 50
percent of the Russian defense budget goes to the State Armament Program (1.6 trillion RUB
in 2020). This is roughly a third of total military expenditure, approximately $55 billion USD in
PPP-adjusted value, and has been sustained consistently at this rate 2016-2020.

The Russian defense budget has largely flatlined, but not due to economic constraints. Many of
the procurement orders for modernization and rearmament were filled 2011-2015, and the
military industrial complex was broadly recapitalized in terms of equipment, technical
expertise, etc. The purchasing power parity differences are useful to consider when examining
state spending figures for Al or autonomous system development, particularly in cases where
the systems do not depend on imported technology, foreign labor, or components, i.e. the
inputs are local in RUB.10

10 Russian defense firms are also consistently underestimated in international rankings. The reason is that
organizations like SIRPI measure these in market exchange rate, even though the companies’ primary source of
income is domestic defense sales. This is essentially measuring as though the Russian government bought its
defense kit in dollars instead of rubles. Such measures also exclude Russian giants like Rosatom, which produce
nuclear weapons, and the giant conglomerate Rostec with total military revenues of $16.9 billion in 2019, but in
effect $42 billion when considering PPP-adjusted measures. For more, see RSI Research Report Russian Defense
Industry Analysis, Jan. 2021, #9.
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Figure 2. Russian military expenditure: market exchange rates versus PPP-adjusted estimate
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Source: Richard Connolly, Russian Military Expenditure in Comparative Perspective: A Purchasing Power Parity
Estimate, CNA, IOP-2019-U-021955-Final, 2019, https://www.cna.org/CNA_files/PDF/IOP-2019-U-021955-
Final.pdf.

The Ministry of Defense’s main challenge in procurement or research and development is not
borne of economic constraint, although the state is keen not to permit a runaway defense
budget. Instead, the issue is serial production and defense industrial capacity, which
consistently underperforms, leading to a typical under execution of 250 billion RUB worth of
financial advances. Perhaps 5 percent of the defense budget is therefore rolled over every year.
Russia is good at research and development, or prototyping, but does poorly in serial
production. This problem can be observed in other sectors, and appears pernicious given weak
supporting industries, or component production for complex systems. Typically, one
organization underperforms in developing or producing an essential component which creates
a bottleneck for production.
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Economy

Russia is often portrayed as the world’s 11t largest economy, comparable to that of Canada,
based on market exchange rates. Yet here too PPP offers a starkly different picture. Russia is
the sixth largest economy in the world, and the second largest in Europe based on PPP GDP
measures, valued at about 4.3 trillion in 2019.11 [t is on track to overtake Germany once again
as the largest economy in Europe. Russia is positioned as a high middle-income country, with
a well-educated, and urbanized society, and per capita incomes higher than China. The Russian
economy is dominated by a competitive resource extraction sector, and a revenue dependent
sector that consists of mostly uncompetitive industries. The first exports resources to the
global economy, while the second consumes subsidies and sells primarily to the domestic
market. The latter does not invest in human or fixed capital as it is comprised of highly
uncompetitive or state-protected firms. Consequently, much of the government revenue is
earned from the export of resources, even if this represents only one sector of a more
diversified economy.

The Russian economy suffers from underinvestment with around 20 percent of GDP invested
annually, while manufacturing is also uncompetitive. Earnings from exports are therefore
spent to maintain output and employment among underperforming sectors. Since much of the
Russian government’s revenue comes from oil and gas exports (around 40-45%), it is fair to
describe Russia as a petrostate. Russia’s economic cycle consists of growth in resource export
revenues, followed by a rise in domestic consumption and imports. The Russian economic
strategy is premised on keeping the value of the ruble low to encourage exports, building up
foreign exchange reserves, especially in gold, and keeping employment high even as wage
growth stagnates. This is a conservative economic approach, with little state contribution to
GDP growth or spending to accelerate the economy. While it maintains a stable macro-
economic picture, and low public debt, the standards of living decline, resulting in public
discontent and economic uncertainty (this is a significant factor behind recent protests in
Russia).

Inflation in Russia is relatively low compared to previous decades, but the overall strategy
produces weak economic growth while maximizing the regime’s cushion in the event of major
economic shocks or new sanctions. Essentially, the state stockpiles reserves when oil prices
are high, then spends some modicum when oil prices are low to avoid shocks to the financial
system. Without structural reforms, Russia is unable to generate GDP growth of 4 percent or

11 Here PPP-based adjustments can exaggerate economic performance, because they do a poor job of capturing
export and import of goods at international market prices, and it may be preferable to average the two measures
together for a more fair estimate.
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more, which would be necessary for further development, and is therefore relatively stagnant
growing at around 1.3 percentin 2019 (before the pandemic). This could be achieved with high
oil prices, but they are cyclical, hence Russia will still average relatively low growth over the
course of a decade. Though it is worth considering that this rate of growth is on average higher
than that of some major European economies. Hence the weakness of Russian economic
performance is often overstated.

The Russian political elite is unwilling to implement structural reforms to the economy, and
instead has attempted to accelerate GDP growth via infrastructure projects, which has been
proven to be an unsuccessful strategy. However, Russia’s economy is resilient. Russia’s GDP
suffered a 3.1 percent contraction in 2020, which proved quite smaller than European peers,
as the euro area economy is expected to shrink by 7.3 percent.!2 The current thinking in the
Russian political administration is that there is a need for meta-reforms to the system of
governing and practices before any meaningful reforms are launched.!3 This approach sheds
light on the difference between reform projects that tackle governance efficiency, and seek to
prevent regime degradation, versus those that might profoundly alter the system and would
be heavily resisted by other elites or networks.

Russia is a state capitalist system, with a substantial portion of the economy dominated by
majority state owned or controlled enterprises, together with more than 70 percent of the
financial system. It is a system rife with cronyism, with individuals receiving positions and
contracts that grant them access to rents. Thus, much of the political and economic elite is
organized as patronage networks and characterized by rent seeking behavior. The elite is
answerable to those upon whose patronage they depend rather than the public interest. There
are competent institutions and competent managers in the system, such as in the Central Bank
or Ministry of Finance, but sizable portions of the economy are de facto in the hands of elites
whose opportunity for earnings depend on access in the Kremlin, not the competitiveness of
their enterprises, or their competence in managing them.

12 Anna Andrianova, “Russia Suffers Smaller Economic Slump Than Peers in 2020,” Bloomberg, Feb. 1, 2021,
https://www.bloomberg.com/news/articles/2021-02-01/russia-suffers-smaller-economic-slump-than-peers-in-
2020.

13 Fabian Burkhardt, “Foolproofing Putinism,” Riddle, Mar. 3, 2021, https://www.ridl.io/en/foolproofing-
putinism/.
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Technological innovation

Russian leaders often speak to the importance of innovation, and there are innovation
strategies abound as planning documents.!* However, this rhetoric is poorly matched with
investment and prioritization. Russia’s spending on research and development is roughly
1 percent of GDP, which lags that of comparable OECD states.!> Although metrics suggest a
steady improvement in Russia’s innovation and quality of research,6 the education system is
not keeping up with the needs of a modern economy. There is a dearth of financing for R&D,
and little available private capital since most of the financial system is state dominated or
directly controlled. Russian patent submissions hover around 30,000 per year, similar to that
of India, though quite small compared to the US (515,180 in 2018).17

At the same time Russia has several successful tech companies which hold dominant market
positions in the country relative to that of Western firms. Russia is one of the few countries
where Google, Facebook, and similar US brands do not hold majority shares of key sectors of
the digital economy. Indeed Yandex (Russia’s Google), VKontakte (Russia’s Facebook),
Kaspersky Antivirus, and similar firms retain majority market shares despite their limited
appeal on the global market and unrestricted access to Google or Facebook in Russia. Despite
the outward appearance of a monoculture resource extraction economy, there are high tech
bright spots in Russia’s information sector.

Overall, the country’s position and global rankings in technology innovation have steadily
improved over the past 20 years, but the skillsets of the workforce and overall structure of the
state dominated economy offers a poor ecosystem compared to advanced Western economies.
There is a perennial fear among Russian elites that the country is falling behind, perhaps best
vocalized in 2016 by Russia’s head of Sberbank (now called Sber), German Gref, when he said
that “we have found ourselves in the ranks of countries that are losing, downshifter

14 “Russian President Official Site,” KondepeHuus no nckyccreeHHoMy uHTe1ekTy. Vladimir Putin spoke at the
plenary session of the Artificial Intelligence Journey conference on artificial intelligence, Nov. 9, 2019,
http://special. kremlin.ru/catalog/keywords/39/events/62003.

15 “Russian Federation,” OECD Science, Technology and Innovation Outlook 2016, https://read.oecd-
ilibrary.org/science-and-technology/oecd-science-technology-and-innovation-outlook-2016 /russian-
federation_sti_in_outlook-2016-83-en#page5 (https://dx.doi.org/10.1787 /sti_in_outlook-2016-83-en).

16 Russia moved in global competitiveness from 67th place in 2012 to 43rd place in 2019. See Klaus Schwab, The
Global Competitiveness Report 2019, World Economic Forum, 2019,
http://www3.weforum.org/docs/WEF_TheGlobalCompetitivenessReport2019.pdf.

17 WIPO Data Center, accessed May 5, 2020, https://www3.wipo.int/ipstats/index.htm
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countries.”!8 Positioning Russia to be more successful in technological innovation would
require considerable investment and major internal reforms, neither of which appears likely
in the near term.

Demographics

Although Russia faces a steady population decline in the coming decades, its likely impact on
state power and economic potential is not deterministic. The relationship between
demographics and state power is hardly linear, and what matters most is quality of human
capital versus just quantity. Russia, and the Soviet Union, have often been subject to doomsday
demographic predictions which have consistently failed to come true. The median scenario
predicted by UN demographers suggest a population decline of approximately 7.5 percent by
2050, which means Russia’s population will diminish from 145 to 135 million.l® More
pessimistic predictions suggest a decline of 11-12 percent, but nowhere near the worst-case
scenarios imagined in the early 2000s. Russia is expected to still be the most populous
European country in 2050 by a broad margin.

18 “’Downshifter' Russia Is Losing Global Competition, Warns State Bank Chief,” Moscow Times, Jan. 15, 2016,
https://www.themoscowtimes.com/2016/01/15/downshifter-russia-is-losing-global-competition-warns-state-
bank-chief-a51474.

19 Michael Kofman, “Russian demographics and power: Does the kremlin have a long game?,” War on the Rocks,
Feb. 4, 2020, https://warontherocks.com/2020/02 /russian-demographics-and-power-does-the-kremlin-have-a-
long-game/.
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Figure 3. Probabilistic projection for Russia’s population based on UN World Population
Prospects (2019)
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8 2018 United Naticns, DESA, Population Division. Licensed under Creative Commeaons license CC BY 3.0 1GO.
United Mations, DESA, Population Division. Werld Population Progpectz 2015, hitp://population.un.orgéwpp/

Source: UN Department of Economic and Social Affairs, Population Division, World Population Prospects 2019,
2019, accessed Apr. 19, 2021, https://population.un.org/wpp/Graphs/Probabilistic/POP/TOT/643.

Russia’s demographic challenge is caused by high mortality rates, especially among men, and
the knock-on effect of low births during the 1990s. The workforce has shrunk considerably
year on year, essentially aging out without being replaced. However, Russia is also the net
beneficiary of sizable labor migration, which fills labor force deficits in many economic
sectors.2? Hence Russia’s population decline is partially offset by migrant labor which accounts

20 Tatiana Karabchuk, “The Economic Impact of Migration in the Russian Federation: Taxation of Migrant
Workers,” Asia-Pacific Population Journal 32, no. 2 (2018),
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for a substantial percentage of annual in and out migration.2! The question of ‘brain drain’ is a
complex one, and while there are indicators that members of the creative class emigrate due
to poor opportunities, low pay, or political repression, the impact is highly uneven.

Russians are also living much longer, healthier lives compared to the 1990s and 2000s, and the
fertility rate had improved considerably to approximately that of the US. There have been
dramatic improvements from 2000-2015 in Russia’s overall demographic trends, even if some
of the gains have been reversed in recent years following an economic recession, sanctions,
and the impact of the Covid-19 pandemic. Russia’s population only began to decline by a
modest amount in 2019. More significantly, Russia’s chief labor problems historically have
been labor productivity and labor force quality rather than size of the labor pool. However,
Russia has experienced considerable labor productivity growth over the past two decades,
comparable to countries in the EU, and this is one area of sustained improvement despite the
contracting workforce.22 The country faces pressure from a complex demographic challenge,
but it is not going to run out of people, or ‘brain power,” though the lagging education system
and the drain of talent in certain sectors poses a continued problem.

Potential in Al development

As Western observers watch the Russian Al landscape, it is essential to take a measured
approach and resist forecasts that predict Russia’s inevitable demise and insignificance in the
global drive for Al technology, as well as those fears that Russia is somehow going to break out
with new Al-enabled technology that gives it a decisive advantage over the United States. The
Russian technology landscape and infrastructure is not positioned to produce Al-related
breakthroughs. Even so, it is in a position to follow closely behind and benefit from global
advances in Al The situation is analogous to the rise of the internet and subsequent cyberwar
potential. Russia was not a major player in the basic research that enabled the internet, yet
recent events have shown that it is a leader in weaponizing the internet. Similar to Al, Russia
is not a leader in Al research, but it certainly has the potential for being a global leader in Al-

https://www.researchgate.net/publication/329243042_The_Economic_Impact_of Migration_in_the_Russian_Fede
ration_Taxation_of Migrant_Workers.

21 Maria Lipman and Yulia Florinskava, “Labor Migration in Russia,” PONARS Eurasia, Jan. 2019,
https://www.ponarseurasia.org/labor-migration-in-russia/.

22 OECD (2020), Labour productivity and utilisation (indicator), doi: 10.1787/02c02f63-en (Accessed on July 31.
2020), https://data.oecd.org/lprdty/labour-productivity-and-utilisation.htm#indicator-chart
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weaponization.z3 An interview with Russian-born professor, Sergey Levine, assistant professor
at the University of California, Berkeley, and Craig Smith from the Eye on Al podcast perhaps
captures this dynamic between Russia being a leader of technological breakthroughs and
benefiting from the breakthroughs themselves.2*

CRAIG: How much do we know what's happening in China or Russia for that
matter and how much do they know what's happening here. Do you have a view
on that?

SERGEY: It's a good question. [ think that from my perspective, [ would be very
surprised if there is a major breakthrough that comes out of a lab that is not
actively involved in the scientific community in this particular field.

SERGEY: There is a tendency among scientists when they release a result to
emphasize the things that are new, especially things that are radical about that
result, but in reality, every result builds on prior work. In fact, it usually builds
on prior work very, very closely. So, the more realistic view of a scientific result
is that it's exactly the same as what someone did before with some small
modification. Basically, every major result is like that from the most famous
scientists in history to today and for that reason, [ don't think anybody will be
caught off guard, at least among the people that actually work in this area by
something that's sort of is the result of decades of secret research. I think that
the ideas are all in the air and while there might be small local things that
people can come up with in secret on the whole, it's not like there's going to be
ayear's long gap somewhere. I just don't see that emerging.

CRAIG: And do you have a view on this competition that people are starting to
worry about between, particularly China and the US, but also Russia. | mean
you read Russian, | would guess. Are there papers that you read in Russian that
aren't published in English?

SERGEY: No. The best papers from Russia are written in English right now. And
[ think that's the case for papers from China as well.

CRAIG: That's right, yeah. So, unless there's a massively funded, which is
possible in China, kind of Manhattan project to reach some goal, we know
what's happening in China, at least at the basic research level.

SERGEY: I think we do. And I think that the massively funded Manhattan
project, I mean, [ might sound naive in this regard because I'm certainly not an
expert in political science or in economics, but I would say that a Manhattan
project style effort for Al would be highly inefficient because it would be

23 Analogy borrowed from Gregory Allen, Chief of Strategy and Communications at the Department of Defense’s
Joint Artificial Intelligence Center, https://www.ai.mil/.

24 Craig Smith, “EPISODE #014: Thinking about robots II,” Eye on Al Podcast, https://www.eye-on.ai/podcast-
archive.
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difficult to get the best people and to retain the best people. And without the
best people, it'd be very difficult to make substantive progress that actually
pulls ahead of what the people that are working out in the open are doing.

Conclusion

Russia retains strengths in hard power, economic and military, with observable deficits in
technology innovation, and a dearth of soft power. The economy is resilient, as is the political
system, but on a stagnating trajectory which over time can turn into decline, especially in
relative terms. Without political and economic reforms, the country cannot generate the sort
of growth required for further development, and habits of chronic underinvestment bedevil its
economic performance. While Russia is unlikely to witness any dramatic decline in the near or
medium term, political ossification at the top and lack of economic reforms ensure anemic
economic growth with overdependence on global energy prices.

Yet at the same time Russia has a strong resource base, consisting of a large economy, a well-
educated populace whose quality continues to improve, and technological bright spots in
commercial sectors. The state can lay out priorities, and mobilize its resources when the
political leadership cares to see something done, in effect coercing the system to produce
outcomes. This can at times compensate for poor implementation of strategic planning. Russia
has also amassed considerable financial reserves, despite sanctions, and fared better during
the Covid-19 pandemic than some other major economies.

Russia is slowly gravitating into China’s economic orbit, both due to a lack of alternatives and
a conscious strategy to engender greater interdependence with a rising economic giant. The
rapprochement, and subsequent partnership with China comprises an important vector of
Russian foreign policy, and perhaps the most consistent one since 1989.25 Though Russia is
somewhat disadvantaged by the relative simplicity and smaller size of its economy, the two
countries have a de facto non-aggression pact and a host of technical cooperation agreements.
Defense cooperation continues to increase between the two countries, along with technology
exchanges, in a relationship whose implications continue to grow for US strategy.

25 Technically L. Brezhnev begins the initiative towards rapprochement with China in 1982, which is subsequently
realized by Gorbachev in 1989.
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Governance and Legal Aspects of Al in
Russia

In the last few years, the Russian government has prioritized the development of governance
documents and the reform of its legal industry to set itself up for success in the rapidly growing
field of Al. Through national-level programs such as the Al federal project and new laws, such
as the regulatory sandboxes now in effect throughout the country, Russia is seeking to give
Russians developing this important growth industry the resources, levers, and legal ability to
experiment and learn without many of the traditional and bureaucratic impediments. These
development plans have not been without criticism, as distrust of Al among ordinary Russians
has risen and concerns over ethics, privacy violations, security, and the legal facets of Al
remain. However, COVID has further revealed the necessity of increased digitalization
throughout society and prompted the Russian government to pay enhanced attention to the
matter, even as preexisting issues and hardships brought on by the pandemic threaten to delay
or hinder Al development efforts indefinitely.

Figure 4. Russian legislat