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Intersections is a news digest that describes the interplay between the People’s Republic of China’s (PRC's)
technology acquisition efforts and US and partner nation responses.’ This issue covers technology and
economic policy developments in China, the US, and US ally and partner nations including new PRC export
restrictions, US semiconductor production incentives, European Union (EU) concerns about PRC green
energy subsidies, and US ally and partner efforts to screen foreign investments and protect critical
technology. We also cover several recent developments in the Australia, United Kingdom (UK), and United
States (AUKUS) partnership, a recent UK-hosted global summit on artificial intelligence (Al), and concerns
about PRC hacking of US citizens' data. Click here to read Intersections in your browser.
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PRC REGULATORY AND POLICY MEASURES

China bans export of certain rare earth processing technologies. In December 2023, the PRC Ministry
of Commerce and the Ministry of Science and Technology jointly issued an update to the Catalog of
Technologies Prohibited or Restricted from Export, a list of key technologies that is one of the PRC
government's primary means of imposing export controls.? In a change from the previous version issued in
2020, the December 2023 catalog lists as export-prohibited “rare earth refining, processing, and utilization”
technology and, specifically, “rare earth calcium oxyborate preparation” technology.?

The PRC's decision to control the export of rare earth calcium oxyborate preparation technology could have
implications for the US military. This is because rare earth calcium oxyborate materials exhibit unique
piezoelectrical properties*—the term “piezoelectric” refers to materials that react to heat, motion, or
pressure by generating an electric charge that a computer can then process, making these materials widely
used in sensors.> Rare earth calcium oxyborate is potentially a very useful material for aerospace sensors
because, unlike many other piezoelectric materials, it retains its piezoelectrical properties when subjected
to extreme heat. ® Thus, the PRC's decision to prohibit the export of preparation technology for this unique
rare earth material is an example of how the PRC's dominant global market share (85 percent) of rare earth
processing,” combined with Beijing's willingness to restrict exports of processed rare earth compounds,
could deprive the US military of inputs to manufacture key defense technologies.

PRC welcomes US-based Micron Technologies in China despite May 2023 ban. In November 2023,
months after the PRC banned Micron chips from being used in domestic “critical information
infrastructure,”® PRC Commerce Minister Wang Wentao told Micron CEO Sanjay Mehrotra that he
“welcomed” Micron to “continue to take root” in the PRC market, as long as the US semiconductor chip
manufacturer “respects PRC laws and statutes.”® The PRC's partial ban on Micron chips, which was allegedly
because of cybersecurity concerns but may have been meant to retaliate against US chip export
restrictions, ' is exacting a noticeable cost on Micron, which has estimated that its revenue could decrease
by a low-double-digit percentage as a result of the ban.' However, despite the ban, Micron has deepened
its engagement in the PRC market. For example, in June 2023, Micron announced that it would invest over
$600 million to expand chip manufacturing and packaging at its plant in Xi'an.' This dynamic can be
understood as an example of how the PRC leverages access to its domestic market in order to bargain with
foreign companies in pursuit of its economic and technological goals.’

US REGULATORY ACTIONS

US Department of Commerce to review US reliance on PRC “legacy” chips as part of the effort to
boost US domestic chip industry. According to a Reuters report, in December 2023, the US Commerce
Department announced that it would “launch a survey of the US semiconductor supply chain and defense
industrial base to address national security concerns from Chinese-sourced chips.”' This survey effort
follows a report published by Commerce that same month that identified numerous challenges facing the
US semiconductor industry, including a lack of domestic chip fabrication and assembly capacity, concerns
about an adequate supply of materials, skilled labor shortages, and reliance on China as an export market.™

The survey aims particularly to assess US companies’ reliance on the PRC for “legacy” chips, or older-
generation chips that are essential for certain uses because of their compatibility with specific equipment,
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such as certain military hardware. Commerce plans to use the survey’s results to guide awards of some $39
billion in grants to promote chip manufacturing by the US and close allies, including of defense and dual-
use legacy chips, under the CHIPS and Science Act of 2022."® For example, also in December, the Biden
administration awarded the first CHIPS Act grant to BAE Systems, a UK-based defense contractor whose US
subsidiary is a major supplier of “chips used in electronic warfare and aircraft-to-aircraft communications.”™”

The survey and awarding of CHIPS and Science Act grants are examples of the newly invigorated US
approach to industrial policy in support of US national security. Another example is the US Department of
Defense’s release in January 2024 of its first-ever National Defense Industrial Strategy (NDIS),'® which aims
to “catalyze generational change... to a more robust, resilient, and dynamic modernized defense industrial
ecosystem.”™ CNA will continue to track developments related to the NDIS in future issues.

RECENT US ALLY AND PARTNER DEVELOPMENTS

AUKUS DEVELOPMENTS

The AUKUS partnership, announced in September 2021, continues to make progress. It is meant to deepen
security cooperation among Australia, the United Kingdom and the United States by integrating defense
technological, scientific, and industrial bases and supply chains.?® This section covers a meeting of AUKUS
heads of defense to discuss trilateral progress in implementing these measures; the establishment of a
trilateral network of defense investors; and New Zealand's interest in joining a portion of AUKUS.

AUKUS heads of defense discuss defense pact progress. In December 2023, Australian Minister for
Defense Richard Marles, UK Secretary of State for Defense Grant Shapps, and US Secretary of Defense Lloyd
Austin lll met in California to discuss the AUKUS defense partnership. They discussed the progress made on
AUKUS Pillar I (see box below) since March 2023, including the following:

e The graduation of the first class of Royal Australian Navy officers from the US Nuclear Power School

e The first group of Australian industry personnel beginning work at UK and US shipyards to develop
the skills necessary to build and sustain nuclear-powered submarines?’

e Anincreased frequency in US Navy nuclear-powered submarine visits to Australian ports?®

AUKUS Pillars | and 11
The AUKUS partnership consists of two pillars:

e Pillar I: Providing Australia with conventionally armed, nuclear-powered submarines at
the “earliest possible date,” according to a White House fact sheet on AUKUS
implementation. 2 The “optimal pathway,” announced in March 2023, provides a
framework and timeline for Australia to receive this submarine capability, as well as the
expertise to operate and maintain it, as soon as the early 2030s.23

e Pillar Il: Developing advanced capabilities by increasing defense technology
collaboration between AUKUS countries, including a focus on technology protection.?
Under Pillar Il, the three nations plan to cooperate trilaterally on “emerging tech areas.”?
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The AUKUS heads of defense also announced a number of developments under Pillar Il (see box above). As
discussed in Issue 4 of Intersections, the three AUKUS nations have already identified a total of eight areas—
four advanced capabilities, and four other areas—on which they intend to focus their collaboration.?” At the
December 2023 meeting, the heads of defense specified technologies on which they plan to collaborate,
including quantum positioning, navigation, and timing, as well as undersea systems.?® The three nations
also committed to the following:

e Holding a "Maritime Autonomy Experimentation and Exercise Series” to enhance trilateral
interoperability and capability development in autonomous maritime systems

e Launching a series of “AUKUS Innovation Challenges,” which will allow companies from all three
AUKUS countries to compete for common innovation challenge prizes

e Strengthening cybersecurity among critical naval suppliers®

AUKUS Defense Investor Network established. In December, the US-based innovation advisory firm
BMNT announced the formation of the AUKUS Defense Investor Network (DIN) from more than 400 private
Australian, UK, and US investors.3® The AUKUS DIN aims to accelerate AUKUS Pillar Il by investing in
companies developing key dual-use technologies.?' According to Heather Richman, a co-chair of the
AUKUS DIN, the group is meant to act as a forum in which investors can learn from one another and through
which government and military stakeholders will be better able to communicate technology priorities to
investors.3?

New Zealand expresses interest in joining AUKUS Pillar Il. In mid-December 2023, New Zealand Prime
Minister Christopher Luxon said that his government would explore joining AUKUS Pillar 1123 Whether New
Zealand should join AUKUS has been a contentious issue among New Zealand leaders. According to Dr.
Anna Powles of New Zealand's Massey University, some New Zealand leaders fear that associating the
country with AUKUS could damage the credibility of the country’s efforts to be seen as independent from
its traditional US, UK, and Australian partners.3* New Zealand banned nuclear weapons and nuclear-
powered vessels from its territory in the mid-1980s in solidarity with Pacific Islands nations subjected to
nuclear tests in the region and in compliance with the Treaty of Rarotonga.®* New Zealand's policy
effectively barred US Navy vessels from New Zealand's ports and led to the US suspending its mutual-
defense commitment to New Zealand under the Australia-New Zealand-US (ANZUS) treaty. Despite this
historical legacy, however, according to Breaking Defense, New Zealand's leadership has become wary of
the PRC's growing military capabilities and views joining AUKUS Pillar Il as a way to obtain valuable defense
technology and enhance New Zealand's interoperability with its closest ally, Australia.3®

OTHER US ALLY AND PARTNER DEVELOPMENTS

PRC and EU leaders meet to discuss subsidies to green technologies, including electric vehicles (EVs).
In December 2023, EU and China leaders held a summit to discuss China’s industrial policy, exports of EVs,
and EU concerns about PRC state subsidies.?” The China-EU summit comes on the heels of the EU's Anti-
Subsidy Probe into Vehicle Imports from China, which was launched in October 2023 (discussed in Issue 7).
The European Commission initiated the investigation to determine whether there is evidence that PRC state
subsidies comply with “strict EU state-aid rules.”3®
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The investigation is examining whether PRC subsidies have unfairly advantaged Chinese firms and led to
the country’'s dominance of the lithium-ion battery market. Subsidies are one of the mechanisms by which
the PRC government incentivizes firms to align their activities with Beijing's technological priorities.
According to the Economist, China produces “70 percent of the world's lithium-ion batteries,” and between
2016-2022, the PRC government provided subsidies worth an estimated $57 billion USD to domestic EV
companies.® If the EU determines that the subsidies are contrary to EU rules, officials could levy
countervailing tariffs.*° PRC officials appear to be adopting a mixed response to the prospect of EU tariffs.
For example, on January 18, the PRC vice minister of industry and information technology said the country
would rein in some EV production.’ However, also in January, Beijing initiated an investigation against
France for cognac sales, possibly in retaliation for the EU investigation.*?

UK launches review of foreign investment screening measures. On November 13, 2023, the UK
government launched a review of the country’s National Security and Investment (NSI) Act.** The act, which
went into effect in January 2022, established a regime for screening foreign investments in UK companies
for potential national security risks. It lists 17 sensitive sectors of the economy—including advanced
robotics, Al, defense, energy, and data infrastructure—in which companies are legally required to notify the
government of acquisitions by foreign entities.** According to a January 2024 call for public comments on
the act, the UK government is considering removing certain reporting requirements and narrowing the
number of industries to which the investment screening regime applies. The review is also considering
refining the scope of the Al category to remove activities assessed as not posing risks to national security.*

The move to review the NSI Act comes amid a slump in UK corporate mergers. In the first half of 2023, the
country’s firms saw an estimated 22 percent decline in mergers and acquisitions and a 55 percent drop in
the value of these deals.*® The review also comes amid public criticism from Beijing that the act unfairly
targets PRC investment. In July 2023, a spokesperson for the PRC Embassy in the UK accused the UK
government of “discriminatory practices” and “wanton suppression” of PRC firms in implementing the act.#’

Taiwan’s Executive Yuan announces national core technologies list to protect key projects. In
November 2023, the Taiwan Executive Yuan identified an initial list of 22 specific technologies in need of
“urgent protection.”“® A new government committee, the National Core Key Technologies Review
Committee, is responsible for managing this list, and individual government agencies are able to make
submissions of technologies that should be included.*® The new list has been developed based on
provisions in Taiwan's National Security Act, which was amended in June 2022.%° The law was revised to
strengthen protections for critical technologies and “impose criminal penalties on economic espionage.”®’
Five technical areas are included in the list announced by the review committee: defense, aerospace,
agriculture, semiconductors, and information communications technology.>? If any technical secrets are
leaked, cases will be investigated according to legal procedures as laid out in the National Security Act.>

The Taiwan government’s creation of a critical technology list follows recent trends in the US (discussed in
Issue 1), Australia, and the EU (discussed in Issue 3) to use these types of lists to help industry understand
which technologies are critical for national security. The new list also comes amid allegations that
information about Taiwan’s submarine program was leaked, as discussed in Issue 7.

New South Korean government commission aims to offset domestic supply chain vulnerabilities. On
December 11, the Republic of Korea (ROK) government announced that by June 2024 it would establish a
commission to coordinate and oversee national policies on critical industrial supply chains. The
government-wide commission will work to identify and mitigate risks to supply chains that are highly

5
WWW.CNA.ORG



http://www.cna.org/
https://www.cna.org/quick-looks/2022/PRC-USES-TOOLS-TO-ACCESS-FOREIGN-TECHNOLOGY.pdf
https://www.cna.org/our-media/newsletters/intersections/issue-1
https://www.cna.org/our-media/newsletters/intersections/issue-3
https://www.cna.org/our-media/newsletters/intersections/issue-7

Intersections | Issue 8 February 2024

dependent on specific countries, including China. Speaking at an inter-ministerial meeting, the ROK finance
minister warned that supply chain risk factors are mounting for items directly related to core ROK industries.
At-risk items identified by the finance minister include urea, diammonium phosphate, and graphite (all of
which have been subject to PRC export controls). Urea is widely used to reduce emissions in diesel vehicles,
while diammonium phosphate and graphite are raw materials essential to the production of fertilizers and
batteries. The ROK government seeks to hedge against related supply chain risks through approaches that
include diversifying procurement sources, stockpiling critical supplies, and fostering domestic production.>*

US officials raise concerns that a United Arab Emirates (UAE) firm is transferring sensitive emerging
technologies and data from US companies to the PRC. On November 27, the New York Times reported
on a months-long US government campaign to persuade an ascendant UAE technology company to
distance itself from China. The company in question, G42, is an Abu Dhabi-based Al firm established in 2018
as part of the UAE's efforts to diversify revenue streams beyond oil income. G42 has grown rapidly in recent
years, establishing partnerships with US tech giants such as Microsoft, Dell Technologies, and OpenAl.>> At
the same time, G42 has also reportedly been expanding its business with PRC technology companies, which
the US views as a threat to national security. Per the Times report, specific issues of concern flagged by US
intelligence agencies include G42's digital infrastructure, which, according to the report, was built with the
assistance of Huawei and other PRC firms. The report also notes US officials’ concern about G42’s access to
US citizens' genetic data and fear that such data could end up in PRC government hands.>®

On January 9, the chairman of the US Congress’s House Select Committee on the Chinese Communist Party
sent a letter to the secretary of the Department of Commerce calling for her department to closely examine
G42 and its subsidiaries for inclusion on the department’s Entity List.>” According to a separate Times report,
the letter claimed that G42 is affiliated with an “expansive network” of PRC entities that support PRC military
advances.”® In response, G42 issued a January 11 statement in which the company denied allegations of any
connections to the PRC government and PRC military-affiliated entities. The statement claims that since
2022, the company has committed to “fully align with our US partners” in the field of advanced technologies
and “not to engage with Chinese companies” in these matters.>® Relatedly, in December 2023, G42's CEO
Peng Xiao told the Financial Times that G42 would cut ties with PRC entities in response to US concerns.®

ADVANCES IN CRITICAL AND EMERGING TECH

Twenty-eight countries and the EU attend Al safety summit in the UK. In November 2023, leaders from
28 countries and the EU attended the first-ever global Al safety summit in the UK.®' The summit's first day
featured such topics as how to identify the risks inherent in Al systems and how to mitigate these risks while
leveraging Al's potential to support economic and societal benefits. The Bletchley Declaration, in which the
28 countries and the EU issued a statement of principles regarding Al benefits and risks, was announced at
the event.%? The second day involved a smaller group of “like-minded countries” discussing how to work
together on Al Although the majority of countries were represented by heads of government or similarly
high-ranking officials, the PRC sent a comparatively low-ranking official: Vice Minister of Science and
Technology Wu Zhaohui. According to a Reuters report, Wu attended the summit's first day but was absent
from the more exclusive second day events.%

Apart from its participation in the UK summit, Beijing appears to be pursuing its own separate approach to
Al governance. For example, in October 2023, the PRC Ministry of Foreign Affairs issued a "Global
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Governance Initiative” statement outlining Beijing's approach to Al governance. The statement calls for
countries to adopt a “responsible attitude to... application of Al technologies in the military field."®®

ILLEGAL ACTIVITIES

PRC uses hacking to acquire data and software for Al development, enabling improved hacking. In
December 2023, the Wall Street Journal released an investigative report on how the PRC's theft of Al
software enhances its efforts to acquire and process sensitive information. According to the report, the
amount of personal data that the PRC has already obtained through hacking is so large that it could not
feasibly be processed without advanced Al technology.®® Moreover, after the PRC uses Al software to
process large volumes of information, it can then use insights derived from this Al-enabled processing to
refine its selection of hacking targets. As noted in the report, evidence from a 2021 attack on Microsoft's
email service indicates that the PRC may have already begun to refine its targeting of hacking by using Al-
processed data obtained from previous hacking efforts. A National Public Radio investigation of the same
cyber-attack on Microsoft argues that the hack may have been intended to obtain a volume of data
substantial enough to support training of Al models.®”

CHINA’S NATIONAL SECURITY LAWS

Under Chinese Communist Party leadership, the PRC uses national security laws to assert PRC interests,
including modernizing China's military and controlling critical technology. From 2014 to 2023, the PRC
government passed or revised over a dozen laws related to national security. PRC leaders use these laws to
justify a range of restrictions, demands, and punitive actions against PRC and foreign firms and individuals.
The laws are vaguely worded and could be expansively interpreted by PRC officials, potentially posing risks
for foreign governments, companies, and individuals in China and abroad. For example, in its decision to
bar certain PRC companies from purchasing Micron Technologies’ chips (covered in this issue, as well as in
Issue 4 and Issue 5), the PRC government cited China’s Cybersecurity Law as the legal basis for its actions.®

Major PRC national security legislation: APRIL SEPTEMBER
Biosecurity Law Revised
NOVEMBER JANUARY SEPTEMBER Counterespionage
Counterespionage Law Counterterrorism Law Data Security Law Law
2014 2015 2016 2017 2018 2019 2020 2021 2022 2023
JULY JUNE JANUARY
National Security Law National Intelligence Law Cryptography Law
Cybersecurity Law JUNE

Hong Kong National Security Law*

Note: the dates show the month and year that each law came into force
*The law's full title is the "Law on Safeguarding National Security in the Hong Kong Special Administrative Region of the PRC"

PRC national security laws provide justification for China to accomplish the following:
e Access data or encryption keys held by foreign firms with operations in the PRC
e Detain foreign nationals living, working, or traveling throughout the PRC and possibly beyond
e Prevent PRC entities and individuals from sending “sensitive” data abroad

e Require PRC citizens to assist in intelligence-gathering activities
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For more on PRC national security laws and their global implications, see CNA's new two-page handout.®®
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