2002 ANNUAL CONFERENCE

MARCH 2003

T RANSFORMING

D EFENSE:
A CURRENT ASSESSMENT

AND THE RoaAD AHEAD

A CoONFERENCE REPORT

COMPILED BY:
JAMES WYLIE
MicHAEL McDeEeviTT
SusaN McCARVER

HeNRY KENNY

Lisa BusH

R APPORTEURS:
MALA DuMONT
KRrIsSTEN GUNNESS
PATriICK ROTH

Eric THOMPSON
The

CNA

Corporation

Z




The CNA Corporation

The CNA Corporation (CNAC) is a not-for-profit public service corporation that provides
a broad range of analytic services in both the national security and domestic areas. By
linking analytical conclusions to practical recommendations, we help today’s decision
makers keep pace in a changing world. We are applying the experience and expertise we
have built up over the past half-century to meet new challenges in national defense,
health care, education, air traffic management, and domestic safety. While still deeply en-
gaged with the naval services, we are breaking new ground as we help civilian clients re-
solve a wide range of problems. With each endeavor, our goal is the same: to provide our
clients with superior analysis and link the results to practical recommendations. We are
committed to making a difference by putting our minds to work on the critical issues that
face our nation and the world.

Center for Naval Analyses (CNA)

The CNA Corporation operates the Center for Naval Analyses (CNA), a federally funded
research and development center. Since 1942, CNA has provided "full-service" research
and analysis that have helped the Navy and Marine Corps become more effective and effi
cient. CNA analysts pioneered the field of operations research during their groundbreak-
ing work with the Navy during World War Il. Today, our goal is the same as it was then: to
use scientific techniques to support the effective use of naval forces. We do this by work-
ing directly with the operating forces of the Navy and the Marines. In peace and war, we
provide direct support to operating forces. Our work includes finding the best ways to
employ new weapons and technology, and to handle the complex command and control
relationships that have become part of recent multinational alliance and coalition opera
tions. We not only provide this support in real time; we also work to ensure that critical
lessons are used to strengthen the longerterm support we provide through our other
work. This ensures that the policies and systems the naval services develop for the future
are tempered by an understanding of the complexities of the real world.

The Institute for Public Research (IPR)

The CNA Corporation also operates the Institute for Public Research (IPR) to assist our
civil and international clients. Building on our innovative skills and long-term experience
with the military, we expanded our business to help government agencies, non-profit or-
ganizations, and others in the fields of health care, education, air traffic transportation,
domestic safety, and others. IPR’s services include not only high-quality research and
analysis but also technical support in areas where CNAC has developed special expertise.
We combine our scientific methodology with a strong desire to help our clients translate
their problems into opportunities that improve their businesses and their communities.
We work closely with our clients as we come to fully understand their problems, find solu-
tions, and accomplish things that matter.



Preface

Each year CNAC holds a conference on issues of importance to national security.
Two years into the Bush administration and one year after the start of Operation
Enduring Freedom, this year’s conference examined recent progress and the road
ahead in defense transformation. From the vast array of possible topics, we chose
to explore the following six areas: the post-Cold War intellectual roots of trans-
formation; views from outside the Department of Defense; a transformation status
report from the services; “unglamorous transformation” of Defense Department
processes; allied views of U.S. transformation; and homeland security and trans-
formation. The conference also featured speakers from organizations that have
key roles in the transformation process: Congress, the Joint Forces Command, and
the Office of Force Transformation.

This year’s conference was organized and conducted by the Center for Strategic
Studies,* a division of The CNA Corporation (CNAC). The Center combines, in
one organizational entity, analyses of security policy, regional analyses, studies of
political-military issues, and strategic and force assessment work. Such a center al-
lows CNAC to join the global community of centers for strategic studies and share
perspectives on major security issues that affect nations.

We believe that this year’s annual conference was successful in developing a
deeper appreciation for the objective implicit in the concept of transformation as
well as shedding light on several of the issues that must be addressed for transfor-
mation to be judged a successful initiative.

I would like to express my gratitude to our distinguished speakers, panelists, and
dynamic, engaged attendees. CNAC staff members Susan McArver, Lisa Bush,
Maurine Dalhberg, Karin Duggan, Malia DuMont, Kristen Gunness, Henry Kenny,
Pat Roth, Peter Swartz, Eric Thompson, and Leesa Woodard made significant con-
tributions to conference themes and discussions. Many other CNAC employees
contributed to the success of “Transforming Defense: A Current Assessment and
the Road Ahead.” Our Annual Conference Coordinator, James Wylie, and Berna-
dette Lynch, our Conference Administrative Specialist, pulled all their contribu-
tions together to produce a memorable annual conference.

Vi W@m

RADM Michael McDevitt, USN (Ret.)
Director
Center for Strategic Studies

! The Center is under the direction of Rear Admiral Michael McDevitt, USN (Ret.), who is avail-
able at 703-824-2614 and at mcdevitm@cna.org. The administrative assistant to the director is Ms.
Brenda Mitchell, at 703-824-2137.
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Transforming Defense:

A Current Assessment and the Road Ahead

The West won the world not by the superiority of its ideas or values or religion (to
which few members or other civilizations were converted) but rather by its superi-
ority in applying organized violence. Westerners often forget this fact; non-
Westerners never do.

—Samuel Huntington

Transformation is adaptation in advance of necessity.

—David Berteau, closing commentator

Executive summary

The CNA Corporation's 2002 Annual Conference, “Transforming Defense: A Cur-
rent Assessment and the Road Ahead,” took place on November 20-21, 2002. The
conference featured speakers from organizations playing key roles in the trans-
formation process: the Congress, the Office of the Secretary of Defense, and the
Joint Forces Command. Conference panels comprised a mix of government ex-
perts, both uniformed and civilian, and influential non-government experts from
business, think-tanks, and academe. All provided unique perspectives. The goals
were to achieve a better understanding of what transformation entails, to advance
the state of thinking regarding defense transformation, to identify future chal-
lenges, and to contribute ideas on how best to meet those challenges. By all ac-
counts, the conference was successful in achieving these objectives.

Conferees were keenly attuned to the charged politicalmilitary environment.
Much of the discussion was illustrated and informed by the dramatic events of the
previous year—from the attacks of September 11, 2001, to the anthrax attacks, to
Operation Enduring Freedom in Afghanistan—and by the prospect of more fight-
ing ahead in Irag. Thus, the speakers and panelists provided a unique snapshot of
defense transformation at a remarkable historical juncture.



Conference background

The current focus on transformation has its intellectual roots in the wide-ranging
commentary about the “Revolution in Military Affairs” that flowered in the early
1990s. After the 1997 Report of the National Defense Panel, Transforming Defense:
National Security in the 21* Century, was published, the term “transformation” came
increasingly into vogue: it represented the notion that a (very undefined) trans-
formational process could bring U.S. military capabilities to unmatchable levels of
dominance. This view was bolstered by the success of new technologies and opera-
tional concepts in post-Cold War military operations. Starting with Panama in
1989, the U.S. military operated in many unique and creative ways, and in fact was
introducing a number of transformational technologies and operational concepts.

Still, the debate on transformation did not attract wide public attention during the
2000 presidential campaign. The most significant statement on the topic by either
candidate was then-candidate Bush’s speech at The Citadel in September 1999, in
which he called for transformation of U.S. forces to better confront challenges
emerging in the 21" century.

Defining and developing the concept of transformation

After the 2000 election, an important task of the new administration was to define
transformation in such a way that the services and Joint Combatant Commands
could actually translate them into real programs, operational concepts, and pro-
cedures. Secretary of Defense Donald Rumsfeld grappled with this for much of his
first year of incumbency. He demanded transformation of the armed services, and
he referred to transformation as being “about more than building new high-tech
weapons. . . .It’s also about new ways of thinking and new ways of fighting.” He
evoked “revolutionary and unprecedented ways of mixing new and existing capa-
bilities” and using resources in new and “previously unimaginable ways.” He said,
“Transforming the military is not an event; it is an ongoing process. There will be
no point at which we can declare that U.S. forces have been transformed.”?

Until 9711, it was unclear what the administration’s real defense focus would be,
or even whether there could be significant transformation of the armed forces,
given budget constraints, without canceling many of the new equipment programs
in various stages of development. Some conferees recalled the tensions this gener-
ated within the Department of Defense, between those who believed that planned
replacement programs already in development were in fact “transformational” and
those who believed that it was necessary and possible, given the perceived threat

2Donald H. Rumsfeld. “Transforming the Military.” Foreign Affairs, May/June 2002.



environment before 9/11, to skip a generation in weapon development, as Bush
had said at The Citadel. In other words, some wanted to cancel many ongoing
programs and invest those funds in what proponents judged to be truly transfor-
mational capabilities.

Within Defense, this debate disappeared after the September 11, 2001, terrorist
attacks. This was partly because the attacks themselves were energizing and focus-
ing, but also because Operation Enduring Freedom in Afghanistan blended exist-
ing capabilities with the transformational use of Special Operations Forces,
advanced command and control, and new smart weapons, to illustrate transforma-
tion in action. The U.S. military was not as hide-bound as some of the critics had
maintained. Finally, in the wake of 9/11, more defense funds became available,
easing the pressure to make tough budgetary choices regarding weapons systems
in development. Most of these would proceed, while parallel transformational ef-
forts were supported, especially in the realm of experimentation. The new a-
proach to transformation was illustrated in December 2001, when, two years after
his first transformation speech, President Bush returned to The Citadel to call for
speeding transformation of the military. This time, he called the Afghanistan
campaign a “proving ground” for a “revolution” in our military, which promised to
“change the face of battle.”

The FY 2001 Quadrennial Defense Review and the 2002 Annual Report to the President
and Congress from the Secretary of Defense removed any doubt about what the opera-
tional goals of transformation might be. These two documents set out six succinct
objectives for the development of future military capabilities. U.S. forces must:

Protect critical bases of operations—most importantly, the U.S.
homeland—and defeat weapons of mass destruction and their delivery
systems.

Protect information systems from attack.

Project and sustain power in distant anti-access and area-denial envi-
ronments.

Deny enemies sanctuary by providing persistent surveillance, tracking,
and rapid engagement with high-volume precision strike, against critical
mobile and fixed targets at various ranges and in all weather and all
terrain.

Maintain unhindered access to space, and protect U.S. space capabilities
from enemy attack.

Leverage information technology and innovative network-centric con-
cepts to link up joint forces.



The FY 2002 Unified Command Plan assigned U.S. Joint Forces Command
(JFCOM) as the incubator for new transformational concepts. The commander of
JFCOM was no longer automatically assigned as Supreme Allied Commander, At-
lantic (SACLANT). This was a clear signal that the priority for the JFCOM com-
mander was transformation. He was responsible for creating a culture of joint
concept development and experimentation. In fall 2002, NATO began work an
plans to transform SACLANT into “Allied Command for Transformation,” an Alli-
ance counterpart to JFCOM.

Transformation vision and strategy

Retired Vice Admiral Arthur Cebrowski, USN, the Director, Force Transformation,
Office of the Secretary of Defense, elaborated on DoD’s transformation strategy.
He envisions it progressing along three concurrent paths: continuous small steps;
many medium jumps; and a few big bets. Each path would offer a different scale of
progress, risk, and reward. This hedging strategy permits modernization, thus ac-
knowledging that evolutionary development is part of transformation; it allows for
exploration on the boundaries of capabilities; and it allows for the occasional ex-
ploration of truly new concepts that can create new realities and change the na-
ture of warfare. Such big-bet transformations have taken place fairly regularly in
modern defense. Examples include widespread use of the Global Positioning Sys-
tem (GPS), the decision to put sensors in space, the development of stealth air-
craft, and the Army’s decision to “own the night.” The “bigness” of the bet is
rightly measured by the payoff, not by the cost of development.

To sustain meaningful transformation, DoD must:
Make it a continuing process.
Create/anticipate the future.
Ensure co-evolution of concepts, processes, organizations, and technology.

Form new competitive areas/competencies; reevaluate attributes of our
military forces.

Ensure that there are fundamental shifts in underlying principles.

Have new sources of motive power, to reduce dependence on internal
combustion engines.

Broaden the capability base.



According to VADM Cebrowski, a “transformed” U.S. military will have these at-
tributes:

It will be a more expeditionary force, one that is based in the United States
but can project useful military power across the oceans that separate the
U.S. from many of its interests and most of its allies. It will be a force that
can deter forward.

It will be a more thoroughly networked force that will seamlessly
interoperate at the JTF level.

It will exploit the fact that the U.S. is likely to have to fight in exterior posi-
tions and turn this historical military disadvantage into leverage, combining
close-in unmanned sensors and distant manned precision firepower.

It will exploit increasingly persistent ISR systems that can “stare” continu-
ously at targets.

It will have much tighter sensor-shooter timelines, in order to exploit per-
sistent ISR and the exterior position. In other words, it will shorten the time
between target detection and weapon-on-target.

It will be committed to information superiority and information operations.

It will dramatically increase its use of and dependence on unmanned capa-
bilities (UAV, UCAV, UUV, robotics). This will enable many other of the
attributes mentioned above.

It will have an officer corps prepared to deal with important new trends in
warfare, such as networking components, precision effects, sensor reach,
networked forces, a full-spectrum maneuver force, and access assurance.

Acceptance of transformation

At the conference, many noted that over the past year discussion on transforma-
tion has moved beyond attempts to define it, and even beyond questioning the
need for it. Mr. David Berteau, the conference’s closing speaker, noted that the
conference reflected the changed nature of the transformation debate: Nobody
said, “We can’t do transformation,” or “We will not do transformation.” Nobody
said, “We don’t know what transformation is.” A lot of people said, “We don’t need
to have a concrete definition of transformation.” Nobody said, “Inter-service rivalry
is good.” Many people said that a joint operating concept is needed and is the



necessary missing piece that will permit transformational joint operations to take
place routinely at the operational and tactical levels of war.

Service transformation plans

SECDEF directed each service to develop transformation roadmaps. These road-
maps represent the services’ best efforts to cope with the initially ill defined guid-
ance to “transform,” and to develop corporate strategies linking service acquisition
programs to the evolving definition of transformation. Of the four services, the
Army is faced with the most difficult transformational challenge: to turn an army
optimized for war with a peer competitor on a global scale, into an army that is
more agile and responsive to emerging missions distant from its primary support
structure. This is a formidable task. The Army is proceeding in two steps: As a
first step, it will field an “interim force,” which will consist of at least six maneuver
brigades equipped and trained with commercially available equipment and en-
hanced light armored vehicles. Then, as the second step, it will become a “trans-
formed” army, known as the Objective Force.

The other three services’ approaches to transformation have much in common
with one another. They are different from the Army’s approach—mainly because
their tasks are not so daunting, but also because they have been involved in trans-
formative activities that are relevant to the post-Cold War era longer than the Army.
The Navy, Marine Corps, and Air Force are thinking about how best to blend
soon-to-be-introduced new systems with legacy forces in new and unique opera-
tional formations that are increasingly netted together by high-capacity data and
communication links. Each of them is also focused on creating service-unique
niches that will allow them to provide a new apability for the nation. The Air
Force is organizing a series of task forces, which are formed as the need arises. For
example, its Global Strike Task Force is envisioned as a long-range stealth preci-
sion strike capability that can “kick open the door” from the air. The Marines are
considering how capabilities such as the V-22 would allow them to project ground
combat power 400 to 700 miles in-land from a sea base. The Navy is reorganizing
its operating forces in order to multiply the number of self-contained task groups
that have a precision strike capability, while adding new capabilities, such as mis-
sile defense, to existing forces.

Critics have held that service-specific roadmaps are more interesting than relevant,
since the U.S. fights “joint.” Others believe that this statement is too harsh—that
these roadmaps are key building blocks on the way to joint transformational
strategies. They show what capabilities will be available for the joint commander to
employ. Once joint concepts are complete, these service-specific visions will help
reveal duplicative capabilities and capability gaps.



Transforming the “unglamorous” business process of DoD

Since transformation became a key objective for the Defense Department, the
bulk of the discussion has revolved around new weapons systems and operational
concepts—the exciting and more fascinating side of transformation. But as trans-
formation cognoscenti realize, it is the mundane, “unglamorous,” portion of de-
fense—which has to do with how capabilities are fielded and supported—that will
determine whether the U.S. military is able to fulfill its transformational aspira-
tions. As Dr. Carla Tighe Murray, from the Congressional Budget Office, said,
“DoD needs to transform the ‘business’ side as well the *operational’ side.”

OSD recognizes that DoD business and procurement processes hinder change,
perpetuate inefficiency, and waste scarce resources. For example, DoD’s financial
systems are decades old and not properly interconnected. Accounting and audit-
ing processes cannot meet the standards of accepted accounting principles. Busi-
ness processes are engineered to prevent mistakes rather than to solve problems.
Regulations often discourage taking risks or significantly improving dficiency.
Consequently, OSD has developed the following goals:

Reducing the cycle time for decisions on weapons development and logis-
tics support.

Shortening and bringing realism into the program and budgeting process.

Developing metrics to track and assess how well the Department is perform-
ing.

Conferees agreed that these are commendable goals, but voiced some skepticism
as to whether this administration will have any more success than many of its
predecessors who tilted at these same issues. Because such process changes are so
unglamorous and hence not newsworthy or atention grabbing, they often fail to
command the sustained attention of leadership. There are indications that this
problem exists today in the Defense Department, and that the primary organiza-
tional attempt to fix it, undertaken by the Senior Executive Council, is not far
along in identifying solutions.

Allied reactions to transformation

Surprisingly, panelists were optimistic that requisite capabilities and contributions
could be developed internationally, and that the U.S. lead in transformation
would not permanently foreclose others from keeping up by using either
appropriate niche capabilities or specially developed elite formations. There was
widespread, but not universal, enthusiasm for the NATO decision to dramatically



restructure tie mission of SACLANT, headquartered in Norfolk, Virginia. This
command has recently been assigned by NATO to lead transformational efforts, as
“Allied Command for Transformation,” the Alliance counterpart to JFCOM. How-
ever, if Allies are to have any chance of keeping pace, disclosure and technology
transfer issues must be solved; otherwise, impediments to transformative interop-
erability with Allies and friendly forces will be insurmountable. In fact, overcoming
these issues may require a transformational paradigm shift by the United States.
As Dr. Hans Binnendijk of the National Defense University observed, this discus-
sion showed that:

Transformation has the attention of the Allies, as demonstrated by chang-
ing the mission of SACLANT to the Allied Command for Transformation.

Answers and solutions are not necessarily expensive.
C4ISR, training, and experimentation are key.

The United States needs to change its laws and regulations, especially the
Arms Export Control Act.

Binnendijk emphatically added, “We need to get this right.”

Homeland security

The conferees appreciated the monumental task faced by the newly minted De-
partment of Homeland Security (DHS) and its military counterpart, Northern
Command (NORTHCOM), of creating vibrant, effective organizations that will
actually transform the nature of homeland security. Clearly, the simple fact that
these two organizations are established and beginning to function is transforma-
tional. Neither existed two years ago.

While a great deal of information about DHS has been in the press, and there was
little new to be learned about it at the conference, far less was known about
NORTHCOM, which came into existence on October 1, 2002. Its mission is the
military defense of the United States, and military assistance to civilian authorities.
NORTHCOM’s concern is the gap that exists between crime fighting and war
fighting. It sees this as an important vulnerability. The enemy will commit an act of
war using the methods of crime. NORTHCOM hopes to establish a seamless rela-
tionship with law enforcement, and a strong connection to FEMA for consequence
management. No forces will be in the field. NORTHCOM'’s challenge is compli-
cated by the fact that most military organizations don’t have homeland de-
fense/consequence management as their primary mission.



NORTHCOM envisions a “defense in depth” approach as a concept of operations
with lines of defense established well beyond our national borders. The
NORTHCOM area adjoins Southern Command in Central America and the Car-
ibbean, and overlaps with Pacific Command in Alaska. Its area of responsibility in-
cludes Mexico. This is a big change, because up to this time Mexico has not been
included in any regional commander’s area of responsibility; rather, it has been a
Joint Staff “account.” Fortunately, NORTHCOM has a strong relationship with
Canada through long-established NORAD links, and the Canadians will establish a
joint planning group to work with NORTHCOM.

Like DHS, NORTHCOM is very much a work in progress. Less than a third of the
new unified commander’s staff was in place at the time of the conference. But the
fact that we now have a four-star unified commander expressly charged with the
military defense of the United States reflects the transformational impact that
9/11 has had on the U.S. military.

Concluding observations

In the wake of the September 11" attacks, the transformation of the mili-
tary has been “transformed” from a contentious issue to a consensus issue
within DoD. The increase in the defense budget that followed 9/11 meant
that there were enough resources to proceed with most service moderniza-
tion plans, which in fairness included transformational systems, as well as
with experimentation and the pursuit of transformational capabilities. As a
result, it was no longer necessary to argue that a wholesale cancellation of
planned improvements was needed in order to fund the “next” generation.

The successful demonstration of many “transformational” capabilities in
Afghanistan convinced many skeptics that the U.S. military was in fact trans-
forming itself. In fact, it had been transforming itself throughout the 1990s.
Afghanistan also illustrated how many older, frequently disparaged “Cold
War” systems could be used in new ways, or with new weapons, and produce
dramatic effects. (The blend of an even older military resource, the horse
cavalry, with U.S. special operations forces to direct air strikes is frequently
cited to illustrate this point.)

Afghanistan also illustrated transformation in operational concepts. Many
thoughtful military experts believe that this is the area of transformation
that is the most important. As LtGen Paul Van Riper put it, in the imaginary
transformation triangle of force structure, technology, and operational
concepts, operational concepts should always be at the apex.

Progress in transforming DoD’s operating portion appears to be outpacing
efforts to transform its business and acquisition processes. But, as many par-



ticipants noted, if this unglamorous transformation does not actually take
hold, it will be virtually impossible for the operational military to achieve
and sustain the agility that transformational seers believe is necessary for
the 21 century.

The most glaring shortcoming in military transformation is the absence of a
transformational vision or roadmap for the way the U.S. actually fights—
that is, jointly. Each service has its own transformational vision, but as yet
there is no “capstone document,” as the Joint Staff terms it, which would
seek to meld the four independent visions into one. This work is underway.
It may be a very contentious effort, because it is certain to raise issues re-
garding traditional service roles and missions. It also will be contentious be-
cause some hold that “joint structures” should not be limited to the
operational level of war but should extend down to the tactical level of the
warfighters, who have “trigger authority,” to use VADM Cebrowski’s words.

VADM Cebrowski’s description of a “transformed” military is rational and
appears to be within the realm of the possible. Still, the attributes he listed
are breathtakingly ambitious, and there are many questions as to how such
attributes will be “distributed” among the four services. The capstone
document will need to address these questions.

During the 12 years since the end of the Cold War, the U.S. military has
demonstrated a new facet of transformation in each of its combat experi-
ences. These real-world operations have acted as de facto “battle-labs” for
experimentation and testing. These experiences also apparently have re-
vealed a new “American Way of War” in the post-Cold War era. This new
American way of war includes a real commitment to fielding transforma-
tional systems, often in very small numbers, as soon as they are available.
This is a phenomenon that demands further study.

Because of this phenomenon, it is a challenge for Allies who are inclined to
remain interoperable with the United States to do so. The conference illus-
trated that this challenge is not an insuperable task for Allies with the will,
but the United States has to become more forthcoming in its ability, and
willingness, to share both technology and operating concepts.

Homeland security and the military defense of the United States—here at
home, as opposed to forward overseas—is a work in progress. Both the De-
partment of Homeland Security and Northern Command face many chal-
lenges on their way to becoming effective and valued contributors to
national security. It is too soon to tell when they will reach that point, or
whether this experiment in dealing with terrorism in our country will be
successful. We pray that it will succeed.
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A neglected area of America’s post-Cold War military experience has been
the persistent requirement for post-conflict reconstruction or ceterrence
operations that occupy large numbers of U.S. forces for very long periods of
time. While the need for U.S. presence for deterrence is nothing new, the
perceived widespread use of the military for peacekeeping and so-called
“nation building” became an issue during the 1990s, when the issue of tai-
loring some U.S. forces for “peacekeeping” was debated and rejected by the
Department of Defense. This was seen as a mission that Allies could and
should perform. Yet the reality has been that U.S. forces remain involved in
this mission despite the contributions of Allies and friends. DoD should
take another hard look to determine the appropriate active/Reserve mix
for high-demand peacekeeping forces.

Transformation is a leadership issue. Without leadership, it will not be able
to compete with “real” priorities. The culture of risk aversion, and lack of
incentive to take risk, works against transformation. This may be the most
important obstacle to transformation. We should re-examine promotion
criteria and incentives regarding transformation. One way might be to re-
visit the assignment and promotion rules put in place to enforce compli-
ance with Goldwater-Nichols jointness objectives, to see whether we need to
reform administrative processes in order to foster transformation.

Discussions reinforced the new reality of the changing nature of deter-
rence. Classic concepts of deterrence will not provide effective security for
many aspects of the 21*-century threat environment. Deterrence cannot be
based on the threat of retaliation if the enemy is not a nation state. The
only deterrent for terrorists is failure.
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Post-Cold War transformation and its objectives

The political context of transformation

Congressman Mac Thornberry of Texas, one of the leading proponents of defense
transformation in the Congress, said that there is no argument in Congress about
the need to transform but that “inertia of the human brain” has made it a difficult
and slow process. Napoleon believed that the most dangerous thing for a military
commander to do is “form a picture” of where he is on the battlefield and where
he is going. By doing so, commanders do not see the larger context—what’s hap-
pening around them—and therefore cannot react to changes in their environ-
ment. We need transformation because we want to avoid getting “etched into a
picture.” Thornberry highlighted important political and institutional challenges
and obstacles to transformation, and suggested a set of policies that could lead to
greater understanding, discussion, and acceptance of transformation throughout
the military and Congress.

Thornberry said that establishing a “culture of innovation” is of overriding impor-
tance in that effort. He also stressed the importance of accountability and respon-
sibility. He was optimistic about the ability of Congress to put into place policies
that will help the military’s transformative efforts while “doing no harm.”

Dr. Gordon M. Adams, of George Washington University, noted that one of the
most significant transformations in national security has been the recognition that
this country is vulnerable to asymmetrical attack. The biggest underlying change
has come in the politics of defense; the November 2002 election proved that de-
fense is now a domestic political issue. Dimensions of this issue include the inter-
national war on terrorism and terrorists, and its transforming effect on military
operations; nation-building, which underlines the importance of being engaged
forward; and domestic recognition of new threats, homeland security strategy, and
challenges of implementation. The transformative role that homeland security will
have on the military as well as domestic agencies is only now beginning to be ap-
preciated. The government was reorganized on an almost unprecedented scale in
order to address homeland security, and we do not yet know how the changes will
impact on the military or on society at large. What is clear is that the creation of
the Transportation Security Agency (TSA), the Northern Command
(NORTHCOM), the Office of Homeland Security, and, most recently, the De-
partment of Homeland Security, along with the Patriot Act, will have a transforma-
tive impact.
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The case for transformation

Dr. Andrew Krepinevich, Executive Director of the Center for Strategic and Budg-
etary Assessments, asserted that the government should want to transform defense
because the competition is changing, and transformation may be the key tool to
improving strategic leverage. It can lead to more favorable conditions against elu-
sive enemy forces in remote or urban sanctuaries. It can develop new tools of de-
terrence, such as deterrence through denial, making it difficult for an enemy to
get to us. Finally, it can bring the capability to build up forces more quickly and
achieve surprise.

The transformation of strategy

Retired Vice Admiral Arthur Cebrowski, the Director of the Office of Force Trans-
formation in OSD, spoke of a new relationship between operations abroad and
homeland security, in the context of globalization and information age phenom-
ena. These themes were well explored in panel discussions. While deterring for-
ward remains a “constant” in U.S. military strategy, it is not the only answer. New
strategies of prevention and preemption of undeterrable enemies have been de-
veloped to complement our more traditional presence in Europe, the Persian
Gulf, and East Asia.

The need for new thinking

Dr. Richard Danzig, former Secretary of the Navy and an expert on biological
threats, said that in preparing for new threats, the bureaucracy has a tendency to
reduce homeland security issues to second-order questions (e.g., budgets, organi-
zations), and thus may not see what the real, fundamental transformative issue ac-
tually is. “This issue,” said Danzig, “is not weapons systems, technology, and mode
of defense, culture, or organization—but rather is how we think.”

The wide compass of transformation

Transformation is much more than high-technology and precision weapons, and
certainly more than just a higher level of spending on defense. The conferees ex-
amined many topics, including operational art, military culture, personnel -
cruitment and promotion policies, intelligence reform, training and education,
and programming and budgeting issues.

Debates on transformation increasingly use the lexicon of modern corporate
strategy. Our keynote speaker, VADM Cebrowski, said that transformation is found
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“at the intersection of national strategy, corporate strategy, and risk management
strategy.” (Later in the conference, a panel explored this point in depth as it ex-
amined the “unglamorous” transformation of DoD processes.)

The importance of transformation

VADM Cebrowski provided scene-setting context from his perspective as the Secre-
tary of Defense’s point man on transformation. The goal of defense transforma-
tion is to build a broad and sustained competitive advantage over potential
adversaries, by transforming the role of defense in national security, transforming
management of defense, and transforming the force.

It is important to transform, because DoD exists in three overlapping contexts.
The first is a new strategic context, defined by Information Age principles and
phenomena that are changing the character of competition and globalization, and
are creating a new closely linked relationship between operations abroad and
homeland security. The second is a broadened threat context, characterized by
uncertainty, rapidly evolving threats, the involvement of state/non-state actors and
nodal/non-nodal forces, the presence of both asymmetric and conventional
threats, and the emergence of the undeterrable enemy. The third is a new
technological context in which adversaries have wide access to highly capable, low-cost
information technology and where the barriers have been lowered for those who
wish to competitively enter complex operations and inherently hostile domains
such as sea, space, and cyberspace. Our enemies know our strengths. They realize
that if we can “see” them, we can kill them. Therefore they are operating with
reduced signatures and in cluttered environments, forcing our sensors to move
closer and to discriminate more finely.

DoD transformation strategy

VADM Cebrowski explained that DoD’s transformation strategy should progress
along three concurrent paths: continuous small steps; many medium jumps; and a
few big bets. Each path would offer a different scale of progress, risk, and reward.
This hedging strategy permits modernization (which implies that evolutionary de-
velopment is part of transformation), allows for exploration on the boundaries of
capabilities (such as the U.S. Navy pursuing unmanned approaches to mine coun-
termeasures), and permits the occasional exploration of truly new concepts that
can create new realities and change the world of warfare. Such big-bet transforma-
tions have taken place fairly regularly in modern defense—examples are the wide-
spread use of GPS, the decision to put sensors in space, the development of
stealth aircraft, and the Army’s decision to “own the night” The “bigness” of the
bet is rightly measured by the payoff, not by the cost of development.
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To sustain meaningful transformation, we must:
Make it a continuing process.
Create/anticipate the future.
Ensure co-evolution of concepts, processes, organizations, and technology.
Form new competitive areas/competencies; reevaluate attributes.
Ensure that there are fundamental shifts in underlying principles.

Have new sources of motive power, to reduce dependence on internal
combustion engines.

Broaden the capability base.

According to VADM Cebrowski, a “transformed” U.S. military will have these at-
tributes:

It will be a more expeditionary force---one that is based in the United States
but can project useful military power across the oceans that separate the
U.S. from many of its interests and most of its allies. It will be a force that
can deter forward.

It will be a more thoroughly networked force that will seamlessly
interoperate at the JTF level.

It will exploit the fact that the U.S. is likely to have to fight in exterior posi-
tions and turn this historical military disadvantage into leverage, combining
close-in unmanned sensors and distant manned precision firepower.

It will exploit increasingly persistent ISR systems that can “stare” continu-
ously at targets.

It will have much tighter sensor-shooter timelines, in order to exploit per-
sistent ISR and the exterior position. (In other words, it will shorten the
time between target detection and weapon-on-target.)

It will be committed to information superiority and information operations.
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It will dramatically increase its use of and dependence on unmanned capa-
bilities (UAV, UCAV, UUV, robotics). This will enable many other of the
attributes mentioned above.

It will have an officer corps that is prepared to deal with important new
trends in warfare, such as networking components, precision effects, sensor
reach, networked forces, a full-spectrum maneuver force, and assurance of
access.

Historical lessons of transformation

A historical perspective is important because it provides context and models of
success and failure. This theme recurred during the conference. The central
points include the following:

It is important for key leaders in pivotal positions related to transforma-
tional concepts (e.g., Rickover and Navy nuclear power) to have long ten-
ures. This means that the service leadership must be willing to empower
and tolerate ndividuals who have a “vision” that could yield transforma-
tional capability.

Transformation did not just start in the past few years. The U.S. military has
been transforming itself gradually. It has been an ongoing process, which
accelerated at the end of the Cold War.

History suggests that any successful transition must be accomplished from
the top down. Attempting to transform from the bottom up in hierarchical
institutions, such as the military services, is almost certain to fail.

Successful transformation will often involve changes in operational con-
cepts and processes that will result in using existing systems in new and dif-
ferent ways. Frequently, this sort of transformation will first be
demonstrated on the battlefield at the tactical level of war and then be
adopted more widely. Post-Cold War battlefields have been “test-beds” for
many transformational capabilities.

Transformation has to be relevant to the sorts of enemies we might face
and the nature of the war we will fight. For example, between the two world
wars the French military transformed itself from a force that historically
emphasized offensive operations in which it had the initiative, to one that
was focused on defense and response to the opponent. But it failed to
transform its cumbersome command and control to reflect the agility it
needed in order to defend itself when the opponent had the initiative.
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Transformation in the post-Cold War epoch

Panelists agreed that the period between Operation Just Cause (Panama, 1989)
and Operation Enduring Freedom (Afghanistan, 2001) was a transformational ep-
och equaling or surpassing other recognized periods of revolutionary develop-
ment in military operational affairs. With no threat of global war or a nuclear
exchange, and with no more inhibitions about revealing unique capabilities to the
Soviet Union, the post-Cold War security environment provided a sries of real-
world battle labs in which to test new technologies, capabilities, equipment, and
concepts across the full spectrum of operations from Operations Other Than War
(OOTW) to Corps-level air-land battle.

As retired General Wesley Clark, USA, pointed out, the post-Cold War era also il-
lustrated shortcomings that transformation must address. One is air/ground de-
fense coordination. Commanders would like to be able to depend on airpower to
hold or command ground from the air, or to deny ground from the air. This in-
volves using airpower to attack small mobile fleeting targets, and sustain an air-
borne presence around the clock. General Clark used the expression “plinking
tanks” to characterize the concept. Another issue is urban military operations. The
military still does not have full capability when the enemy goes into urban areas.
We need equipment to deal with this. He said that the Israeli solution, which in-
volves bulldozing buildings, is not an acceptable model for U.S. forces. As we
learned in Afghanistan, we need to try to devise better ways to deal with enemies
who go deep underground or into caves, rather than having infantry root them
out.

Retired Rear Admiral Michael McDevitt, USN, from The CNA Corporation, re-
viewed the frequent and diverse post-Cold War operations since 1989: Panama,
Desert Storm, Somalia, Bosnia, Desert Fox, Kosovo, and Afghanistan. He argued
that the wide diversity of those military experiences gives us a reasonable template
for predicting what the future will hold for the U.S. military. In this sense, the re-
cent past is prologue for the next 20 to 30 years. This analysis highlighted the di-
versity of these operations in terms of geography, forces involved, duration, and
magnitude. It also identified common themes:

In all the operations, the U.S. focused on removing obnoxious leaders. U.S.
post-Cold War military policy has tended to focus on removing or contain-

ing leaders such as Noriega, Saddam Hussein, Cedras in Haiti, Aideed, Mil-
osevich, Mullah Omar, and Bin Laden.

In each of the operations except Panama, the U.S. acted in a coalition.
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The U.S. had access to the theater of operations in all cases. The American
mix of land- and sea-based forces was robust enough to work around con-
straints or restrictions on access that some countries imposed.

The operations were joint from the beginning. The services cooperated,
and in all successful operations (Somalia was the exception) there was
enough capability available for the joint theater commander to be able to
call for, and receive, all the forces he needed; these generally turned out to
be “overwhelming.”

The U.S. accomplished its warfighting missions efficiently. The conflicts
were short, but in most cases post-conflict gperations persisted for years.
The most dramatic example is the aftermath of Desert Storm: the U.S. mili-
tary has continued enforcing UN sanctions and “no-fly” zones for 12 years.

The number of casualties was kept low. This was made possible by the
combination of overwhelming force, superior capability, smart tactics that
avoided wasteful loss of life, and an artful blend of diplomacy and military
force focused on limited objectives.

Over the 12 years since the end of the Cold War, the U.S. military has demon-
strated a new facet of transformation in each of its combat experiences. These
real-world operations have been de facto “battle-labs” for experimentation and
transformation on the fly. For example:

Owning the night. This concept was first demonstrated in Panama and then
steadily enhanced during the decade. The U.S. military’s ability to conduct
a full range of combat operations at night was, and is, remarkably transfor-
mational—especially when contrasted to the Vietnam War, in which the
NVA and Viet Cong “owned the night.”

The ability to neutralize even the most sophisticated air defenses. The artful
integration of stealth aircraft, airborne jamming, decoys, cruise missiles,
anti-radiation missiles, and weapons that can be delivered from above AAA
range is perhaps one of the most remarkable transformational capabilities
that has matured since 1991. The United States is now able to negate or
neuter sophisticated air defense systems, and to fly at will over enemy terri-
tory delivering accurate weapons whenever an enemy reveals himself.

The evolving ability to routinely coordinate, integrate, and manage thou-
sands of tactical aircraft, RPVs, cruise missiles, tankers, and electronic war-
fare and logistics aircraft sorties every day, day in and day out, over a
sustained period of time. This is a transformational miracle that involved a
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firm belief in the correctness of doctrinal vision, and a focus on developing
the command and control systems and networks that enabled that vision.

The routine use of unmanned flying weapons and surveillance systems.
Both RPVs and cruise missiles débuted in Desert Storm. They both have
matured dramatically over the ensuing years. This is a transformational ca-
pability that will continue to develop.

The growing importance of unmanned air vehicles when married with
miniaturized surveillance systems, and now smart weapons. This combina-
tion has filled the huge gap that always existed in airborne or spaced-based
surveillance: the lack of ability to be more or less “permanently on station,”
never losing sight of the area of interest. The ability to persistently “stare”
at a patch of terrain from the air is transformational.

Thanks to GPS, the capability to accurately bomb or conduct unspotted in-
direct fires in all weather. In theory, no one need be lost anymore, or in
doubt about one’s own position. GPS may turn out to have the most trans-
formational impact on war since the airplane or the internal combustion
engine.

The ability to predictably plan on engaging more than one aim-point per
aircraft sortie. This transformational capability was first suggested by Desert
Storm, and has now shown convincing application in Afghanistan. This is
tremendously transformational as it permits more targets or aim-points to
be addressed simultaneously and, conversely, allows commanders to achieve
the desired effects with fewer sorties.

The ability to network and rapidly integrate data, pictures, and voice com-
munications and use web-based command processes. It is important to
point out that this is all remarkably transformational. Much of this work,
however, started long before the end of the Cold War.

How to transform

After serving more than two years at Joint Forces Command, where he had re-
sponsibility for experimentation, Major General Dean Cash, USA, challenged con-
ferees with the questions, “What are the current problems of warfare and how do
we solve them?” and “How do we accomplish change that will solve problems and
result in a more effective military?” Retired Marine Corps Lieutenant General Paul
Van Riper offered thoughts on these very points. There are two ways to accomplish
change: by slow, evolutionary process, or by rapid, revolutionary process. The U.S.
military has generally favored evolutionary change, which is very powerful but re-
quires focus and organization.



Revolutionary change is only achieved from the top down. The key to success in
revolutionary change is the leader. When a top-down change is successful, it is very
successful, but when it fails, it really fails. Transformation is based primarily on op-
erational concepts. If we were to conceptualize a triangle formed by operational
concepts, technology, and force structure, operational concept should always be at
the apex. We need to transform to a joint force that thinks in terms of how to
manage against enemy capabilities.

General Clark underscored the importance of top-down transformation and em-
phasized the need for focus on operations. Transformation is not valid if it does
not allow us to fight better. There also needs to be a focus on cultural change.
Competitive service attitudes make it difficult to solve cross-cultural, cross-
operational problems.

Post conflict—a neglected transformational area?

One of the apparently neglected areas of America’s post-Cold War military experi-
ence has been the persistent requirement for post-conflict reconstruction or de-
terrence operations that occupy large numbers of U.S. forces for very long periods
of time. While the need for U.S. presence for deterrence is nothing new (we have
been in South Korea for over 50 years with no end in sight), the use of the military
for peacekeeping and so-called “nation building” became an issue during the
1990s. Then, the issue of tailoring some U.S. forces for peacekeeping was debated
and rejected by the Department of Defense. This was seen as a mission that Allies
could and should perform. Yet, the reality has been that U.S. forces remain n-
volved in this mission despite the contributions of Allies and friends. Almost in-
variably, U.S. command and control and airlift capabilities are required even if no
ground forces are involved.

Because so many of the skills required for post-combat missions are found in the
Reserve component, there has been a dramatic increase in the use of the Reserve
force, in ways that greatly expand the traditional notions of Reserve missions.
Whether this will be sustainable in the future remains to be seen. Broad-based coa-
litions of the willing must include willingness to share post-combat missions. But
our experiences in 1990s suggest that the U.S. military will often be involved in
several simultaneous post-combat operations. Therefore, this entire mission area
needs to be reexamined through the optic of transformation.

There is no joint operational concept and one is needed

Without a top-level joint operational concept to provide context, notions of joint
transformation are debated in what is, in effect, an intellectual vacuum. Each ser-
vice has an operational concept, but the joint force does not have a corresponding
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joint operational concept. How does each of the services atually integrate with
the others on the battlefield to achieve a genuine joint force? Fortunately, this
shortcoming is generally recognized. Many of the speakers made this point, and
remarked that the staffwork to produce a joint operational concept is in progress.
This concept will have major implications for service roles and missions—thus, its
development is bureaucratically contentious. The Joint Staff’s current Capstone
Concept program and recent efforts at JFCOM, including Millennium Challenge
02 (MC 02), have begun to address this deficiency. Closure will require the in-
volvement of talented, broadly experienced officers who appreciate the capabili-
ties of sister services. The Secretary of Defense will need to provide a sense of
urgency and firm support to keep the concept development moving smartly ahead
and not languishing in mid-level in-boxes.

Millennium Challenge 2002: an “experiment in experimentation”

JFCOM’s Millennium Challenge 2002 (MC 02) was controversial and very expen-
sive. But, it was an effort to come to grips with a future joint operational concept.
Neither the individual services nor the joint community has much experience in
experimentation. MC 02 was therefore “an experiment in experimentation.” MC
02 participants were pleased with the “collaborative information environment”
(CIE), and several commanders subsequently asked JFCOM for assistance in em-
ploying the CIE capability in support of current operations. The exercise provided
insight into the emerging science of infomatics—a new way of managing, process-
ing, and drawing relevant information from very large data sets. Increasingly used
by industry, it allows users to integrate subjective data into otherwise objective da-
tabases. JFCOM’s hope is that infomatics will lend itself to the development of a
tool that can provide a joint force commander with a predictive technology—a way
to do dynamic “what if” analysis and to test and weigh various courses of action.

MC 02 also experimented with a new joint commander staff arrangement that was

based on non-traditional staff organization, with such new entities as boards, cen-
ters, and cells. Reportedly, this new organization made decision-making quicker.
The CIE and the cellular staff structure challenged traditional staff communica-
tion routines. It also apparently highlighted the need for commanders to be per-
sonally aware of the capabilities, limitations, and status of the forces under their
command, because the staff will have less time available to brief the commander.

Another new concept that JFCOM has high hopes for is known as “operational net
assessment” or ONA. ONA did not succeed during MC 02. The exercise revealed
shortcomings in the ONA database. ONA is intended to help commanders and
staffs consider the potential for future enemy action. JFCOM is working to develop
a better ONA for the future. Despite criticism and controversy, JFCOM believes
that MC 02 successfully promoted dialogue and founded a culture of experimenta-
tion in the joint force and in the services. Now the services appear almost ready to
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embrace joint experimentation in training and organization, and have begun to
ask JFCOM to help supply a “joint context” for service experiments and exercises.

37



38



Views of transformation from outside of DoD

Obstacles

Ms. Micheéle Flournoy, a former Defense official, now with the Center for Strategic
and International Studies (CSIS), analyzed persistent obstacles to transformation.
Although these by definition form a “list of problems,” she made the point at the
outset that all of them could be overcome. They are not insurmountable.

Complacency may be the most pernicious obstacle. A sense of urgency is lacking
both in DoD and on the Hill—even today, after 9/11 and during the war on ter-
ror. Unless there is a significant military failure or a serious decline in the defense
budget, a sense of urgency is going to be hard to create.

The day-to-day operations tempo is very high, and seems likely to continue at that
level. Historically, innovation has taken place during periods of low goerations
tempo, such as the inter-war period, which are more conducive to innovation. The
DoD, services, and unified commanders cannot ignore other programs, such as
personnel programs, current operations, and health care, or the rising costs of
O&M activities. Therefore, DoD senior leadership will have to fence or protect
parts of the force to enable them to focus on experimentation and concept devel-
opment. A good example is the AEGIS-class cruiser that has been dedicated to
missile defense tests and experiments. “Real” near-term priorities compete for lim-
ited defense resources.

Actors in transformation do not have a common roadmap, or vision, of how to get
there, and the Department has not provided one. A common vision is needed, to
ensure that the efforts of all those concerned—the R&D community, services,
CINGCs, JFCOM, and so on—are unified and complementary. Clear priorities,
strategic concepts, and key capabilities need to be articulated, and a roadmap to
outcomes needs to be developed.

There are no metrics to guide budget decisions, or to use to establish priorities or
measure success. Concept development and experimentation are inadequate. We
tend to showcase new systems (give demonstrations) rather than conduct “real ex-
perimentation” in the spirit of discovery and high tolerance for failure.

Joint concept development is driven by consensus-based decision-making. Efforts
focus on stitching seams between the services, not on fostering new concepts for
the joint force. Competition is the real engine of innovation, yet the DoD trans-
formation effort has stripped out anything suggesting competition for fear it will
unleash inter-service rivalries. Ms. Flournoy suggested that DoD establish a forum
in which operational concepts can compete to meet operational objectives. Ideas
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would be solicited throughout DoD, and the most promising would be given to
CINGs, JFCOM, or the services to develop.

Operational prototyping needs greater focus. More emphasis should be put on
getting experimental equipment and systems into the hands of operators earlier.
Ultimately, transformation is going to depend not on concepts of new technology
but on development and implementation of these concepts. Thus, development
and implementation should be given a higher priority and a more thoughtful de-
sign and approach.

Converting results of military experimentation to programs is not institutionalized
in DoD. There is no clear, reliable process to translate results of experimentation
(transformational ideas/systems) into new defense programs, due to competition
for scarce dollars and lack of institutional and political backing. Conversely, once a
program is in the budget, there is no reassessment through experimentation as to
the value of the program. Notwithstanding progress in MC 02, this is at best a work
in progress. Much of the burden falls squarely on the shoulders of COMJFCOM.

Excess infrastructure, inefficient business practices, and duplication in training,
logistics, and C41 hinder transformation. They soak up funds that could be applied
to transformation.

Transformation is a leadership issue. Without leadership, it will not be able to
compete with “real” priorities. The culture of risk aversion, and the lack of incen-
tive to take risk, works against transformation. This may be the most important ob-
stacle to transformation. We should re-examine promotion criteria and incentives
regarding transformation. One way might be to revisit the assignment and promo-
tion rules put in place to enforce compliance with Goldwater-Nichols jointness ob-
jectives, to see whether we need to reform administrative processes in order to
foster transformation.

Pace is a key issue

Dr. Larry Korb, former Defense official now with the Council on Foreign Rela-
tions, noted that the debate is about the pace of transformation, not transforma-
tion itself. Everyone supports transformation. The debate is about how quickly we
should embrace concepts that argue that the later part of the 20™ century was a
dawning of another revolution in military affairs. Such arguments were popular-
ized by now retired Admiral Bill Owens, former Vice Chairman of the Joint Staff,
and Mr. Andrew Marshall of OSD Net Assessment. These arguments have been
widely embraced and in fact illustrated in recent combat operations. Now defense
policy makers are trying to balance risk with wholeheartedly embracing RMA.
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Korb referred listeners to candidate Bush’s Citadel speech. He said its main mes-
sages were to skip a generation of weapons, increase R&D, and not get involved in
nation building. But skipping a generation meant accepting the risk associated
with such a course of action. This implied that many of the programs already un-
der development could be cancelled. SECDEF Rumsfeld came to office with the
view that the services and Joint Staff had gained too much bureaucratic clout un-
der the Clinton administration and an important task was to correct this perceived
imbalance in civil-military relations. Korb asserted that before 9/11 Rumsfeld’s
management style was a problem in achieving transformation, because he had not
created the political alliances necessary to successfully cut programs. Korb sug-
gested looking back at successful secretaries. Their success was in their ability to
co-opt the services, which were ready to be co-opted. Rumsfeld, however, “ignored
them completely”: he did not work with Congress and the military defense indus-
try. The Bush administration’s priorities at the outset were on things other than
defense. The money that was needed to fix the defense problem was not there.
Bush suggested $45 billion over 10 years; Gore, $100 billion.

In Korb’s analysis, transformation became an excuse not to fund defense, except
for missile defense. The attacks of 9/11 changed the calculus and funds became
available. Korb suggested that Rumsfeld, as “Secretary of War,” now has a second
chance: he has the stature to effect change, and he can do it if he makes hard
choices, such as scaling back. Congress will not fight him.

Admiral Owens underscored how urgently important it is for leadership to act
now. He was clearly impatient with the focus on testing, trials, and ACTDs (Ad-
vanced Concept Technology Demonstrations). He judged that defense officials
already know what needs to be done. “We know what [transformation] should
be—it will be about dramatic reorganization in what we need to protect the coun-
try and how we organize to do it.” The key focus areas are the budget and promo-
tions, both of which are controlled by the services, but ought to be controlled by
OSD and the Joint Staff.

Technology’s role in transformation

The great strength of the United States is its commercial information and tele-
communication technology. Admiral Owens asserted that it is the core of trans-
formation, yet no one in DoD understands it or knows what direction it is going.
By extension, we will not be able to integrate knowledge, disseminate knowledge
of sensor technology and weapons, or distribute information if we don’t under-
stand commercial IT.

Mr. William O’Neil, Chief Scientist of The CNA Corporation elaborated on the

role of technology in transformation. While acknowledging that operational con-
cepts and arganization are important, historically, relatively few transformations
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have taken place without technological underpinnings. The dynamics of technol-
ogy are important. Much technology comes about because of the love of research
for itself and not because a requirement was placed on the researcher. Technol-
ogy, however, often gains attention late in the game. One can’t rush technology;
many of the concepts that hold transformative promise will take many years to ma-
ture to the point that they can find a place in militarily useful systems. Mr. O’Neil
underscored the point by reminding the conference that the fuel cell, first n-
vented in 1839, is only now coming into its own.

Encouraging innovation

Admiral Owens said, “The most innovative organizations are those who are starved
enough.” His theory is that “squeeze” forces innovation. He also said that reor-
ganization is not necessarily required but process innovation is necessary, which
SECDEF has the required Title X authority to effect. Only when budgets are tight,
forcing difficult trade-off decisions, is innovation likely to go forward. He pointed
out that during the 1920s and 1930s when budgets were tight, many transformative
concepts were pursued but they were also starved for resources because the ser-
vices put most of their resources into traditionally favored kinds of equipment
such as battleships and horse cavalry.

Ms. Flournoy asserted that operational failure drives innovation. The next opera-
tional failure will result in catastrophic terrorism, such as bioterrorism. We are
unprepared. This failure will motivate innovation. Ms. Flournoy also noted that
budget increases were unsustainable, and, like Admiral Owens, she thought this
would also drive innovation.

There was speculation that perhaps it is the right time to consider updating
DOPMA (the Defense Officer Planning Management Act) and Goldwater Nichols
legislation. We have created a professional force with the one and a joint force
with the other. Now it’s time to see whether new legislation or regulations are nec-
essary to make certain that the right sorts of forward-thinking military leaders can
be promoted and put into positions of responsibility to ensure that the current
momentum toward transformation does not dissipate. This is an obviously contro-
versial notion, but many of the conferees felt that there were too many examples
of innovative individuals who were not promoted but shunted aside, and too few
examples of innovators who rose to positions of responsibility and were given the
opportunity to fulfill their vision.
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Service transformation in a joint culture

SECDEF directed each service to develop transformation roadmaps. These road-
maps represent the services’ best efforts to cope with the initially ill defined guid-
ance to “transform,” and to develop corporate strategies linking service acquisition
programs to the evolving definition of transformation. Of the four services, the
Army is faced with the most difficult transformational challenge: to turn an army
optimized for war with a peer competitor on a global scale, into an army that is
more agile and responsive to emerging missions distant from its primary support
structure. This is a formidable task. The Army is proceeding in two steps: As a
first step, it will field an “interim force,” which will consist of at least six maneuver
brigades equipped and trained with commercially available equipment and en-
hanced light armored vehicles. Then, as the second step, it will become a “trans-
formed” army, known as the Objective Force.

The other three services’ approaches to transformation have much in common
with one another. They are different from the Army’s approach—mainly because
their tasks are not so daunting, but also because they have been involved in trans-
formative activities that are relevant to the post-Cold War era longer than the Army.
The Navy, Marine Corps, and Air Force are thinking about how best to blend
soon-to-be-introduced new systems with legacy forces in new and unique opera-
tional formations that are increasingly netted together by high-capacity data and
communication links. Each of them is also focused on creating service-unique
niches that will allow them to provide a new apability for the nation. The Air
Force is organizing a series of task forces, which are formed as the need arises. For
example, its Global Strike Task Force is envisioned as a long-range stealth preci-
sion strike capability that can “kick open the door” from the air. The Marines are
considering how capabilities such as the V-22 would allow them to project ground
combat power 400 to 700 miles in-land from a sea base. The Navy is reorganizing
its operating forces in order to multiply the number of self-contained task groups
that have a precision strike capability, while adding new capabilities, such as mis-
sile defense, to existing forces.

Panelists from each service briefed their transformation concepts and goals. Each
emphasized the importance of jointness, while pointing out that because DoD has
not yet articulated a measurable set of joint operational concepts, it is difficult for
the services to assess their success in integrating with one another. One panelist
admitted that there was still little synergy between the services, and another de-
scribed the difficulty of establishing the necessary conceptual foundations.

All insisted that the services have been transformational throughout history. They
agreed that it is a long-term process. There was little mention of budgets, although
the panelists concurred that DoD needed to streamline the acquisition process in
support of transformation. This point was a recurring theme throughout. Admirals
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Cebrowski and Owens, among many others, were outspoken about the need to
transform acquisition.

Army: a focus on joint interdependence

Lieutenant General John Riggs, USA, Director of the Objective Force Task Force,
explained that the Army was actively working to change processes, and outlined its
concepts for a future force (the Objective Force) and future platforms (Future
Combat Systems, or FCS). The main effort of transformation is the Objective
Force. This force will be fielded by the end of the decade and is designed to be
more strategically responsive and deployable. To bridge the gap between today’s
legacy force and the Objective Force, the Army will field an interim force centered
around six maneuver brigades equipped and trained with currently available tech-
nology.

Obviously this transition will require the blending of capabilities. The Army took
more than three years to establish conceptual foundations for transformation,
such as operational and organizational designs and operational requirement
documentation.

The Army recognizes that it is still optimized for the Cold War: it has only a few
light forces that are maneuverable and easy to transport, and many heavy forces
that are not. In any case, the key to keeping either light or heavy forces in the field
far from permanent bases is sustainment. Today the Army depends upon vast
gquantities of air and sealift to accomplish this. It is working hard on how to
reconceptualize the way it sustains forces. It is also working hard at developing
future forces that will not require the logistics (sustainment) tail that today’s forces
require.

This will be the key to making the Army genuinely expeditionary, in the sense of
being able to respond promptly. To realize this vision, it will need transformative
capabilities that in some cases still depend on inventions. It may be possible for
fuel cells to replace the internal combustion engine that the Army depends on for
mobility, freeing the force from the need for huge quantities of gasoline and die-
sel fuel. The Army also wants to capture the essence of both heavy and light forces
in building a new force capable not only of high-end operations but operations
across the entire spectrum.

The Army will begin fielding Objective Force capabilities this decade, but the
Army of the future will never be totally fielded, because it is forever evolving and
changing its force. Equipment and organizational design are pieces of the picture
but not the whole picture of Objective Force or transformation. A key change is
modifying the structure and names of units based on their function. Organization,



doctrine, training, materiel, and leadership development are to be linked through
common information architecture.

The power of information has increased the quality of decision-making and he-
come a combat multiplier. FCS is to be a networked system of systems, harnessing
the power of all current systems, built around the soldier. It does not replace exist-
ing entities (such as tanks), but creates a new organizational concept and vision. It
will feature unmanned ground and aerial systems and multiple-entry capability to
get around the no-access problem. Production decision timing for new systems will
be very critical.

Navy: Net-centric warfare and Seapower 21

Vice Admiral Michael Mullen, USN, the Navy’s Deputy Chief of Resources, Re-
guirements and Assessments, cescribed the Navy’s concept. Its transformation
roadmap is Chief of Naval Operations Admiral Vern Clark’s “Sea Power 21” Vision
Statement, released in the fall of 2002. The Navy is most interested in optimizing
existing transformational capabilities that have already entered the fleet over the
past decade and a half, such as tactical data links, space-based ISR, cruise missiles,
and precision strike. The goal is to create a jointly integrated, networked, sea-
based power projection force, transforming from platform-centric to net-centric,
from service-specific operations to joint interoperability, and from being a blue-
water maritime power to being an expeditionary power that is uniquely able to
strike quickly and effectively.

The Navy’s ambition is to transition from being a force that enables decisive re-
sults on the land to one that can decisively achieve the missions the country assigns
by using surprise, precision, and lethality from the sea. Improved C4ISR and intel-
ligence links are critical to ongoing efforts to improve naval contributions to joint
awareness of the battlefield.

The core capabilities of the transformed Navy are: (1) sea strike, attacking land
targets from bases at sea, (2) sea shield, providing air defense and missile defense
from AEGIS ships at sea for forces ashore and in littoral areas, and (3) sea-basing,
which aims toward the day when joint forces, especially the Marine Corps and
Army, can be supported fully from the sea. The information backbone of these
ambitions is ForceNet, which will integrate operators, sensors, and weapons with
ships, aircraft, and submarines to make net-centric warfare an operational reality.
Naval Special Operations Forces (the Seals) will play a critical role. So will the
Maritime Prepositioning Force (MPF).

The Navy envisions a more flexible organization of its operating forces than in the

recent past. It is now moving to create more task groups with offensive power,
through innovation operational combination of ships. Perhaps the most novel new
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operational concept, one that uses existing ships and submarines in a new way, is
known as the Expeditionary Strike Group (ESG). It will combine the core war-
fighting capabilities of cruisers, destroyers, and submarines with existing amphibi-
ous ready groups with their embarked Marines.

ESGs will function in lower-threat environments as independent strike groups.
The combination of cruise missiles from ships and submarines, small numbers of
USMC fixed-wing tactical aircraft, USMC attack helicopters, and a battalion-sized
ground combat element, all operating under an AEGIS air-defense umbrella, will
provide the country with offensive power that can respond in more areas than be-
fore. The Navy plans to field 12 ESGs.

Information operations have been designated a primary warfare area. The Navy
has created a new career force to sustain professionals in information operations,
and has established a new three-star command, NETWARCOM, to oversee related
efforts, such as concept refinement testing for sea-based computer network attacks
and defense and psychological warfare capabilities, and smart systems for elec-
tronic jamming and reconnaissance.

Marine Corps: Creative adaptation

Lieutenant General Robert Magnus, USMC, the Deputy Commandant for Pro-
grams and Resources, discussed the Marine Corps concept. In many ways it is simi-
lar to the Navy’s approach. The Marines see transformation as: (1) changing
today’s organizational structure, and (2) changing operating concepts—in particu-
lar, to move from amphibious warfare to a broader characterization of expedition-
ary warfare. This will of course include the key mission area of amphibious assault,
but will be not be limited to that mission.

The Marines have a number of new capabilities: the V-22 aircraft, and Advanced
Amphibious Assault Vehicle (AAAV), and a new class of amphibious warship, all
on the verge of being introduced. They must focus on mainstreaming these new
technologies and put older capabilities to better use. The goal is to create more
ready, agile, lethal, and expeditionary force packages that will be sustainable from
the sea. These packages will consist of Combined Arms Teams routinely deployed
forward that are well enough trained and equipped that they will be able to deal
with both traditional problems and unexpected ones.

The Marines are anxiously awaiting the introduction of the Joint Strike Fighter in
its VSTOL mode, as that will truly transform the capabilities of the Marine Corps
air-land team. Finally, building on the successful projection of Marine Corps infan-
try into Afghanistan, from a sea base several hundred miles away, the Marines are
looking beyond the littoral area traditionally associated with amphibious opera-
tions, to the possibility of jumping far over the littoral to ranges of 400 to 700 miles
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inland from a sea base. This concept is truly transformational. Finally, the Marines
are actively involved in becoming more closely integrated with America’s Special
Operations Forces.

Air Force: From garrison force to expeditionary force

Major General Ronald Bath, USAF, Director of Air Force Strategic Planning, dis-
cussed the Air Force’s transformation strategy. Its top priority is a Task Force Con-
cept of Operations that will guide appropriate organizational changes to
institutionalize its transformational strategy, pursue innovation, and lay the
groundwork for further changes.

The Air Force will transform its role as a service, from a forward-deployed garrison
force, into a flexible expeditionary force capable of deploying rapidly worldwide—
one in which task force operations will become the norm. To oversee the trans-
formation effort, new offices, including the Deputy Chief of Staff for Warfighting
Integration, will oversee manned, unmanned, and space platforms. An important
objective is to improve joint and coalition warfighting by enhancing speed and fi-
delity of target-quality data to commanders.

Because the Air Force plays a key role in homeland security, the AF Directorate of
Homeland Security (XOH) will develop and implement homeland security -
sponsibilities and concepts of operation in support of NORTHCOM. Homeland
security will be incorporated into policy, procedure, and doctrine. The top priority
is called “Task Force ConOps,” which establishes a force presentation plan (task
forces) that describes how the warfighter will use air and space power to counter
capabilities of potential adversaries.

To execute the missions envisioned for its task forces, the Air Force will need
multi-mission systems with multi-spectral fused air and space sensors, bust all-
weather weapons with increased standoff capability, a reduced logistics tail, an im-
proved 24-7 attack ability (i.e., improved range, payload, speed, maneuverability,
all-weather capability, minimum collateral damage), and the ability to find, fix,
track, target, and engage targets, while assessing damage in a timely way. It will
need persistent ISR capabilities to share jointly; and air superiority to maintain air
dominance against improved enemy air defenses, and to allow follow-on joint
forces. Also necessary will be capabilities to defeat airborne ballistic and cruise
missiles, to protect information and space systems, and to affect targets short of
destroying them (effects-based ops).

There will be no standing task forces. Rather, the required forces will be extracted

from other units as necessary, to form a global strike task force, a space task force,
a C4ISR task force, a global terrorism task force, a homeland defense task force, a
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nuclear forces task force, a rapid global mobility task force, and an expeditionary
air force.

Skepticism about service “transformational roadmaps”

All of these service roadmaps were developed by SECDEF direction, over the last
year. These roadmaps represent the services’ best efforts to cope with the initially
ill defined guidance to “transform,” and to develop corporate strategies linking
service acquisition programs to the evolving definition of transformation. Much
good work was done, but some held that service-specific roadmaps were more in-
teresting than elevant since the U.S. fights “joint.” This is too harsh, in the
judgment of many, because these roadmaps are key building blocks on the way to
joint transformational strategies. They show what capabilities will be available for
the joint commander to employ. Once joint concepts are complete, these service-
specific visions will help reveal duplicative capabilities and @pability gaps. As
discussed earlier in this report, this work on a joint vision, or Capstone Concept as
it is called, is in progress—again at the direction of SECDEF.
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Unglamorous transformation/process improvement

The importance of processes to defense transformation

Since transformation became a key objective for the Defense Department, the vast
majority of the discussion has revolved around new weapons systems and opera-
tional concepts—the exciting and more fascinating side of transformation. But as
transformation cognoscenti realize, it is the mundane, “unglamorous” portion of
defense, which has to do with how capabilities are fielded and supported, that will
determine whether the U.S. military is able to fulfill its transformational aspira-
tions. As Dr. Carla Tighe Murray, from the Congressional Budget Office, said,
“DoD needs to transform the ‘business’ side as well as the ‘operational’ side.”

This is critical because current processes put DoD’s transformation initiatives &
risk. Critical changes need to be made in four areas: requirements, budgeting, ac-
quisition, and personnel management. Requirements should be more entrepre-
neurial, and should focus on top-level concepts and decision logic. Budgeting
should shift the executive focus of PPBS from programming to planning. Acquisi-
tion efforts should seek to sharply decrease cycle time so it does not take decades
to field new capability. The goal should be to match commercial experience.

A key question for the current administration is, Can the current process in total—
R&D, acquisition, operations, and culture—produce the necessary transforma-
tional effect, as in earlier eras? There is nothing more common than calls for re-
forming the PPBS and Acquisition System. Yet, if the world has changed, a really
fresh look here is needed. Fixing the program side will require strong, experi-
enced leadership with extended tenure.

Key Enabler: business structure transformation

Mr. Ken Krieg, the Executive Secretary of DoD’s Senior Executive Council, indi-
cated that Secretary Rumsfeld was clearly aware of the need to transform business
processes. He pointed out that transforming DoD’s outdated support structure is
a key step in achieving a more capable fighting force. The current situation serves
as an impediment to change, perpetuates inefficiency, and wastes scarce resources.
For example, DoD’s financial systems are decades old and not properly intercon-
nected. Accounting and auditing processes cannot meet the standards of accepted
accounting principles. Business processes are engineered to prevent mistakes, not
solve problems. Regulations often discourage taking risks or significantly improv-
ing efficiency.
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Consequently OSD focuses on meeting the following goals:

Reducing the cycle time for decisions on weapons development and logis-
tics support

Shortening and bringing realism into the program and budgeting process

Developing metrics to track and assess how well the Department is perform-
ing.

Mr. Robert Pirie, a former Under Secretary of the Navy who has many years of ex-
perience in the DoD, discussed perennial problems in the military budgetary and
accounting system. He focused particular attention on crucial support acounts
that support readiness, maintenance, operations, and facilities. These go through
“boom and bust” cycles. For example, in the FY-03 budget submission, U.S. Navy
reprogrammed $6.5 billion from other programs to address readiness shortfalls.
These cycles are wasteful and contribute to major problems. Because of admini-
stration changes and account cycles, problems with these accounts often do not
show up for years, but when they do they have a dire impact on operational capa-
bilities. Spare parts shortages, improperly trained personnel, and shoddy facilities,
all contribute to a “rob Peter to pay Paul” process that consumes the time of mid-
level commanders in the operating forces. So much time can be invested in just
making existing equipment work that it saps intellectual energy. Often little time
or enthusiasm is left for exploring new concepts and ways of doing business that
might have a transformational impact.

“People problems” that inhibit transformation

Dr. David Chu, the Under Secretary of Defense for Personnel and Readiness, de-
scribed the principal personnel challenges facing DoD in the active military, in the
Reserve components, and with civilian professionals. The military cannot always
rely on its current structure and laws: what was successful before is not necessarily
successful now. One big challenge in the past decade has been the shift in aspira-
tions of teenagers. Recruitment has been focused on teenagers graduating from
high school. Now, more high school graduates are choosing to enter college in-
stead. Therefore, recruiting strategy must shift to a different market. Some poli-
cies, such as having to leave the services to take advantage of education benefits,
may need reassessment. The greatest challenge for the Reserve is to change its
concept of “service.” The Air Force, for example, has spearheaded this type of
policy change in its volunteer system: it allows people to serve when they can
rather than for pre-set periods of time. This type of flexibility allows the Air Force
to fully use its talent pool. This is something the other services need to look at.
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DoD is still in the 19" century when it comes to civilian policy. The excellence of
the people is the heart of the Department, which is why it is important to trans-
form civilian personnel policy into something cost-effective and efficient. Trans-
formation would increase personnel costs in the short term, but these costs would
be offset by savings in the long run.

While there is no panacea that can instantly solve these business issues, there are
things that can be done. We must begin to take a systems approach to budgeting
in the military. Currently, one of the largest problems is that budgeting is all done
in a piecemeal manner. Costs must be better assessed. That may mean we have
fewer weapons and a smaller force but with much higher readiness and in-hand
capability. Since this is an area that is often perceived to be mundane, there have
to be long-term leaders who want to achieve transformation in how these accounts
are managed. Changes in administration and short-term postings are detrimental.
This is one area that cries out for long-term sustained management.
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International and allied transformation

The continuing importance of friends, Allies, and overseas bases

Conferees addressed the often-neglected international aspects of transformation.
SACLANT has recently been assigned by NATO to lead transformational efforts, as
“Allied Command for Transformation,” becoming the Alliance counterpart to
JFCOM. Surprisingly, panelists were optimistic that requisite capabilities and con-
tributions could be developed internationally, and that the U.S. lead in transfor-
mation did not permanently foreclose others from keeping up either in
appropriate niche capabilities or specially developed elite formations. However, if
Allies are to have any chance of keeping pace, disclosure and technology transfer
issues must be solved. Otherwise, barriers to transformative interoperability with
Allies and friendly forces will be insurmountable. In fact, overcoming these issues
may require a transformational paradigm shift by the United States. As Dr. Hans
Binnendijk, of National Defense University, observed, this panel discussion
showed that:

Transformation has the attention of the Allies.
Answers and solutions are not necessarily expensive.
C4ISR, training, and experimentation are key.

The United States needs to change its laws, especially the Arms Export Con-
trol Act.

Binnendijk emphatically added, “We need to get this right.”

The transatlantic disconnect

Binnendijk noted that while the United States is transforming and increasing its
defense budget, most Allies are not. If this situation continues, the NATO Alliance
could be at risk. The fundamental problems are not budget or “buy America” k-
sues. Rather they are the lack of common technology (especially information
technology), operational procedures, training, and doctrine. The United States is
adopting a closed system of systems—sensor to shooter. If Allies are not part of this
“closed system,” they are not useful. “Plug and play” is not a viable option—the
Allies have to be part of the whole process. If this divergence is not fixed, we are
headed for a division of labor: the United States will do the high-intensity fighting,
and the Allies will do peacekeeping and “clean up.” Such a division of duties will
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not sustain the NATO alliance. There will be a lack of common purpose, which
over the long run will be corrosive.

Fixing the transformation gap

Rear Admiral Richard Gallagher, USN, from SACLANT, observed that technology
alone seldom brings revolutionary change, but it does increase the realm of the
possible. He spoke of having a “transformation gap, not a capabilities gap,” be-
cause the gap involves cultural and intellectual issues as well as equipment and ca-
pabilities. The gap cannot be bridged by new technology alone, but rather calls for
a philosophical buy-in to a new process for change. To keep pace with the think-
ing enabled by new technology, NATO partners will have to acquire technology
and learn how to use it. Otherwise, SACLANT fears, U.S. commanders and staffs
will find it increasingly difficult to discuss operational issues with many of their Al-
lied counterparts, because the two will no longer be able to look at a problem
from the same perspective.

Among Western industrialized nations, only the United States seems likely to make
the investment necessary to create a transformed military by 2015. Otherwise, only
an assembly of nations committed to long-term, as well as short-term, mutual
benefit will have the wherewithal to invest in a combined future. A cohesive effort
between NATO members that avoids duplication of effort and waste of resources is
an advantage that a long-term Alliance partnership brings.

NATO needs to adapt, and it has begun to do so. Examples are the establishment
of the NATO Response Force and Allied Command for Transformation, as well as
the Prague capabilities commitment, wherein countries pledge niche capabilities
to meet current requirements.

A key development: Allied Command for Transformation

Gallagher noted that no entity in NATO covers such issues as capabilities genera-
tion, concepts, and training. This is why NATO is establishing the Allied Com-
mand for Transformation (formerly SACLANT), a “revolutionary change” in
command structure. This new command will align with JFCOM. It will provide a
mechanism for NATO to chart its transformation course, and will be a vehicle by
which European ideas can infiltrate U.S. thinking. NATO has an advantage in
starting its transformation efforts late in that it can “borrow, plagiarize, and ex-
ploit” U.S. efforts. While this change in command structure is potentially a win-win
situation, it will take time and money.



France’s view of transformation

Transformation is a challenge for Europe, as it is for the United States. With a few
exceptions (France, the United Kingdom), European forces are structured to pro-
tect their homeland and have little out-of-area capability. France gave up conscrip-
tion and created its own allvolunteer force; this may be the most important
transformational step it has taken. It is spending heavily on new procurement—$1
billion—a very large sum for France. It is integrating more closely with NATO and
consequently is better able to integrate with the United States. It is emphasizing
C4ISR, mobility, force projection, and strike, and is obtaining force protection ca-
pabilities, including tactical missile defense.

Retired Vice-Amiral-d’Escadre Betermier, of the French Navy, warned that the di-
vision of labor concept, with the United States doing the fighting and Europe do-
ing peacekeeping and reconstruction (soft power), will undermine the Atlantic
Alliance by causing frustration on both sides. He discussed a transatlantic commu-
nications and comprehension gap. If European Allies want to ke interoperable
with U.S. forces, they need to understand what transformation is and isn’t, and be
able to track the process. Key challenges for NATO Allies include dealing with the
U.S. tendency to “decide alone” to field new information technology without con-
sultation. Betermier noted the U.S. tendency to provide “black boxes” to Allies to
make them interoperable. This leads to “black box trauma”: Allies need to know
what the box does and does not do, and how it works. Echoing other panelists, Be-
termier said that the United States has a responsibility to maintain equipment in-
teroperability.

France still considers NATO to be the fabric of interoperability; however, main-
taining interoperability is a greater challenge today than it was during the Cold
War, because of the need to interoperate not only with NATO, but also with EU
and with other nations sometimes under the aegis of the UN. The French are con-
cerned about focusing NATO interoperability efforts in Norfolk, because they
wonder whether it will be possible to maintain European influence. Betermier re-
iterated the common theme that reform of transatlantic defense industrial coop-
eration is needed. He suggested streamlining U.S. export control practices.

A view from East Asia

Major General Noboru Yamaguchi, of Japan’s Ground Self-Defense Force noted
that even the least modernized military could still cooperate with the United
States. He cited the Northern Alliance cavalry forces as an example. Gaps in C4ISR
do not prevent Japan and the United States from fighting together. There are in-
creasing opportunities to cooperate for mutual benefit. One promising area is
maritime low-intensity conflict, where navies could work together to combat inter-
national terrorism at sea. Allies are taking a transformational course similar to that
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of the United States, but at a slower pace. C4ISR is key to solving much of the
problem, and Allies need a protocol for communications.

Japan’s goal is to maintain network-centric C4l that is, as he put it, interconnect-
able with the United States. To enable this goal, he recommended the United
States do the following: share information on the direction it is heading; allow ac-
cess to technology; suggest ways for Japan (and other Allies) to proceed; be mind-
ful of the gap between itself and the Allies, and consciously promote
interoperability; and appreciate that the Allies rely on U.S. systems such as GPS,
which must remain accessible.

Allied transformation is a realistic goal

Dr. Michael O’Hanlon, from the Brookings Institution, said he was an optimist.
He believes that there are a lot of good things about the current system; that the
Allies are willing to help, like they were in Enduring Freedom; and that if the Al-
lies selectively spend, they can “be there” in transformation—but we need to be
careful that we don’t set the bar so high that they are discouraged.

We may not need as much “radical change” as proponents of transformation as-
sert. DoD should be looking for breakthrough concepts, not remaking everything
from scratch. What is needed is “rapid evolution,” not “radical remaking.”
O’Hanlon believes that interoperability issues can be limited to a finite set—
command and control, information technology, and precision strike—on which
the Allies can focus investment. This should be reassuring to the Allies, as they can
make targeted, selected, changes. Further, much that is transformational is not
very expensive. The United States has deployed relatively inexpensive transforma-
tional systems, such as JDAMs, LGBs, and UAVs. Rather than investing in new air-
craft and other platforms, we can and do transform current platforms by
modernizing sensors, using targeting pods, etc. Often transformation is about
clever thinking more than about high technology. Sealift and pre-positioning, for
example, do not demand high technology.

O’Hanlon noted that France, many NATO countries, and Japan have large force
structures, and that their size impedes transformation. If the Allies cut force struc-
ture a bit more, they can afford to transform their forces.

The U.S. Marine Corps can provide a good model for Allies’ transformation. It is
at the forefront of transformation, yet it has a relatively small budget. Several
European countries and Japan have defense budgets comparable to that of the
Marine Corps. Another good example of making effective yet affordable changes
is the U.K. 1998 Defense Plan, in which the British made strategic choices about
defense that make good sense. The British and the U.S. Marines can show the way
to the Allies.
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Homeland Security: getting organized

Transformational thinking needed—dealing with bioterrorism

Dr. Richard Danzig discussed bioterrorism and how best to develop the govern-
ment’s response to a bioterror attack. In preparing for this threat, he said, the
fundamental transformative issue is how we think. We need to think together in a
common way because we have no relevant experience, other than the anthrax in-
cidents of fall 2001.

Danzig said that the anthrax attacks represent a threat more dangerous than the
attacks of September 11, 2001: In the 9/11 attacks, the hijackers used up their re-
sources by committing suicide. Also, the government has put into place security
measures that make the further use of airliners as a weapons of mass destruction
only a remote possibility. With bioterrorism, however, “reload” is very easy.
Producing anthrax is technically very challenging, but it gets easier as larger
amounts are produced, and dispersion methods are simple. Security and military
implications are very different from those of scenarios where reload is more diffi-
cult.

Danzig considered four bioterrorism scenarios possible: aerosol release of anthrax,
aerosol release of smallpox, introduction of botulism into consumable liquids, and
release of hoof and mouth disease. The forensic and defensive demands would
differ, depending on how each of these threats developed.

The only indication of a bioterrorism attack may be the presence of the resulting
iliness—and one must assume that more attacks will follow the first. Thus, the im-
perative is not just to treat all those affected by the first attack, but also to prevent
a second attack.

Danzig struck both alarming and hopeful notes in his discussion of bioterrorism.
He said that by responding in a positive way and instilling confidence of the citi-
zenry in the government’s ability to respond, we can save lives and diminish the
incentives to attack. Detectors to warn and reassure the population are critical.
There also will be an overwhelming demand for vaccines and antibiotics, some of
which can be effective only if administered before a bioterror attack.

Danzig defined two types of terrorists. The first is the “expressive” terrorist, who
expresses anger and fanatical vision. The act is the end in itself. The second is the
“instrumental” terrorist, who has constituencies and seeks to accomplish a political
agenda through terrorism. Both types of terrorists are extremely difficult to deter,
but there are potentially effective measures of doing so. These could include (for
example): smallpox vaccinations; better coordination between intelligence, law
enforcement, and military organizations; and quick reaction to terrorist situations
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that demonstrate a capability to mitigate consequences as much as possible. Most
of all, we need to carefully think about the possibility of various new threats and
how to respond if they come about.

Notably, after Danzig’s remarks, no one attending our conference questioned the
need for transformational efforts in homeland security and defense.

The view of homeland security from OSD

Mr. Peter Verga, the Special Assistant for Homeland Security, DoD Homeland Se-
curity Task Force, said that the only way to deter terrorists is to prevent them from
succeeding. For example, vaccination programs, consequence mitigation to -
duce impact, and out-of-the-box thinking to help identify possible threats, are all
ways of making failure more likely for terrorists. Of course, the biggest deterrent
of all is the ability to kill or arrest them before they have a chance to act.

The key to this form of deterrence is to take a capabilities-based approach, rather
than a threat-based approach. This will help in cataloging capabilities for unan-
ticipated scenarios. Verga also described how homeland security missions are
transforming the relationships between military and civilian agencies in fulfilling
the homeland defense mission. There will be a division of labor between DoD and
other agencies: For example, if the homeland security threat is from the air, or
from submarines, DoD will have the lead. On the other hand, if the threat is sur-
face ships and the smuggling of WMD into the U.S., the Coast Guard (in the new
Department of Homeland Security) would have the lead. In effect, DoD doesn’t
have the mission of homeland “security,” but most certainly has the mission of
homeland “defense” and will support civilian authorities in the effort to build
homeland security.

Standing up the Department of Homeland Security

Retired Admiral Steve Abbot, Deputy Homeland Security Advisor, Office of Home-
land Security, the White House, described issues facing the new Department of
Homeland Security:

Resources. Major transformations require increases or reallocation.

Process. The homeland security advisory system creates a vocabulary for
discussing threats. This vocabulary will take years to seep into the public
consciousness.
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Culture. Making changes in this area will be the greatest challenge for
DHS. An example is the FBI’s need to refocus on counter-terrorism.

Organization. The new Department of Homeland Security comprises dispa-
rate agencies, which must be reorganized.

Efforts to integrate these agencies into a cohesive department bear some similarity
to the efforts to create a truly joint military. It took the Goldwater-Nichols legisla-
tion to eventually “force” a genuinely joint approach on the uniformed services.
This legislation and the concepts that it embodied probably provide as good a
template of guiding principles as any for DHS to use. The new Secretary must have
managerial flexibility and reorganization authority.

Newest Unified Command: the U.S. Northern Command

While a great deal of information about DHS has been in the press, and there was
little new to be learned about it at the conference, far less was known about
NORTHCOM, which came into existence on October 1, 2002. Like DHS, it is very
much a work in progress. Less than a third of the new unified commander’s staff
was in place at the time of the conference.

The establishment of NORTHCOM is transformation in action. Its new J-5, Major
General Richard Comer, USAF, described the mission as the military defense of
the United States, and military assistance to avilian authorities. NORTHCOM’s
view is that our vulnerability as a nation is the gap that exists between crime fight-
ing and war fighting. The enemy will commit an act of war using the methods of
crime. NORTHCOM intends to establish a seamless relationship with law en-
forcement, and strong connections to FEMA for consequence management. Gen-
eral Comer was most concerned with the intersection between civilian and military
authorities, and how to strengthen their ties within the bounds of U.S. legal code.
There will be no military usurpation of civilian agencies and no surveillance of
U.S. citizens.

No forces will be in the field. NORTHCOM’s challenge is complicated by the fact
that most military organizations don’t have homeland defense/consequence man-
agement as their primary mission.

NORTHCOM envisions a “defense in depth” approach as a concept of operations
with lines of defense established well beyond our national borders. The
NORTHCOM area adjoins Southern Command in Central America and the Car-
ibbean, and overlaps with Pacific Command in Alaska. Its area of responsibility in-
cludes Mexico. This is a big change, because up to this time Mexico has not been
included in any regional commander’s area of responsibility; rather, it has been a
Joint Staff “account.” Fortunately, NORTHCOM has a strong relationship with
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Canada through long-established NORAD links, and the Canadians will establish a
joint planning group to work with NORTHCOM.

The conferees appreciated the monumental task faced by the newly minted De-
partment of Homeland Security (DHS) and its military counterpart, Northern
Command (NORTHCOM), of creating vibrant, effective organizations that will
actually transform the nature of homeland security. Clearly, the simple fact that
these two organizations are established and beginning to function is transforma-
tional. Neither existed two years ago. The fact that we now have a four-star unified
commander expressly charged with the military defense of the United States re-
flects the transformational impact that 9/11 has had on the U.S. military.
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Concluding observations

In summary, the conference, “Transforming Defense: A Current Assessment and
the Road Ahead,” produced the following observations:

In the wake of the September 11" attacks, the transformation of the mili-
tary has been “transformed” from a contentious issue to a consensus issue
within DoD. The increase in the defense budget that followed 9/11 meant
that there were enough resources to proceed with most service moderniza-
tion plans, which in fairness included transformational systems, as well as
with experimentation and the pursuit of transformational capabilities. As a
result, it was no longer necessary to argue that a wholesale cancellation of
planned improvements was needed in order to fund the “next” generation.

The successful demonstration of many “transformational” capabilities in
Afghanistan convinced many skeptics that the U.S. military was in fact trans-
forming itself. In fact, it had been transforming itself throughout the 1990s.
Afghanistan also illustrated how many older, frequently disparaged “Cold
War” systems could be used in new ways, or with new weapons, and produce
dramatic effects. (The blend of an even older military resource, the horse
cavalry, with U.S. special operations forces to direct air strikes is frequently
cited to illustrate this point.)

Afghanistan also illustrated transformation in operational concepts. Many
thoughtful military experts believe that this is the area of transformation
that is the most important. As LtGen Paul Van Riper put it, in the imaginary
transformation triangle of force structure, technology, and operational
concepts, operational concepts should always be at the apex.

Progress in transforming DoD’s operating portion appears to be outpacing
efforts to transform its business and acquisition processes. But, as many par-
ticipants noted, if this unglamorous transformation does not actually take
hold, it will be virtually impossible for the operational military to achieve
and sustain the agility that transformational seers believe is necessary for
the 21 century.

The most glaring shortcoming in military transformation is the absence of a
transformational vision or roadmap for the way the U.S. actually fights—
that is, jointly. Each service has its own transformational vision, but as yet
there is no “capstone document,” as the Joint Staff terms it, which would
seek to meld the four independent visions into one. This work is underway.
It may be a very contentious effort, because it is certain to raise issues
regarding traditional service roles and missions. It also will be contentious
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because some hold that “joint structures” should not be limited to the
operational level of war but should extend down to the tactical level of the
warfighters, who have “trigger authority,” to use VADM Cebrowski’s words.

VADM Cebrowski’s description of a “transformed” military is rational and
appears to be within the realm of the possible. Still, the attributes he listed
are breathtakingly ambitious, and there are many questions as to how such
attributes will be “distributed” among the four services. The capstone
document will need to address these questions.

During the 12 years since the end of the Cold War, the U.S. military has
demonstrated a new facet of transformation in each of its combat experi-
ences. These real-world operations have acted as de facto “battle-labs” for
experimentation and testing. These experiences also apparently have re-
vealed a new “American Way of War” in the post-Cold War era. This new
American way of war includes a real commitment to fielding transforma-
tional systems, often in very small numbers, as soon as they are available.
This is a phenomenon that demands further study.

Because of this phenomenon, it is a challenge for Allies who are inclined to
remain interoperable with the United States to do so. The conference illus-
trated that this challenge is not an insuperable task for Allies with the will,
but the United States has to become more forthcoming in its ability, and
willingness, to share both technology and operating concepts.

Homeland security and the military defense of the United States—here at
home, as opposed to forward overseas—is a work in progress. Both the De-
partment of Homeland Security and Northern Command face many chal-
lenges on their way to becoming effective and valued contributors to
national security. It is too soon to tell when they will reach that point, or
whether this experiment in dealing with terrorism in our country will be
successful. We pray that it will succeed.

A neglected area of America’s post-Cold War military experience has been
the persistent requirement for post-conflict reconstruction or ceterrence
operations that occupy large numbers of U.S. forces for very long periods of
time. While the need for U.S. presence for deterrence is nothing new, the
perceived widespread use of the military for peacekeeping and so-called
“nation building” became an issue during the 1990s, when the issue of tai-
loring some U.S. forces for “peacekeeping” was debated and rejected by the
Department of Defense. This was seen as a mission that Allies could and
should perform. Yet the reality has been that U.S. forces remain involved in
this mission despite the contributions of Allies and friends. DoD should
take another hard look to determine the appropriate active/Reserve mix
for high-demand peacekeeping forces.
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Transformation is a leadership issue. Without leadership, it will not be able
to compete with “real” priorities. The culture of risk aversion, and lack of
incentive to take risk, works against transformation. This may be the most
important obstacle to transformation. We should re-examine promotion
criteria and incentives regarding transformation. One way might be to re-
visit the assignment and promotion rules put in place to enforce compli-
ance with Goldwater-Nichols jointness objectives, to see whether we need to
reform administrative processes in order to foster transformation.

Discussions reinforced the new reality of the changing nature of deter-
rence. Classic concepts of deterrence will not provide effective security for
many aspects of the 21%-century threat environment. Deterrence cannot be
based on the threat of retaliation if the enemy is not a nation state. The
only deterrent for terrorists is failure.
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