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ANALYSIS & SOLUTIONS





Homeland Security Analytic Capabilities

Problem Statement

The Department of Homeland Security (DHS) is a unique conglomeration of new and existing agencies and offices that all have a stake in achieving the Department’s overall mission.  Yet there are few, if any, truly cross-cutting capabilities that allow DHS leadership and decision-makers to understand issues holistically, identify key drivers, and make programmatic tradeoffs across the entire homeland security enterprise.  Although an Office of Policy exists ostensibly to assist in that endeavor and integrate Department-wide policies, planning, and programs, the policy office has languished during the first years of the Department’s existence.  As currently configured, the policy shop suffers from constant budget constraints, limited sway over programs and decisions, and an underwhelming ability to analyze data to inform courses of action.  

This absence of analytic muscle is particularly concerning because it leaves DHS without an organic means to develop, offer, and apply independent, objective, data-driven analysis to some of the most challenging policy problems it faces, including:

· Executing cross-cutting analysis of the homeland security portfolio to make better decisions: the merging of two dozen different agencies into DHS created a unique opportunity to collect and analyze information in a way that could help dissolve organizational silos rather than perpetuate them.  Yet no sustainable analytic function has been established to leverage disparate information in ways that can shed light on what has been accomplished, what new challenges are emerging, and what factors have enabled success or guaranteed failure on a given issue.  

· Assessing risk at the national level to establish sound planning requirements: The National Strategy for Homeland Security calls for the application of a risk-based framework across all homeland security efforts to identify and assess potential hazards, determine levels of acceptable relative risk, and prioritize and allocate resources among all homeland security partners.  However, despite widespread recognition of the value of such an effort, DHS has not established an inclusive and repeatable process for evaluating risk at the national level.  This analytical vacuum precludes the development of risk-informed national planning requirements that can enable the Department to optimize a portfolio of prevention, protection, response, and recovery activities.
· Evaluating national preparedness capabilities: various studies have highlighted the fact that DHS cannot presently respond to questions about how prepared the nation is from a capabilities standpoint, where our investments in federal, state, local, private sector, and nonprofit partners have yielded demonstrable gain, and what capability gaps must still be addressed.  Without an analytical framework and corresponding governance process to assess capabilities against national planning requirements on a regular basis, DHS will never be able to address the pressing questions from internal and external stakeholders about how prepared we are, how prepared we need to be, and how we close the gaps.
Recommended Solution

If DHS is to realize its potential as an effective organization, it must possess a robust, inclusive policy apparatus supported by a vigorous cross-cutting analytic capability that can deliver expert analysis, data-driven recommendations, and solutions to help inform decisions and lead to tangible action.  DHS’ central challenge is to have one eye on the past, using the information it has to better understand what has occurred and why, and one eye on the future, anticipating new requirements and engaging with its partners to improve mission performance nationally.  To accomplish this, the new Secretary should significantly strengthen the analytic capabilities of the DHS Office of Policy in the following ways:
Create a meta-analytic capability.  DHS needs a capability to link its myriad data streams and operations through cross-cutting issue-driven analysis, allowing it to wring new meaning from existing information and harness that knowledge to rapidly identify and shape emergent issues and to understand the implications these issues have for homeland security policy, programs, organizational dynamics, and the homeland security mission as a whole.  Analysis of this type will take many forms, and must combine specialized subject matter expertise, sophisticated analytical techniques, and practical experience.  For example, it will involve issue-specific retrospective analysis to identify patterns across independent data sets, better understand historical cause-and-effect relationships among policies and programs, and discover emerging issues; and it will draw on meta-analyses of exercise and real-world incident responses, reconstructing event timelines and combining the results from similar scenarios over time to reveal recurring gaps and common problems, focusing on understanding not just what has happened, but why it happened and what can be done to change things in the future.  These kinds of analyses will enable the Department to develop new knowledge and to use that knowledge to more effectively shape policy and program development drive business processes and resource allocation, and anticipate next-generation issues that will demand engagement from the homeland security community nationally.
Establish a Department-wide Program Analysis and Evaluation (PA&E) function.  The Department of Defense (DOD) has long had a PA&E office that provides objective program evaluations and analysis to the Secretary of Defense for consideration.  DHS should look to the Defense Department as a model for how PA&E functions can lend direct value to decision-making.   DHS is already instituting a programming and budgeting system similar to that of DOD’s, which should continue to be matured.  To make this system truly effective, however, DHS should establish a companion capability to evaluate program performance, assess the cost-effectiveness of homeland security systems, and develop and evaluate program alternatives.  This will improve the performance of DHS programs and operations, and support the President-Elect’s commitment to evaluate federal programs based on their performance and cost-efficiency.
Institute a national risk analysis process.  Some individual components within DHS analyze risk for their particular sector/domain (e.g., ports) or in service of a specific programmatic objective (e.g., grant allocations).  But without a comprehensive view across domains at the national level, DHS will continue to build and implement programs that lack sufficient grounding in the existential threats, vulnerabilities, and consequences the nation faces from day to day.   This analytical gap must be corrected in order to maximize impact of DHS action and derive a set of planning requirements that planners at all levels can translate into actions to address the most pressing strategic risks we face as a nation.  A systematic assessment of national risk can offer insights to planners into how natural and man-made hazards threaten, and how adversaries might seek to exploit, key vulnerabilities for each type of high-risk scenario, and how to best act to prevent, protect against, respond to, and recover from incidents.  This function must cut across all components of the Department and the federal Interagency, leveraging data and subject matter expertise from internal and external stakeholders in service of a comprehensive risk operating picture that is in turn shared with individual Departments, Agencies, and components charged with executing specific programs.  .
Develop capacity to assess national preparedness.  DHS must finalize a systematic approach to and repeatable cycle for assessing preparedness capabilities nationally.  As the lead for creating a National Preparedness System, FEMA (or its legacy components) developed, piloted, and shelved several different methodologies since 2005, when the Department embraced a shift to a capabilities-based planning philosophy for homeland security and issued the first iteration of the Target Capabilities List.  But to date, a capabilities assessment process and a supporting system of metrics and measures has yet to be finalized and executed.  A repeatable assessment of capabilities is imperative in order for DHS and its external partners to understand current levels of preparedness relative to critical preparedness capabilities, potential programmatic courses of action to close those gaps, and the long-term impact that present-day capabilities investments can have on preparedness at the federal, state, and local levels.  Only through a national baseline and follow-on assessments to repeatedly measure progress will DHS be able to analyze preparedness accomplishments and take a strategic approach to designing programs that can address lingering critical capability gaps.
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